New ORSA Requirement Set
to Raise Expectations of
Risk Management

Introduction
Beginning in 2015, U.S. insurers operating within the member jurisdictions of the National Association of
Insurance Commissioners (NAIC) will be mandated to file an Own Risk and Solvency Assessment (ORSA)
Summary Report. ORSA will apply to any individual U.S. insurer that writes more than US$500 million
of annual direct written and assumed premiums, and/or insurance groups that collectively write more than
US$1 billion of annual direct written and assumed premiums. These thresholds apply to premiums written
domestically as well as internationally. Certain states have opted to state that ORSA will be a requirement
regardless of premium volume.
The first ORSA filings will serve to represent that a strong enterprise risk management (ERM) function has
now become a fundamental regulatory expectation.
For insurers, their first ORSA filing is likely to be a substantial hurdle, even for firms that already have
established ERM frameworks. On the upside, the self-assessment of their ERM practices that will be
required prior to filing an ORSA will help insurers identify potential areas for improvement, not only in
their existing ERM program, but in the way they manage risk in day-to-day operations. It will likely hasten
efforts already under way to enhance and/or develop formal risk governance programs.

The Requirements of ORSA
The two primary goals of ORSA, as outlined by the NAIC ORSA Guidance Manual, are to 1) foster an
effective level of ERM, and 2) provide a group-level perspective of risk and capital as a supplement to the
current legal entity review.
Insurers who are subject to ORSA requirements will be expected to:
1.

Regularly, no less than annually, conduct an ORSA to assess the adequacy of their risk management
frameworks and current and projected future solvency positions;

2.

Internally document the process(es) and results of the assessment; and

3.

Provide a confidential high-level ORSA summary report annually to the lead state commissioner if the
insurer is a member of an insurance group and, upon request, to the domiciliary state regulator.

While an ORSA filing is essentially an annual report, it is important to keep in mind that the ORSA itself
is an evolving process. It is not designed to be static, but rather a continuous practice that provides constant
feedback to the insurer to help sustain solvency and assist in the growth of a mature ERM framework.
In the past, annual goal setting and retroactive performance measurements were acceptable risk management
practices. However, as company environments change more rapidly, it is essential that companies adapt to the
changes by learning to adjust their corporate policies and business processes in real time.
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The Path to ORSA
Although many insurers already have components of a risk program in place, they often encounter
challenges with linking these components in a logical and consistent manner to help them create their
ORSA. It is also a challenge for many insurers to link risk management to strategy on a consistent basis.
Weaving the ORSA framework into the fabric of their organization may require some insurers to assess, and
possibly modify, their current operations, infrastructure and governance.
The key areas to concentrate on include:
•

Enterprise risk management

•

Information technology and security

•

Capital modeling assessment and design

•

Internal audit

•

Document retention and standardization

Enterprise Risk Management
Assimilating existing ERM components into one central ORSA process requires solidification of existing
ERM frameworks on both the group and subsidiary level while establishing a connection between the risk
tolerances of the insurance group and its subsidiaries. A robust and effective risk assessment framework
should be anchored on the eight core enterprise risk management principles that are universally applicable
to all risk areas within an organization. These principles reflect industry best practices and align with
regulatory expectations and frameworks. The eight principles are:
1.

Senior Management and Board Oversight

2.

Policies and Practices

3.

Organizational Structure

4.

Risk Identification and Assessment

5.

Risk Measurement and Data

6.

Risk Reporting, Monitoring and Management

7.

Effective Challenge

8.

Resources

Oversight of the ORSA process by senior management and the board is critical in order to ensure
communication and standardization between group entities and risk elements. Communicating the need
for and understanding of risk management throughout the organization is critical in order for business and
operational personnel to accept and support the organization’s goals.

Information Technology and Security
The ORSA framework stresses a solid synthesis between business, risk management and actuarial units and
the insurer’s technology infrastructure. Creating this harmony among business units is pivotal to establishing
a dynamic ORSA report. The process requires incorporating both new and existing technology infrastructure
and using proven methodology and tools to achieve the best alignment between business strategy and
technology. In addition, it is critical that companies identify and define ways to minimize risk in especially
sensitive risk areas like privacy and business continuity.
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Capital Modeling Assessment and Design
Risk equates to capital. In today’s industry, a company must have confidence in its economic capital
modeling processes. This includes the models it uses for projection versus actual revenues and methods of
capital reporting management. Economic capital model frameworks not only provide a measurement of
the insurer’s capital, they supply invaluable information about risk appetite and risk tolerance which can be
utilized by senior management in strategic decision-making.

Internal Audit
Internal audit is vital to determining whether a risk program for an organization is operating the way it
is intended and documented. A strong, independent internal audit function is the hallmark of the “third
line of defense” for ERM, designed to enhance an organization’s risk governance framework by providing
independent verification of risk management. Continuous measurement is the core of the ORSA. Regulatory
bodies will require companies to understand how their risk environment works and take whatever measures
are needed to remain compliant. Independent oversight of the ERM program can provide assurance that the
program is working and can continue to evolve as regulations change.

Document Retention and Standardization
One of the key pieces of feedback to the insurance industry stemming from a NAIC pilot study1 was that there
is a high expectation for companies to be able to supply and/or recreate supporting documents easily upon
request. It is important that a company not only have document retention standards and policies in place, but
also is assessing and developing them further as needed in order to meet this regulatory expectation.

Enterprise Risk Management

Information Technology & Security

Capital Modeling
Assessment & Design
Governance

ORSA

Internal Audit

Document Retention
& Standardization

1

2012 Own Risk and Solvency Assessment (ORSA) Feedback Pilot Project Observations of the ORSA (E) Subgroup, NAIC, 2012: http://www.
naic.org/documents/committees_e_orsa_wg_related_orsa_pilot_feedback_industry.pdf.
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Development and strengthening of these five key focus areas will allow insurers to be more proactive and more
confident as they approach their ORSA filings. It will further help them to address continued compliance as
regulations evolve. Building the right structure for ORSA can be viewed as a way to ensure companies conduct
their day-to-day business in line with their overall strategic goals. It is prudent for companies to look at ORSA
not as a one-time event but as a sign of the changes sweeping through the insurance regulatory environment,
and to prepare accordingly. Partnering with professionals to help understand the terrain and build roadmaps
will be critical to navigating the changing regulatory landscape successfully.

Risk Management Principles Aligned with ORSA
Risk
Management
Principle

1. Senior
Management
& Board
Oversight

2. Policies &
Practices

3. Organizational
Structure

4. Risk
Identification
& Assessment

Industry
Practice

ORSA
Requirement

Risk Governance Structure/Framework





Board and Committee Charters



Risk Appetite Statement





Communication Protocols





Strategic Planning Process





Strategy Documentation





Risk Inventory



Documents/Activity

Accountability of ORSA Summary Report



“Use” Test



Material Risk Policies2, 3



Risk Management Organizational Model (Three Lines
of Defense)



Summary of Roles, Responsibilities & Accountability



Established Position Mandates & Departmental
Charter





Explanation of Governance Structure



List of Business Units With Responsibilities



Parties Responsible for Strategies, Risk Appetite,
Tolerances/Limits, Managing Strategy Day to Day,
and Assessing ERM



Current & Emerging Risk Identification Processes





Risk Assessment & Prioritization Methodology





Establishing Risk Appetite Tolerances & Limits



Risk Heat Maps




(Continued on next page.)

2

Per ORSA requirements, required risk management policies include the following: Underwriting, Investment, Claims, ALM,
Reinsurance Counterparty, Operational Risk, and Other Material Risk Policies.

3

Per ORSA requirements, relevant material risks include, but are not limited to, credit, market, liquidity, underwriting and
operational risks.
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Risk
Management
Principle

5. Risk
Measurement
& Data

Industry
Practice

ORSA
Requirement

Enterprisewide/Group-Wide Capital Adequacy
Assessment Methodology





Enterprisewide/Group-Wide Capital Stress Testing &
Forecasting





Model Validation





Data Governance & Frameworks



Reporting Systems



Models/Spreadsheets Used to Quantify Risk



Documents/Activity

Combined Stress-Testing Scenarios



Liquidity Stress Testing & Forecasting



Risk Reporting & Communication
Escalation Protocols
6. Risk Reporting,
Risk Management & Controls
Monitoring &
Issues Tracking & Resolution
Management
ORSA Summary Report Components & Support
Documentation

7. Effective
Challenge










Defined Scope, Frequency, and Independence of the
Second & Third Lines of Defense



Timely Closure of Audit Findings



Second Line Participation in Committees & Risk
Reporting



Internal Audit & Ongoing Governance Activities
8. Resources





ICP Alignment With Risk Appetite



Qualifications and Training of Risk Management
Resources





Risk Management Principles – Definitions
Risk Management Principles
1. Senior Management & Board Oversight
We believe effective risk management should be directly tied to and aligned with the company’s overall
business strategy, goals and objectives. The board has responsibility for approving and overseeing the
implementation of the bank’s strategic objectives, risk strategy, corporate governance and corporate values,
as well as helping to ensure the overall alignment with organizational culture and providing oversight to senior management. Senior management in turn has overall responsibility for the company, including designing and executing each of the above, as well as for communicating across the organization and reporting
thoroughly to the board.
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2. Policies & Practices
Established policies, practices and control mechanisms are consistent with the bank’s overall strategic direction, risk appetite and risk tolerances. The policies receive periodic review and approval by the board.
3. Organizational Structure
The company’s operational structure is known and well understood by the board and senior management and
includes a defined risk management function and accountabilities for each of the three lines of defense, led
by a CRO or equivalent with sufficient authority, stature, independence, resources and access to the board.
4. Risk Identification & Assessment
The company appropriately identifies firm-wide current and emerging risks through effective analysis and
critical assessment and monitors these risks on an ongoing firm-wide and individual entity basis.
5. Risk Measurement & Data
The company uses effective risk-measurement and monitoring technology and tools (including models),
including data of sufficient granularity and quality, to produce timely, accurate, complete and relevant
management information that helps identify, measure and track aggregate risk exposure as well as incremental risk exposure resulting from deviations from policy and established limits.
6. Risk Reporting, Monitoring & Management
The company appropriately monitors risk positions (both current and stressed scenarios) against approved
limits and tolerances, works to resolve any material breaches, and provides and communicates regular,
comprehensive and timely reports to the board and senior management on the effectiveness of risk management processes, adherence to policies, escalation of significant issues and progress on issue resolution.
7. Effective Challenge
The company appropriately establishes the scope, frequency and independence of the risk review, quality
assurance and internal/external audit functions in validating the reliability and effectiveness of management processes and internal controls.
8. Resources
The company maintains adequately skilled resources with appropriate incentives that are effectively
aligned with prudent risk taking consistent with the bank’s strategic direction and risk tolerance as defined
by senior management.

About Protiviti
Protiviti (www.protiviti.com) is a global consulting firm that helps companies solve problems in finance,
technology, operations, governance, risk and internal audit. Through our network of more than 70 offices in
over 20 countries, we have served more than 35 percent of FORTUNE 1000® and FORTUNE Global 500®
companies. We also work with smaller, growing companies, including those looking to go public, as well as
with government agencies.
Protiviti is a wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a
member of the S&P 500 index.

Our Value Proposition
Establishing a risk management framework and culture is an evolutionary process. Its development is more
successful when it is done in stages and people understand the objectives – building blocks that move the
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organization closer to an end-state vision. Protiviti’s proven approach to insurance regulation compliance
and depth of risk management expertise provide the risk management infrastructure needed not only to
implement a robust ERM framework, but also to perform the self-assessment of material risks and evaluate the
interrelationships of those risks as required by ORSA.

How We Can Help
Risk management capability assessment and ORSA roadmap – Our experts can perform an assessment
of current risk management practices of specific areas against an ERM/ORSA capability maturity model
to identify gaps, create recommendations to remediate gaps, and develop a roadmap for ERM/ORSA
implementation and enhancement.
Model validation – We can assess a company model, the output of which is used to support key decisions to
ensure the model is logical and conceptually sound. In addition, we can benchmark the company model against
other model constructs and methods, and compare model predictions to real events and outcomes.
Stress-testing framework and methodology – Protiviti can provide the governance, framework and
methodology to conduct a systematic stress-testing process for key risk exposures to assist insurers in
managing their risks and maintaining adequate resources to deal with those risks under atypical conditions.
Integrated compliance and risk management – We offer a process for selecting and implementing tools and
technologies to automate and increase the organization’s efficiency around risk management and compliance activities.
Software vendor selection and tool implementation – Protiviti can assist with selecting and implementing
tools and technologies to automate and increase your organization’s efficiency around risk management and
compliance activities in a way that will help you maximize investment and gain synergies.
Internal audit – Our experts can review your internal audit process to identify key process controls and
recommend improvements, highlighting gaps and inefficiencies in controls. We can also provide subjectmatter expertise to the internal audit function to monitor and audit the organization’s progress toward
implementing this Model Act.

Contacts
Shawn Seasongood
Managing Director
U.S. Insurance Practice
+1.646.242.7567
shawn.seasongood@protiviti.com

Michael Pisano
Director
U.S. Insurance Practice
+1.212.708.6353
michael.pisano@protiviti.com

Cory Gunderson
Managing Director – U.S. Financial Services
Practice Leader
Global Leader – Risk and Compliance Solutions
+1.212.708.6313
cory.gunderson@protiviti.com

Carol Beaumier
Executive Vice President
Global Leader – Financial Services Industry
Practice
+1.212.603.8337
carol.beaumier@protiviti.com
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