SWIFT Customer Security Programme
Assisting Financial Institutions in Meeting SWIFT Security Requirements
To address increased and evolving cyber attacks on its financial messaging network, SWIFT revised the
customer security requirements to include an Independent Assessment in the annual attestation
process.

SWIFT Customer Security Programme (CSP) Timeline
Aug 2019

Dec 2021

• Customer Security Controls Framework (CSCF) v2020
Released to SWIFT Members
– Understanding of new requirements and plans to
implement as necessary

• Know Your Customer – Security Attestation (KYC-SA)
– Assessment details are uploaded to the KYC-SA
application
– Attestation is completed in KYC-SA application

Jan-Dec 2021
• New Control Implementation
– Implement required changes and close gaps
• Independent Assessment
– Carry out assessment and provide results to SWIFT Attestor

Key Considerations in Adhering to the SWIFT CSP
Your Counterparts
Your Organization
Protect the SWIFT
environment from adversaries

Monitor interactions with Recommended Actions:
others and establish
• Monitor counterparties
trusted relationships
• Identify and mitigate risk

Required Actions:
• Implement and Monitor
Internal Controls
• Independently Assess
Compliance
• Submit Annual Attestation

KYC Registry, SWIFT
Relationship
Management

SWIFT Customer
Security Controls
Framework (CSCF)

INNOVATE. TRANSFORM. SUCCEED.

SWIFT Information
Sharing and Analysis
Centers (ISAC)

Your Community
Share and be aware of
information on new updates
and evolving threats with the
SWIFT community

Recommended Action:
Integrate with broader thread
management activities

How We Can Help
Services and Outcomes
1

Readiness Assessments

Independently assess the control environment to determine control coverage and effectiveness in accordance
with the SWIFT CSCF (e.g., SWIFT-mandated Independent Assessment).

2

Strategy and Implementation

Assist with the implementation of new mandatory and advisory CSCF controls within the SWIFT environment
(e.g., Zero-Trust Architecture, Identity and Access Management, Cloud, Third-Party Service Provider).

3

Staff Augmentation

Augment your teams with Protiviti staff to provide subject matter expertise and training in designing and
implementing CSCF controls and conducting assessments.

Issues We Solve

• Control design, implementation, evaluation
• Risk and Compliance program optimization
• Identity and Access Management
• Cloud security
• Network security and architecture re-design
• Incident detection and response
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Business Results

• Reduction in assessment time and fees by 20%,
through adoption of Protiviti’s comprehensive
assessment methodology and toolkit.
• Implementation of continuous control monitoring
for the re-assessment process.
• Enhanced cybersecurity capabilities such as
SIEM, Incident Response, Identity and Access
Management, and Continuous Control
Monitoring.
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