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Foreword
As organizations continue to evolve their risk governance practices, focused and relevant information about emerging
risks is at a premium. The objective of Protiviti’s PreView newsletter is to provide an input for these efforts as
companies focus on risks that are developing in the market. In this issue, we expand on some of the megatrends we
touched on in our previous issue to help organizations anticipate their potential ramifications.
This issue’s topics focus on emerging economies and global interdependency, urbanization trends, demographic shifts and
their ramifications, artificial intelligence as a game changer in business and technology, and startups, no longer confined
to the well-known hubs. As you review this issue, we encourage you to think about your organization and ask probing
questions: How will changing demographics affect our business model? Will new technology or worker migration reshape
our future workforce? Should we pursue opportunities now, or wait for more certainty? The answers will differ significantly
from industry to industry. And even though the next move on the strategic board may not be readily apparent, businesses
should pay attention as these shifts will continue to influence the decisions of policymakers, competitors and consumers.
Our framework for evaluation of these risks is rooted in the global risk categories designed by the World Economic
Forum. Throughout this series, we will continue to use these categories as a framework for classifying macro-level
topics and the challenges they present.
In closing, we are very interested in your feedback. We plan to continue the conversation on emerging risks on our
blog, “The Protiviti View” (blog.protiviti.com), and on our microsite (www.protiviti.com/emergingrisks). We welcome
your input and comments.
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Global Connectedness: Investing in
Emerging Economies

ECONOMIC & SOCIETAL

Key Industries Impacted: Consumer Products & Services, Industrial Products, Financial Services, Technology, Energy

Key Observations
The world is increasingly becoming connected through trade and movement of capital, people and information. The flow
of capital in particular across the globe has become more varied and complex, as developing countries emerge as primary
recipients of foreign direct investment (FDI). The volume of FDI flowing to developing economies rose 6.5 percent between
2012 and 2014 to reach US$681 billion – the highest level ever, while FDI in developed economies declined 26.5 percent.
This trend of accelerating global connectedness through increased capital flows to emerging economies is presenting new
risks and opportunities in the marketplace. And while it may still be unclear what actions to take in response to this global
trend, the boards and management of established companies looking for sources of growth cannot simply ignore it.

FDI Inflows to Developed vs. Developing Economies in 2013 and 2014
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Source: World Investment Report 2015, United Nations Conference on Trade and Development, 2015: http://unctad.org/en/PublicationsLibrary/wir2015_overview_en.pdf.
The World Bank defines FDIs as “the net inflows of investment to acquire a lasting management interest (10 percent or more of voting stock) in an enterprise operating in
an economy other than that of the investor.” In the graph above, developed economies are defined as member countries of the Organization for Economic Cooperation and
Development (OECD).

Key Considerations and Implications:
As established companies build their global ecosystems, they must remain aware of the potential risks of global
foreign direct investment. Some risks to consider include:
Political Instability
As an emerging economy develops and grows, its political environment can be dynamic and, at times, unstable.
This instability can give rise to various risks that can lead to investment impairment or diminished return on
investment (ROI). Examples of such risks include confiscatory actions by governments (e.g., nationalizations or
expropriations of assets); discriminatory actions against a company or an industry (e.g., taxation, price controls,
performance requirements); and destructive acts by non-governmental forces (e.g., war, terrorism, strikes).
To illustrate the effects of political disruption, before the political crisis in Greece, triggered by a change of power
in January 2015, and a second crisis eight months later, triggered by political promises not met, this country of 11
million was the second fastest-growing economy in the Eurozone, the government was running a budget surplus
before interest payments and the banks had just passed a European Central Bank stress test. Now the economy
is back in a serious recession, the populace faces punishing austerity measures, the government is running huge
deficits, and the banks are estimated to need up to ¤25 billion (US$28 billion) in fresh capital – all with no hope
for significant improvement any time soon.
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Key Considerations and Implications (continued):
Global Climate Change and Natural Disasters
Global climate change and natural disasters present increasingly significant risks for the global economy, and
emerging markets in areas such as Asia-Pacific are often more severely affected and suffer higher economic
costs than developed economies elsewhere. In November 2013, super typhoon Haiyan cost the Philippines, a
developing economy, US$12-$15 billion, which represents over five percent of the nation’s gross domestic product
(GDP). A natural disaster of the same dollar impact, hurricane Sandy, cost a developed economy, the United
States, less than one percent of its GDP. In addition, only 10 percent of the losses from Haiyan are estimated to have
been insured, compared to 50 percent of losses from hurricane Sandy. Infrastructure damage, repair, subsequent
commodity price fluctuations and mass migration can all have an effect on global investor strategies, shifting capital
movement throughout the world.
Foreign Currency
Foreign currency volatility can have potentially catastrophic impacts across financial markets and expose
vulnerabilities in hedging strategies across financial systems, especially for those investing heavily in emerging
markets. For example, currencies in Brazil and South Africa, both emerging markets that rely heavily on commodity
exports, fell 31 percent and 15 percent, respectively, against the dollar during 2015, due in large part to decreasing
commodity prices as a result of China’s (a major importer) devaluation of the yuan in August. Weakening currency
can cause capital flight, as evidenced by the recent significant capital outflows from China. Meanwhile, government
debt yields in these markets have increased significantly, and the cost to insure foreign government debt via credit
default swaps has also risen, further disincentivizing emerging market investment. In light of all this, even mature
currencies in economies such as China, which have been used successfully as hedging strategies in the past, now
require a careful revisit and additional investor scrutiny (see Spotlight below).

Spotlight on China
China’s recent decision to devalue its currency and the subsequent global economic consequences embody the
reality of global connectedness and highlight the significant effects of government policies on currencies and
capital flows worldwide. The decision has had major impacts in established and emerging economies alike (see
Brazil and South Africa example above). China’s shares of world GDP and global trade in 2014 were 13.3 percent
and 14.3 percent, respectively. Even countries that don’t often trade directly with China have been and will continue to
be affected by the devaluation of the yuan, because they export to countries that trade extensively with China.
Back in 2005, China’s decision to allow the yuan to appreciate eased fears that the country was a “currency
manipulator.” The recent devaluation once again resurfaced skepticism. This action by the Chinese government
and the resulting uncertainty no doubt will affect the investing habits of those who have relied on China’s steady
“fixed rates” as hedging mechanisms. Over the last decade, China had strongly encouraged the use of the yuan in
investment strategies – including structured financial products that involve bets on the currency’s future value against
the dollar. Such bets are much riskier now: One Hong Kong-based retailer anticipates a currency loss of 60 million
Hong Kong dollars (US$7.7 million) because of the recent devaluation, due to the fact that its deposits included 1.2
billion yuan.
Although the recent volatility creates uncertainty about China’s economic future in the minds of many, it’s worth
noting that the yuan has appreciated by 15 percent over the last year (accounting for inflation) against the
International Monetary Fund’s basket of global currencies. As such, concerns about the yuan losing 3 to 4 percent
of its value may be exaggerated.
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ECONOMIC,
SOCIETAL & GEOPOLITICAL

The Effects of Urbanization

Key Industries Impacted: Financial Services, Consumer Products & Services, Industrial Products, Government,
Technology, Healthcare & Life Sciences, Retail, Utilities
Six-and-a-half decades ago, a mere one-third of the world’s population was living in incorporated areas with 2,500
people or more; today, more than one-half of people do. By 2050, the ratio is projected to be two-thirds urban and
one-third rural. The vast majority of this urban growth has occurred, and will continue to occur, in emerging markets
around the globe. A staggering 90 percent of the urban growth between now and 2050 is projected to take place
in African and Asian countries. With rapid urbanization come numerous implications and opportunities, including
increased need for infrastructure and consumer products. Established incumbents with an eye on competing for future
growth ignore this trend at their peril, for they will surely cede global market share to their more focused competitors.
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Source: World Urbanization Projects, 2014 Revision, United Nations, 2014: http://esa.un.org/unpd/wup/Highlights/WUP2014-Highlights.pdf.
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Key Considerations and Implications:
• Demand for consumer and industrial products will grow rapidly. Generally speaking, urban environments in
emerging markets attract younger and educated populations who can fill the influx of available jobs. These
individuals have a higher disposable income due to employment, and will reach their peak earning power within
approximately 20 years from now.
• Investment in mortgage products presents a huge opportunity. The percentage of GDP contributing to
mortgages in emerging markets is currently about 10 percent, compared to approximately 75 percent in the
United States. The numbers are growing in emerging markets, however. For example, since 2000, the Chinese
mortgage market has been growing at more than 40 percent annually. For financial services, the growth in
wealth opens the floodgates for foreign direct investment in financial products like mortgages. Because interest
rates around the world are generally much higher than those in the U.S., there is a huge opportunity for wellestablished financial institutions domiciled in the U.S. or other developed countries with lower rates to compete.
Banks with subsidiaries in emerging market economies are particularly well positioned.
• Demand for infrastructure will continue to grow. One of the most pressing issues of growth in emerging markets
is the need for infrastructure. This includes paved roads, electricity and piped water. To illustrate, the United
States spends about 2.4 percent of its GDP, or US$435 billion, on transportation and water infrastructure; by
contrast, China is spending as much as 9 percent of its GDP, or approximately US$932 billion, on the same.
These numbers highlight the difference in the need for these services and the opportunity for industrial
products companies to become involved as demand grows and governments respond.
• Institutional investors will be needed to fill the void left by public funding shortfalls. Some emerging
economies’ governments and banks may hold back on large-scale infrastructure projects due to lack of money,
and many of these countries lack local investors who can fund such projects. This opens the door for foreign
institutional investors to fill the void. Studies show that, globally, investment institutions currently allocate less
than 2 percent of their portfolios to the infrastructure sector. An increase to approximately 4 percent could,
S&P research suggests, close the looming gap in infrastructure funding left by public sector budget shortfalls to
promote economic growth in nations around the globe and create further opportunities for investors.

Spotlight: Foreign Investors in Emerging Markets
Many emerging-market nations have relaxed or eliminated regulations involving foreign direct investment (FDI).
This creates market advantages for foreign banks from developed nations, and in many Latin American, Central
European and Eastern European countries today, these banks control more than 50 percent of the banking systems’
assets. The market reality is that these foreign institutions enjoy higher interest rate margins and profitability,
compared to the emerging economy’s domestically owned banks.
The penetration of foreign banks into emerging markets is both a positive and a negative from the perspective
of the emerging markets themselves. On one hand, there are significant benefits from the introduction of new
products, new technologies and increased competition among banks. Foreign banks are also likely to be more
stable as their geographically diversified credit portfolios are less likely to be affected by economic turbulence
than the portfolios of smaller, domestic banks. On the other hand, a foreign bank may expose the emerging market
economy to economic woes for the same exact reason; for example, if its portfolio in a different part of the world
suffers disproportionately.
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Shifting Demographics: Global Fertility Rates

ECONOMIC & SOCIETAL

Key Industries Impacted: Government, Technology, Healthcare & Life Sciences, Financial Services, Retail
After peaking in the 1960s, the global population growth rate has decreased steadily due to declining fertility rates in
much of the world. In 2015, the United Nations estimated that 46 percent of the world’s population, including much
of Europe and Asia, lives in countries with fertility rates below the levels historically needed to replace each generation.
This continued demographical shift poses significant, long-term consequences and highlights the key role that
policymakers will have in mitigating some of the fundamental economic and cultural implications of this trend.
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Source: “World Population Prospects: The 2015 Revision” (DVD Edition), United Nations, Department of Economic and Social Affairs Population Division, 2015.

As a country’s or region’s fertility rate experiences sustained decline, new generations cannot fully replace the ones
preceding them and the country’s age profile begins to shift. The result is a larger composition of older people, until
the older generations pass and the overall population ultimately shrinks. Europe, for example, which continues to be
subject to subreplacement fertility, is projected by the United Nations to have a smaller population in 2050 than in
2015. Meanwhile, on a global scale, the population of people over the age of 60 continues to be the fastest-growing
demographic due to both declining fertility and rising life expectancies. It is estimated that by the year 2050, all major
areas of the world except Africa will have nearly a quarter or more of their population aged 60 years or older, compared
to only 12 percent of the world’s population today.
Factors contributing to declining fertility rates include:
• Family planning practices: Increased availability and use of contraceptives, especially in the developing world, have
allowed for the adoption of family planning practices and the prevention of unplanned pregnancies.
• Advanced education: Postgraduate education is becoming increasingly common in many parts of the world, and the
time and investment necessary to pursue it often delay marriage and significantly increase the cost of raising a child.
• Women in the workforce: The participation of women in the workforce has increased the opportunity cost of raising a
child. As traditional gender roles are redefined, time spent away from the workplace to raise a child can translate into
a loss of household income.
• Urbanization: In traditional agricultural societies, children are viewed as productive assets capable of providing
labor. However, in urban societies, children are largely consumers. Widespread urbanization and industrialization,
coupled with the high cost of living in cities, have led to smaller families.
PROTIVITI • www.protiviti.com

6

Key Considerations and Implications:
Population aging will present challenges for a variety of industries in areas subject to sustained fertility rate
decline. At the center of these concerns is a smaller working-age population, which will be responsible for
supporting both the economy and a growing, dependent elderly population. Some of the possible solutions to
the imbalance, such as raising the retirement age, may have implications of their own, e.g., shifts in workplace
dynamics, alternate employee schedules, workplace accommodations. Among the industries affected:
• Government: Many government policies and programs, such as public pensions and social security, are
structured on the expectation of an expanding population, accurate mortality tables and the realization
of expected rates of return on fund assets. A disproportionately smaller working-age population means a
smaller tax base to fund these programs, particularly if life expectancies rise and realized returns are below
expectations. Policymakers will need to be proactive in devising a wide range of solutions to mitigate the shortand long-term impacts of an aging population, potentially including incentivizing fertility, raising the retirement
age, and adopting pro-immigration policies.
• Technology: Boosting productivity through use of automation and advanced technologies will be crucial to
offsetting the effects of a declining working-age population.
• Healthcare and Life Sciences: Demand for healthcare services will skyrocket as the population of older
people expands. Healthcare providers, insurance companies and pharmaceutical manufacturers will all be
significantly impacted.
• Financial Services: A disproportionately larger retiree population may translate into less capital investment, as
personal savings and investments are withdrawn to cover the daily costs of living in retirement.
• Retail: Shifting demographics will force retailers to evaluate their current product offerings and market
segmentation strategies, as they increasingly cater to the wealth of the aging population and a relatively smaller
number of younger customers.

Spotlight: Germany and China
Germany and China serve as prime examples of how policy can be used to offset the short- and long-term
consequences presented by declining fertility rates. Germany, currently Europe’s largest economy, has one of
the world’s most rapidly aging and shrinking populations. By the year 2060, the country’s dependency ratio is
expected to rise to almost 60 percent, meaning there will be roughly only two workers to support each retiree
in the country. As this looming demographic trend takes shape, pro-immigration policies will play a major role
in supplementing Germany’s workforce and tax base. The government already has taken steps to implement
programs designed to incentivize educated and skilled workers to move to the country, including allowing an influx
of young refugees from war-torn areas such as the Middle East and Africa. Meanwhile, China, home to the world’s
largest population of 1.37 billion people, has reversed its one-child policy, originally implemented in 1980 to slow
down explosive population growth and raise living standards. In October 2015, the Chinese government announced it
would abandon this policy and allow couples to have two children. This measure can be seen as a direct response to
a rapidly aging society experiencing a labor crunch as its working-age population shrinks.
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Entrants From Anywhere

ECONOMIC
TECHNOLOGICAL & SOCIETAL

Key Industries Impacted: Consumer Products & Services, Financial Services, Technology, Media & Communications,
Healthcare & Life Sciences, Government
Disruptive innovation occurs in today’s marketplace when a new technology or business model arises that is able to
satisfy existing demands for goods or services or create a wholly different customer experience, and scale rapidly,
changing the market and imploding the business models of established players. Classic examples include the Ford
Model T, Apple’s iPod, mobile phones, digital photography and LED lighting.
The concept of disruptive innovation is not an emerging risk in and of itself; innovation has always been a disruptive force in
business. The true emerging risk is the source of these innovations and the rate at which they impact the market.

Key Considerations and Implications:
• The risk of disruptive innovation has magnified as technology-based business models now allow startups with
limited capital to grow and scale rapidly. These business models have transformed what used to be a normal
rate of adoption and transition, often represented by a simple bell curve, into a much steeper curve, capable of
displacing businesses, and even entire traditional industries, in a very short period.
• Startups are seeking more funding than ever before. According to Forbes, at the end of the second quarter of 2015
the number of entrepreneurs globally who submitted applications for funding from early-stage investors was up 26
percent compared to the first quarter of 2015, and up 20 percent compared to the second quarter of 2014.
• The sources of funding for startups have expanded far beyond the traditional venture capital firm. Nontraditional
seed funding and financing, coupled with crowdsourcing, have allowed startups to source the funds to develop
their business ideas in alternative ways, contributing to the ease and speed of startup growth.
• Companies, both established players and the startups themselves, can no longer survive solely by reacting
to new entrants; they must innovate from within. New products, services or innovative business models and
technologies that transform the customer experience can lead to an established company’s failure virtually
overnight. For this reason, “intrapreneurship” has become a growing trend, with larger companies acquiring or
investing in startup accelerators of their own in an attempt to harvest and cultivate disruptive innovations from
within. The mentality of “innovate or die” appears to be settling in as a desirable culture for fostering change.
• Startups must also contend with the unpredictability of the markets they choose to enter. New entrants that
greatly disrupt well-established and traditional markets have caused governments to panic and react quickly to
the disruption, typically in the form of local, state or federal regulations or mandates.
• It is vital to recognize that competition in the marketplace is no longer regional, and that startup ecosystems
are no longer contained within well-known startup hubs such as Silicon Valley. Global interconnectedness has
allowed for worldwide competition and the emergence of new startup hubs in unexpected locations; hence,
entrants from anywhere.

Spotlight: Startups in Emerging Markets
The high potential for growth in emerging markets has led to increased investment in startups in these markets in recent
years, and this trend is expected to continue in the future. China’s technology hubs produce around 49 startups each
day, and India is trailing closely behind. In the first quarter of 2015, Indian startups raised 300 percent more from investors than in the same quarter in 2014. A study conducted by the Global Entrepreneurship Monitor revealed that subSaharan Africa is the region with the highest number of people involved in early-stage entrepreneurial activity.
A World Bank report identifies more than 17 million small- and midsize businesses in emerging markets with unmet
credit needs. The shortfall in investment is thought to be between US$900 billion and US$1.1 trillion. Accelerators
and seed funds that recognize this potential for startup growth are appearing around the globe, attempting to
reduce the funding gap.
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Entrants From Anywhere
Startup Hubs Around the World
A global and interconnected startup ecosystem is flourishing around the globe. While in the past almost all
technology startups were created in Silicon Valley and other hubs primarily in developed countries, today it is
evident that entrepreneurship is emerging around the world.
Global Startup Ecosystem Ranking
The 2015 Startup Ecosystem Ranking Report, published
by Compass, a San Francisco-based company that
provides reporting and benchmarking tools to startups,
ranked the top 20 startup ecosystems around the world
based on five key characteristics (listed at right).
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Startups in Emerging Markets
As emerging markets are exposed to new technologies and environments, there is an opportunity for tremendous
societal change. Unlike startups in the U.S., startups in emerging markets are working to make impacts beyond
offering increased convenience or another product or service. They strive to address very real and specific
problems unique to their areas and situations, such as access to healthcare, education and electricity.
mTiba

Emaji

Due to distance, excessive wait times and cost, access to
health insurance and healthcare services is difficult for the
vast majority of Africans. mTiba is a web platform connecting
patients to a global network of doctors in order to facilitate
remote treatment and health advice. Its cloud base allows
patients’ medical records to be accessed easily from anywhere
and also allows for the aggregation of data, which can be used
to track medical trends across the country.

Today, more than 250 million people worldwide succumb to
diseases related to water pollution. Emaji is a cloud-driven, lowcost water quality monitoring system in Africa that detects and
alerts authorities of contaminated water sources in real time.
With this system, the contaminated water source is shut down
via an electronic solar-powered water valve until the proper
channels can provide a solution.

Glukoa

Sterio.me

As diabetes rates have skyrocketed across emerging countries,
limited information and poor management practices are causing
patients to endure suffering and exorbitant treatment costs.
Glukoa is a tool for diabetics and high-risk groups that allows
users to self-manage their treatment and connect directly with
specialists and healthcare communities via web, mobile and
SMS/USSD applications, increasing quality of life and reducing
healthcare costs.

Sterio.me is a mobile education platform designed to connect
teachers and students outside of the classroom. This mobile
platform can be accessed on basic cell phones without the
Internet, and can distribute homework, tests and learning aids to
students while providing real-time feedback to teachers of their
students’ progression. The business was started on StartupBus
Africa, and has gained global recognition and accolades.
Esaja

Esaja is a technological platform that promotes borderless
trade in Africa. The platform allows greater access for those
seeking to contract African suppliers, products and services.
Esaja received funding from U.S.-based Africa Angels
Network, is recognized as a Kairos 50 Enterprise and was
featured in Inc. Magazine as one of 50 Emerging Global
Entrepreneurs to Watch.
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Emerging Risk Spotlight: Artificial Intelligence

ECONOMIC,
TECHNOLOGICAL & SOCIETAL

Key Industries Impacted: Financial Services, Retail, Technology, Industrial Products, Higher Education
At its core, automation is streamlining a manual process such that human interaction is minimized or completely
removed. Some people view automation as a tactic for cutting costs by eliminating jobs, but its value proposition is
much broader, often making a process more reliable and thereby increasing quality.
Automation is not a new concept; in fact, it has shaped and redefined many of the industries that exist today. In the
Industrial Age (1920s), when mass production was introduced, it changed the transportation and consumer goods
industry by automating production and decreasing the need for human labor. In the more recent Digital Age (1990s),
automation has changed the way we create, store and transfer information, leading to a technological global economy.
The transformation combined reduced time and costs with increased quality and innovation, and contributed to the
globalization of the workforce.
The next generation of automation is artificial intelligence (A.I.). Like its predecessors, this new form of automation
will have a significant impact on current industries and employment sectors.

Key Considerations and Implications:
• Automation will only be adopted within selected industries in which the value proposition makes sense. Just
because a job can be automated does not mean that it will be; relative costs are a key component in evaluating
the automation option. It is estimated that within the next 20 years, 47 percent of the total U.S. employment
is at risk of being automated by A.I.; however, jobs that require social skills and human interaction will be
safeguarded against such automation (e.g., therapists, teachers, skilled nurses).
• Industries that adopt any form of automation, and especially A.I., will likely be those that can benefit from
process efficiencies, labor cost savings and innovative products. However, these industries generally face
significant implementation barriers initially, due to the high cost of research and development associated with
new technology. For example, Toyota Motor Corporation, one of many car companies working in the “intelligent
car” space, recently announced an additional US$50 million investment in robotics and A.I. research supporting
its effort to develop such a car.
• The regional impact of A.I. will require nations that have weak science, technology, engineering and math (STEM)
skills to revamp their educational system to focus on STEM in order to be competitive in the future employment
landscape. Meanwhile, nations with workers who have strong STEM skills must anticipate the industries that will
become heavy adopters of A.I. in order to supply these industries with an appropriately trained workforce.
• Employees whose jobs are likely to be replaced by automation must supplement their skills with additional
education and specialized training or face barriers to employment. Automation will lead to industry expansion
and the development of new products and services, driving downstream job development that requires new
skills. Employees must possess the right set of skills to take advantage of these opportunities. Policymakers
need to ensure that the necessary education and training programs are available.
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Automation

The impact of A.I. will depend greatly on how it is implemented across various industries. The jobs that are not
replaced by A.I. will be largely complemented by it. In the table below, we highlight some of the ways in which this
new form of automation can create opportunities for various industries:
Financial Services

Auto Industry

Retail Industry

Professional Services

Decision models –
A.I. will continue
to evolve decision
models used by the
industry with up-tothe-minute data, and
use them to determine
credit worthiness and
the price of financial
products (e.g., loans,
credit card rates).

Dealership service
stations – A.I. will
be able to review the
on-board systems of
vehicles, identify issues
within the vehicle and
flag a service engineer
to issue the necessary
over-the-air update
before the issue is noted
by consumers.

Predictive product
delivery – A.I. will
be able to analyze
data from customers’
smart home or
wearable devices
and recommend
products based on the
information.

Lawyers/law briefs –
A.I. will be able to
automate the process
by which law briefs
are created, by
searching prior case law
databases.

Pricing models – A.I.
has improved and will
continue to improve
the quality of real-time
information used to
price financial products.

Driver assistance – A.I.
will be able to assist
the driver in avoiding
collisions and even
drive the car itself.

On-demand services –
Based on the retailer’s
database, A.I. will
be able to inform
the customer of the
services that will meet
his or her needs.

Medical symptom
diagnosis – A.I.
will be able to
review and analyze
patients’ pictures
and descriptions, and
provide an accurate
diagnosis.

Online A.I. teller
services – A.I. will be
able to recommend
not only a suitable
account type to a
potential customer but
recommend investment
options as well, with
further interaction from
financial advisers.

On-call vehicles – A.I.
will be able to pick up
and drop off customers
based on online
requests.

A.I. call centers/webbased interface – A.I.
systems will be able
to answer customers’
inquiries and provide
them with the necessary
service (e.g., account
information, sales
requests, returns).

A.I. researchers –
Based on a defined
scope of research, A.I.
will be able to analyze
millions of records to
identify patterns and
trends, a task which
would take a human
researcher a lifetime.
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On the Radar
The themes of globalization, changing population demographics and expanded interconnectedness discussed in this
issue, along with the pervasive theme of enabling digital technologies discussed in prior issues, will continue to loom
large for the foreseeable future, spawning the seeds of disruption to established business models. In our upcoming
editions we would like to explore topics that further shed light on the risks resulting from these dynamic trends.

Cybergeddon
According to the World Economic Forum, there are reasons to believe that the resilience of cyberspace is gradually
being undermined, making it more vulnerable to attackers. Reasons for this include the increased number of devices
being connected online, which expands the number of potential entry points for attacks. The problem is underscored
by the fact that an attacker still only needs to find a single point to enter a system, while a defender must protect a
growing number of entry points.
Another factor in the vulnerability of the Internet is the growing dependency on connected devices, which increases
the potential impact of a disruption, plus the fact that the Internet itself is an open, free platform where good and bad
players can act with equal ease.
There is need for increased attention to global governance of the Internet, but recent controversies surrounding
national security organizations are undermining the trust among parties whose collaboration is necessary to
prevent a “Cybergeddon.”

The Growing Competition for Natural Resources
A common vehicle for assessing a company’s risk profile is to look at its corporate sustainability report, which covers
the potential environmental, social and economic impact of its operations on the geographies where it has presence, as
well as the impact of these factors on the company’s operations. This type of reporting is common in the U.S., Europe
and other developed markets, but it is not prominent in emerging economies.
More companies are operating in increasingly uncertain environments, where they rely on natural resources the future
of which is unclear. As such, these companies need to understand both the risks they present to the resource area, and
the risks a potential scarcity of resources may present to them.

Reputation Risk for Companies With Supply Chains Involved in Human Rights Violations
As outsourced production continues to grow and expand globally, a firm’s reputation not only reflects the practices
and operations under the firm’s direct control but also those of the upstream companies in its supply chains. For a
company, the risk of reputational spillover is particularly high when production is outsourced to countries where labor and
environmental standards are low. Firms seeking to avoid reputational damage from illegal and unethical behavior at supply
chain factories are relying increasingly on private social auditors for strategic information about suppliers’ conduct.
Both the United States and the European Union have established trade sanctions on countries with known human
rights violations. Companies that do business with these countries must ensure that the sanctions do not limit
their ability to conduct business there, and they must abide by applicable laws and regulations to avoid penalties or
reputational bruises.
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Where to Learn More
Global Connectedness: Investing in Emerging Economies
“Typhoon Worse for Philippines Economy Than Sandy for U.S.,” by Noah Buhayar, Bloomberg Business, Nov. 11, 2013:
www.bloomberg.com/news/articles/2013-11-11/typhoon-worse-for-philippines-economy-than-sandy-for-u-s-.
“Emerging-Market Currencies: Things Look to Get Worse,” by Carolyn Cui, The Wall Street Journal, Sept. 10, 2015:
www.wsj.com/articles/pressure-builds-on-developing-nations-1441926717.
“Yuan’s Devaluation Brings Losses For Some,” by Wei Gu and Anjani Trivedi, The Wall Street Journal, Aug. 18, 2015:
www.wsj.com/articles/yuans-devaluation-brings-losses-for-some-1439926318.
“Tsipras’s Election Gambit Moves Greece Past Austerity Debate,” by Simon Nixon, The Wall Street Journal, Sept. 2,
2015: www.wsj.com/articles/tsiprass-election-gambit-moves-greece-past-austerity-debate-1441227758.
“Forecasting a Global Recession,” by Buttonwood, The Economist, Sept. 9, 2015: www.economist.com/blogs/
buttonwood/2015/09/economics?sort=3#sort-comments.
“What If the China Panic Is All Wrong,” by Ian Talley, The Wall Street Journal, Sept. 4, 2015: blogs.wsj.com/
chinarealtime/2015/09/04/what-if-the-china-panic-is-all-wrong/?mod=blog_flyover.
The Effects of Urbanization
“Water, Sanitation and Urbanism,” by Dominque Senn, Sustainable Sanitation and Water Management (SSWM),
2013: www.sswm.info/content/water-sanitation-and-urbanisation.
“How Urbanization Spurs Growth,” by Jose Morales, Mirae Asset Global Investments, 2012: investments.miraeasset.
us/perspectives/how-urbanization-spurs-growth/.
“Industrialization and Urbanization Will Drive Future Growth in Emerging Markets,” by Laura Tyson,
ShanghaiDaily.com, July 10, 2015: www.shanghaidaily.com/opinion/Industrialization-and-urbanization-will-drivefuture-growth-in-emerging-markets/shdaily.shtml.
“Building for the Future: Infrastructure in Emerging Markets,” by Mark Mobius, Franklin Templeton Investments, June 25,
2015: mobius.blog.franklintempleton.com/2015/06/25/building-for-the-future-infrastructure-in-emerging-markets/.
“Morningstar Publishes Research Report About Consumers in Emerging Markets; Identifies Consumer Staples
Companies Poised to Benefit,” PR Newswire, Sept. 2, 2014: www.prnewswire.com/news-releases/morningstarpublishes-research-report-about-consumers-in-emerging-markets-identifies-consumer-staples-companies-poised-tobenefit-273571321.html.
“Emerging Markets: A Sturdy Engine for a Rough Road,” Emergent Focus, July 14, 2014: www.emergentfocus.com/
blog/2014/07/14/emerging-markets-is-sturdy-engine/.
“Transformational Tidal Wave Now Taking Shape in Emerging Markets Will Economically Change Our World,” by
Ed Fuller, Forbes, Dec. 1, 2014: www.forbes.com/sites/edfuller/2014/12/01/transformational-tidal-wave-now-takingshape-in-emerging-markets-will-economically-change-our-world/.
“Bridging the Infrastructure Funding Gap,” by Douglas L. Peterson, Forbes, Jan. 21, 2014: www.forbes.com/sites/
realspin/2014/01/21/bridging-the-infrastructure-funding-gap/.
Shifting Demographics: Global Fertility Rates
2015 World Population Prospects Report, United Nations Department of Economic and Social Affairs, 2015 Revision:
esa.un.org/unpd/wpp/publications/files/key_findings_wpp_2015.pdf.
“Refugee Crisis 2015: Could Syrians Help Europe’s Aging Population Problem?” by Lydia Tomkiw, International
Business Times, Sept. 10, 2015: www.ibtimes.com/refugee-crisis-2015-could-syrians-help-europes-aging-populationproblem-2091181.
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“The New Land of Opportunity for Immigrants Is Germany,” by Anthony Faiola, Washington Post, July 27, 2014:
www.washingtonpost.com/world/europe/the-new-land-of-opportunity-for-immigrants-is-germany/2014/07/27/934642627eff-4931-817c-786db6d21ec8_story.html.
“China Abandons One-Child Policy,” by Laurie Burkitt, The Wall Street Journal, Oct. 30, 2015: www.wsj.com/articles/
china-abandons-one-child-policy-1446116462.
“Life Expectancy Increases Globally as Death Toll Falls From Major Diseases,” by William Heisel, The Institute for Health
Metrics and Evaluation: www.healthdata.org/news-release/life-expectancy-increases-globally-death-toll-falls-major-diseases.
“Here’s Why Germany Is Welcoming Migrants With Open Arms,” by Claire Groden, Fortune, Sept. 8, 2015:
www.fortune.com/2015/09/08/germany-migrant-crisis/.
Entrants From Anywhere
Big Bang Disruption: Strategy in the Age of Devastating Innovation, by Larry Downes and Paul Nunes, London: Portfolio, 2014.
“Need Funding? 2015 Is a Strong Year For Startups,” by David S. Rose, Forbes, July 28, 2015: www.forbes.com/sites/
groupthink/2015/07/28/need-funding-2015-is-a-strong-year-for-startups/.
“Investment in Emerging Market Startups Continues to Grow,” by Erin O’Neill, London School of Business &
Finance, April 16, 2015: www.lsbf.org.uk/blog/news/emerging-markets/investment-emerging-market-startupscontinues-grow/83189.
“Surviving Disruption,” by Clayton M. Christensen and Maxwell Wessel, Harvard Business Review, Dec. 2012:
hbr.org/2012/12/surviving-disruption.
“The Big Bang Theory,” by Larry Downes and Paul Nunes, The Economist, Jan. 9, 2014: www.economist.com/news/
business-books-quarterly/21593404-how-identify-threatsand-then-see-them-promptly-big-bang-theory.
“iHub Becomes 1st African Member of Startup Federation,” by Gabriella Mulligan, Disrupt Africa, Aug. 7, 2015:
disrupt-africa.com/2015/08/ihub-becomes-1st-african-member-of-startup-federation/.
“Chile Keeps Nurturing Seeds for ‘Chilecon Valley’,” by Ryan Dube, The Wall Street Journal, Aug. 23, 2015: www.wsj.
com/articles/chile-keeps-nurturing-seeds-for-chilecon-valley-1440371282.
“MaGIC Accelerator Program Accepts 77 Startups, Becomes Largest in Region,” by Judith Balea, Tech in Asia, July
28, 2015: www.techinasia.com/magic-accelerator-program-batch-1/.
Artificial Intelligence
“Beyond Automation,” by Thomas H. Davenport and Julia Kirby, Harvard Business Review, June 2015:
hbr.org/2015/06/beyond-automation.
“Robot Doctors, Online Lawyers and Automated Architects: The Future of the Professions?,” by Tom Meltzer, The
Guardian, June 15, 2014: www.theguardian.com/technology/2014/jun/15/robot-doctors-online-lawyers-automatedarchitects-future-professions-jobs-technology.
“The Rise of Automation: Opportunity or a Disaster in the Making?” by Mike Wheatley, Silicon Angle, Dec. 17, 2015:
siliconangle.com/blog/2014/12/17/the-rise-of-automation-opportunity-or-a-disaster-in-the-making/.
“Artificial Intelligence Will Create the Next Industrial Revolution, Experts Claim,” by Lee Bell, The Inquirer, May 14, 2015:
www.theinquirer.net/inquirer/news/2408538/artificial-intelligence-will-create-the-next-industrial-revolution-experts-claim.
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“Why AI Could Destroy More Jobs Than It Creates, and How to Save Them,” by Nick Heath, TechRepublic, Aug. 19,
2014: www.techrepublic.com/article/ai-is-destroying-more-jobs-than-it-creates-what-it-means-and-how-we-can-stop-it/.
“Highly Creative Professionals Won’t Lose Their Jobs to Robots, Study Finds,” by Erik Sherman, Fortune, April 22,
2015: fortune.com/2015/04/22/robots-white-collar-ai/.
“Is Your Job Under Threat from Robots? Expert Warns That Office Jobs Could Vanish by 2018,” by Victoria
Woollaston, DailyMail.com, Nov. 14, 2013: www.dailymail.co.uk/sciencetech/article-2507100/Is-job-threatROBOTS-Expert-warns-office-jobs-vanish-2018.html.
“Toyota to Finance $50 Million ‘Intelligent’ Car Project,” by John Markoff, The New York Times, Sept. 4, 2015:
www.nytimes.com/2015/09/05/science/toyota-artificial-intelligence-car-stanford-mit.html?_r=0.
“Self-Driving Cars Are Coming,” by Peter Diamandis, Forbes, Oct. 13, 2014: www.forbes.com/sites/
peterdiamandis/2014/10/13/self-driving-cars-are-coming/.
On the Radar
“Part 2: Risks In Focus: 2.4 Digital Disintegration,” World Economic Forum, 2014: reports.weforum.org/globalrisks-2014/part-2-risks-in-focus/2-4-digital-disintegration/#.
“Leading in a World of Resource Constraints and Extreme Weather,” by Andrew Winston, Harvard Business Review,
June 16, 2015: hbr.org/2015/06/leading-in-a-world-of-resource-constraints-and-extreme-weather.
“Global Water Scarcity: Risks and Challenges for Business,” by Dr. Guy Pegram, Lloyd’s 360 Risk Insight, 2010: awsassets.
panda.org/downloads/lloyds_global_water_scarcity.pdf.
“A Risky Business? Managing Core Labour Standards in Company Supply Chains,” EIRIS Foundation, Dec. 2009:
www.eiris.org/files/research%20publications/CoreLabourStandardsReportDec09.pdf.
“Global Business Responsibility Resource Center: Human Rights,” University of Minnesota Human Rights Library,
Oct. 6, 2015: www1.umn.edu/humanrts/links/gbrhumanrts.html.
Monitoring Global Supply Chains, by Andrea R. Hugill, Jodi L. Short and Michael W. Toffel, Harvard Business School,
July 6, 2015: www.hbs.edu/faculty/Publication%20Files/MonitoringGlobalSupplyChains_2015-07-06_working_paper_
a10ae0d5-9892-44e8-abe8-e8a55cad51b5.pdf.
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The Protiviti View — Continuing the Conversation on Our Blog
The risk areas summarized above will continue to evolve, and there is no question that new risks will emerge and
affect organizations globally. We are continuing the discussion we’ve started in this newsletter on our blog, The
Protiviti View (blog.protiviti.com). Our blog features commentary, insights and points of view from Protiviti leaders
and subject-matter experts on key challenges and risks companies are facing today, along with new and emerging
developments in the market. We invite you to subscribe and participate in our dialogue on today’s emerging risks. You
also can find additional information on our microsite, www.protiviti.com/emergingrisks.

About Protiviti
Protiviti (www.protiviti.com) is a global consulting firm that helps companies solve problems in finance, technology,
operations, governance, risk and internal audit, and has served more than 60 percent of Fortune 1000® and 35 percent
of Fortune Global 500® companies. Protiviti and our independently owned Member Firms serve clients through a
network of more than 70 locations in over 20 countries. We also work with smaller, growing companies, including
those looking to go public, as well as with government agencies.
Named one of the 2015 Fortune 100 Best Companies to Work For®, Protiviti is a wholly owned subsidiary of Robert
Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P 500 index.

About Our Risk and Compliance Solutions
We partner with management, board members and outside counsel to help organizations comply with regulatory
requirements, respond to situations of noncompliance and improve the processes around information systems supporting
governance, risk and compliance. We help clients take a disciplined approach to managing credit, market and operational
risks through a combination of assessments, process improvement, and model review and validation.
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