Remote Working
Security Solutions
Navigating Uncertainty Safely
By any measure, we are currently living in extraordinary times. Extreme disruption and
uncertainty are the new norm. Government policies and guidelines are changing by the
hour. In times of stress, organisations can become narrow in their thinking at the very
moment when they should be widening their view to novel solutions. How well companies
pivot in and through this environment will define them for many years to come.

Empowering
remote working
with confidence

We are all coming to terms with a new reality, and like you, we have had to adapt quickly.
You place significant trust in us to help you achieve your strategic objectives. You are
important to us and we are here to support you through this crisis.
One way we are assisting our clients is to help them enable remote working safely and
securely. Cyber security threats remain prevalent and are evolving to exploit our changing
working patterns and approaches. We can help you by assessing your remote working
infrastructure and operating model to identify key risks and design and implement pragmatic
remedial solutions.

Whatever your remote working challenges, we can help with rapid, innovative security
solutions:
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Internal Audit, Risk, Business & Technology Consulting

Remote Working Security Solutions
Leverage our cyber security expertise to rapidly
assess your remote working methods and design
and deliver effective security solutions
We will provide:
Effective remote working capabilities have rapidly become critical to many companies’
very survival. Businesses need to adapt to the COVID-19 pandemic quickly in order to
keep their workforce safe and remain productive. Speed is of the essence, but security
cannot be compromised during this shift in working methods.
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Our remote working security solution starts with a customised analysis of your remote
working approaches, covering technology, people, processes and key third-party vendors.
We identify the key threats and attack vectors that could be exploited. We perform a
targeted assessment of your environment to identify the risks (top-down) and
vulnerabilities (bottom-up) in your specific set-up. We then help you design and
implement prioritised remediation actions to deliver pragmatic security solutions to
achieve your goals.
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Understand remote
working methods,
threats and attack
vectors

Top-down and bottom
up assessment of
security risks and
controls

Design and
implementation of
security solutions to
address risks
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Threat modelling,
analysing your
environment and
remote access
methods, kill chain
analysis.

O365, VPN, Cloud,
secure configuration,
penetration testing,
data protection,
monitoring, system
access, mobile device
management.

Quick wins, better use
of existing
technologies,
configuration updates,
process
enhancements, tool
implementation.

Security experts
that are well-versed
in remote access
methods, supporting
technologies, risks
and remediation
options.
A flexible
assessment
approach that will
be customised to
your environment
and greatest areas
of risk.

Rapid results
through our targeted
assessment
approach.
Pragmatic
remediation options
that are based on
practical experience
and deep expertise.

We will rapidly identify and help you address key remote working risks and vulnerabilities. Our
assessment will be targeted to your environment and will give you quick results. Our remediation
recommendations will be pragmatic and designed to give you an action plan that can be delivered at
pace.

Access to our
security leaders for
expert advice and
industry insights.

Contact Protiviti cyber security leaders to learn how a remote working security assessment
could benefit your organisation.
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