
  

 

 

 

SEC rebuked in SolarWinds decision. What does it mean? 
 

By Chris Wright 

Managing Director, Protiviti 

 

U.S. District Judge Paul Engelmayer has dismissed most of the charges made by the U.S. Securities and 
Exchange Commission (SEC) against software company and 2020 cyberattack victim SolarWinds and its 
chief information security officer (CISO), Tim Brown. In its original lawsuit, filed in October 2023, the SEC 
alleged that SolarWinds had defrauded investors by concealing security weaknesses in its public filings in 
IPO registration documents and 8-K filings about its internal cybersecurity practices. 

In the ruling, the judge dismissed the charges that SolarWinds had misled investors in its public IPO 
filings, noting that the claims by the SEC were based on “hindsight and speculation.” However, the judge 
ruled the SEC can proceed with securities fraud charges for statements and claims the company made on 
its public-facing website about its cyber strategy leading up to a large-scale cyberattack in 2020.  

Why it matters 

The judge’s ruling rejected SEC oversight of cybersecurity controls, The decision, which is viewed by many 
as a major loss for the SEC in its attempts to expand cyber oversight, potentially: 

• Reduces companies’ potential exposure to government penalties after cyberattacks. 

• Allows cyber incident victims to more safely and transparently share information post-incident with 
customers, investors and authorities. 

What they say  
A SolarWinds spokesperson 

“We look forward to the next stage, where we will have the opportunity for the first time to present our 
own evidence and to demonstrate why the remaining claim is factually inaccurate. We are grateful for the 
support we have received thus far across the industry, from our customers, from cybersecurity 
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professionals, and from veteran government officials who echoed our concerns, with which the court 
agreed."  

What we say 
“Public companies should take note of the decision and the issue to which it relates, but also of the 
broader issue at hand. While the decision is a loss for the SEC in this instance, and the cybersecurity 
matter is what is involved, there’s no reason to believe the Commission will lose interest in holding others 
beyond the signers of public filings (CEOs and CFOs) accountable for disclosures made in securities 
filings.”   

The bottom line  
Anyone responsible for any kind of reporting in an SEC filing needs to understand their role in the process 
and make sure they have good controls around the data being provided to the public. Cyber disclosures 
are only one element of nonfinancial reporting provided (or soon to be provided) in SEC filings, and the 
Commission clearly has an interest in more than just the CFO and the CEO when it comes to those 
disclosures. Business leaders need to be aware that the SEC may continue to seek accountability from 
more than just the CEO and the CFO. 
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About Protiviti 
Protiviti (www.protiviti.com) is a global consulting firm that delivers deep expertise, objective insights, a 
tailored approach and unparalleled collaboration to help leaders confidently face the future. Protiviti and 
our independent and locally owned Member Firms provide clients with consulting and managed solutions 
in finance, technology, operations, data, analytics, digital, legal, HR, governance, risk and internal audit 
through our network of more than 85 offices in over 25 countries. 

Named to the 2024 Fortune 100 Best Companies to Work For® list, Protiviti has served more than 80 
percent of Fortune 100 and nearly 80 percent of Fortune 500 companies. The firm also works with smaller, 
growing companies, including those looking to go public, and with government agencies. Protiviti is a 
wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P 
500 index. 

About VISION by Protiviti 
VISION by Protiviti is a global content resource exploring big, transformational topics that will alter 
business over the next decade and beyond. Written for the C-suite and boardroom executives worldwide, 
VISION by Protiviti examines the impacts of disruptive forces shaping the world today and in the future. 
Through a variety of voices and a diversity of thought, VISION by Protiviti provides perspectives on what 
business will look like in a decade and beyond. 
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