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Vulnerability Management Services

Discover, Prioritize, Assess, Report, Remediate and Verify

* Unknown assets, disparate inventories and » Lack of actionable metrics and reporting to justify
false positives lead to frustrated stakeholders. security spend to leadership, limiting visibility for

« Overwhelming amount of vulnerabilities which remediation.
require significant time to prioritize and assign » Limited availability of qualified resources in
remediation responsibilities. the market to discover, remediate and report

on vulnerabilities.

‘ ‘ Vulnerability Management

:=|  Program Development is a fundamental part of our
security program. Protiviti
@ Scanning Solution Deployment and Configuration added the structure and
. ' support to our program that
‘=|  Remediation Management & Patching was needed to gain visibility
into our vulnerability
@ Program Assessments landscape and decrease
' overall risk in our
& Managed VM Programs environment.
) — Fortune 500 Retail Client ’ ’
@ Vulnerability Metrics and Dashboard Design

Cost savings by accessing leading edge
technologies through Protiviti's partnerships

Advanced patching services to support vulnerability
remediation activities

Enhanced visibility of vulnerability management
program success and remediation activities

prioritized scanning and targeted remediation
efforts

Improved exploitation techniques
and remediation/mitigation activities with the
advantage of Protiviti's expert insights

Fully managed, outsourced program overseeing the
identification, evaluation, treatment, and reporting of
vulnerabilities in your environment
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Better understanding of critical assets to enable I

INNOVATE. TRANSFORM. SUCCEED.




Vulnerability Management Services

Collaborative Relationship
Verification Discovery Protiviti acts as an extension of your team,

providing expert insights and helping build a
comprehensive vulnerability management program
that works for all stakeholders.

A Continuous Process

Using an iterative, phased approach to vulnerability
- Assessment management, we build the program with technical
staff on the ground, so that you stay ahead of
vulnerabilities and act quickly against new and
emerging threats.

Remediation @

Flexible Approach

Protiviti provides a flexible model designed to best
meet your needs. We believe in customizing our
approach to each vulnerability management

o program in order to take the burden off your team
Vulnerabilities and streamline the identification to remediation
process in a fully managed program.

@

Prioritization of

Reporting

Need

Client needed to understand the technical security risk that existed across
their 127,000 retail locations. Specifically, the client wanted to identify
critical risk vulnerabilities to properly prioritize remediation efforts. Due to

limited resource capacity and knowledge, Protiviti was engaged to assist the
client in running a managed vulnerability management program.

Solution Delivered

Fortune 500 Protiviti worked with the client to understand the environment and current
. . state of its vulnerability management technologies and processes. Protiviti
Retail Chain . ; . L
scanned all assets in the environment for vulnerabilities, helped prioritize the
Vulnerability most critical issues, communicated remediation procedures to key

stakeholders and created executive reporting / dashboards to track and
communicate risk throughout the managed services effort.

Management Service
.

Schedule a Technology Assessment today by contacting us at
TechnologyConsulting@Protiviti.com.

Business Results

Protiviti will continue to support the client in an ongoing capacity.
Protiviti’s solution helped the client remain proactive in identifying and
addressing new vulnerabilities. Remediation support has been provided
throughout the project and measured through developed VM metrics and
dashboards.

| Protiviti.com/Technology Consulting |Z|| TechnologyConsulting@Protiviti.com é? TCblog.Protiviti.com
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