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Protiviti and NC State University’s ERM Initiative are
pleased to provide our 12th annual report focusing
on the top risks currently on the minds of 1,143
directors and senior executives around the globe.
This report reflects their views on the extent to
which a broad collection of risks is likely to affect

their organizations over the next year — 2024 — and
a decade later — 2034.

The top 10 risk lists for the next 12
months (2024) and 10 years out (2034)

The table to the right summarizes the top 10 risks for 2024
and 2034. As indicated by the red arrows, three of the top
10 risks for 2024 are rated higher than they were for 2023,
and nine of the 2034 risks are higher than last year’s survey
that also looked out a decade. Eight of the top 10 risks for
2024 as well as eight top risks looking out a decade (2034)
were also long-term risks in last year's survey, suggesting

these risks may have a persistent long-term impact.
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Top risks for 2024

1. Economic conditions, including inflationary @
pressures .
2. Ability to attract, develop and retain top
talent, manage shifts in labor expectations, @
and address succession challenges
3. Cyber threats @
4. Third-party risks @
5. Heightened regulatory changes and scrutiny @
6. Adoption of digital technologies requiring new @
skills in short supply :
7. Existing operations and legacy IT
infrastructure unable to meet performance @
expectations as well as “born digital” .
competitors
8. Change in current interest rate environment @
9. Increases in labor costs @
10. Ensuring privacy and compliance with growing @

identity protection expectations

erm.ncsu.edu

Top risks for 2034

1. Cyber threats @
2. Ability to attract, develop and retain top
talent, manage shifts in labor expectations, @
and address succession challenges
3. Adoption of digital technologies requiring new @
skills in short supply :
4. Rapid speed of disruptive innovations enabled
by new and emerging technologies and/or @
other market forces
5. Heightened regulatory changes and scrutiny @
6. Third-party risks @
7. Economic conditions, including inflationary @
pressures :
8. Existing operations and legacy IT
infrastructure unable to meet performance
M « o . ))) ¢
expectations as well as “born digital :
competitors
9. Increases in labor costs @
10. Inability to utilize rigorous data analytics

to achieve market intelligence and increase
productivity and efficiency

(©)
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Key highlights from this study

Major themes for 2024 and 2034

Multiple sources of uncertainty create potential for

a wide range of near-term horizon risks. The shift

in top risks from last year reveals a global business
environment experiencing significant change, with many
new risk concerns for 2024 relative to last year.

Recent geopolitical developments are changing the risk
landscape. Prior to the October 7, 2023, developments
in the Middle East, no risks were rated at the “Significant
Impact” level for 2024; however, after the attacks,

many risks increased, with four rated at the “Significant
Impact” level.

Economic concerns zoom to the top risk position near-
term. Economic conditions, particularly inflationary
pressures, replaced the ability to attract, develop and
retain top talent, manage shifts in labor expectations, and

address succession challenges as the number one risk
globally for 2024.

Myriad technology-related challenges include
escalated cybersecurity risks, continued data privacy
concerns linked to increased third-party reliance,

the need to upskill employees to realize fully the
value proposition of emerging technologies, and the

limitations of legacy infrastructure. These technology-
linked risks are interrelated and need to be considered
collectively by executives and the board, as exposures
triggered by one risk may lead to increased exposure to
other risks.

- Cybersecurity represents an ongoing challenge
for both the near-term and long-term. Challenges
related to cyber threats are increasingly on the
minds of global executives, moving from the 15th-
ranked risk last year to the third-ranked risk for
2024 and the top risk for 2034, up from 15th in
last year's long-term horizon assessment. The
increasing use of technology to drive innovation and
efficiencies and increased reliance on third parties
create more opportunities for cyber vulnerabilities
to be exposed, particularly to nation-state and
other threat actors determined to exploit these
opportunities for geopolitical advantages and
financial gain.

- Legacy IT systems and existing operations may
make it difficult for incumbents to compete with
nimbler “born digital” competitors. Not only do
outdated systems create competitive limitations, but
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they also present unintended exposures that may
lead to cybersecurity and data privacy concerns.
Executives reveal this as both a short-term and long-
term top 10 risk concern.

- Coupled with cyber threat concerns, executives
are also focused on the challenge of addressing
proliferating identity protection expectations.

As regulations proliferate and overall public
expectations surrounding the protection of
sensitive, private data evolve, business leaders

are concerned about their organization’s ability to
protect the information they collect, process, store
and manage from unintentional exposure.

e People-related risks intertwine the top near-term and

long-term risks. Talent-related issues dominated the top
risks in the prior year’s survey, and executives continue
to focus on risks related to finding and retaining the right
kind of talent for their organization’s strategic success.
Overarching concerns about attracting, developing and
retaining top talent, including succession challenges,
remain near the top of all risk issues (as the number

two risk for 2024), with that concern continuing for

the long term (it remains as the number two risk for
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2034). Relatedly, executives are particularly focused
on challenges associated with attracting unique kinds
of talent and upskilling existing employees, which will
allow their organizations to embrace emerging digital
technologies, with that particular concern making
the top 10 list of risks for both 2024 and 2034. Given
this race for talent, executives continue to note that
increases in labor costs will be a challenge now and a
decade later.

Third-party risks rise in importance. Challenges related
to existing core operations and legacy IT systems,
competitive pressures, pursuits to achieve greater
efficiencies, and difficulties in attracting talent may be
motivating organizations to increase the use of joint
ventures, alliances and various kinds of third-party
relationships to manage a number of processes. With
greater reliance on third parties to perform critical
business services, executives are increasingly focused

on new risks that may emerge in light of these external
partnerships. Among all 36 risks considered by executives
in this year’s survey, risks linked to third parties increased
the most from the prior year, moving from the 17th
position last year to the 4th position for 2024. It also
made the top 10 list of risks for a decade out.

Regulatory changes and scrutiny are heightened for
the near-term and a decade out. The potential for
expansion in rules and regulatory oversight is creating
increased concerns not only for 2024, but also 2034
given it represents a top five risk for both the near-term

and long-term horizons. Specific regulatory risks vary

by industry. For example, recently proposed laws and
regulations in financial services may increase capital and
liquidity requirements and compliance costs, resulting in
reduced returns. Technology companies face increasing
regulatory oversight on a number of fronts. Such
concerns are pervasive across other industries, as worries
about expanding government regulations and agency
enforcement — particularly related to data privacy,
climate disclosures, sustainability reporting, cyber breach
disclosures, expanded attestation requirements and other
matters — are higher than reported in last year’s survey
for both the coming year and a decade out.

Looking out a decade highlights how many short-term
risks are likely to have a lingering impact over the
next 10 years. Eight of the top 10 risks for 2024 are
top 10 risk concerns in 2034, although there are shifts
in relative importance within the top 10. This signals
the importance of thinking robustly about responses
to these risks, given their relative importance for both
short-term and long-term performance. Furthermore,
eight of the top 10 risks looking out 10 years in last
year's survey remain on the top 10 list for 2034.

Interestingly, respondents signal a heightened overall
risk concern as they look out a decade, given they rated
nine of the top 10 risks higher for 2034 than they did
when looking out a decade in last year’s survey. The
persistence of these risks, continued occurrence of
unexpected events and the specter of intensifying
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geopolitical tensions create a nuanced view of the
future. On the geopolitical front, for example, Russia’s
aggression in Ukraine, the war in the Middle East, the
declining trust in American institutions, the proliferation
of disinformation and propaganda, and the convergence
of China, Russia, Iran and North Korea in opposition to
Western democracies provide a combustible mix that

is likely impacting leaders’ assessment of the long-term
global risk landscape.

Disruptive innovations and the inability to utilize
rigorous data analytics are creating significant pause
for executives as they think about their organization’s
long-term competitive positioning. Continued advances
in artificial intelligence (Al) and other technologies are
driving a wave of disruption that will impact business
models, sweep away obsolete strategies and alter
customer experiences. Navigating the rapid pace of
these digital innovations and finding ways to leverage
insights from the volumes of data organizations must
evaluate are particularly concerning to executives as
they think about their organizations a decade from now.
Those technology and innovation concerns cannot be
separated from other risk concerns making the top 10
for 2034 related to shortages of talent to manage the
adoption of digital technologies, the dependence on
legacy IT systems, and overarching cyber and privacy
concerns. Once again, these interconnected risks cannot
be viewed in isolation.
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About the survey

We are pleased with the global reach of our 12th annual
survey, with strong participation from 1,143 respondents

across a variety of industries.

Our survey was conducted in September and October

of 2023 to capture perspectives on risks on the minds of
executives as they peered into 2024. Each respondent

was asked to rate 36 individual risk issues in terms of

their relative impact using a 10-point scale, where a score
of 1 reflects “No Impact at All” and a score of 10 reflects
“Extensive Impact” to their organization over the next year.
We also asked them to consider how each of these risks was
likely to affect their organizations a decade from now (i.e.,
in 2034).

For each of the 36 risk issues, we computed the average
score reported by all respondents. Using mean scores
across respondents, we rank-ordered risks from highest to
lowest impact. This approach enabled us to compare mean
scores across the past three years to highlight changes in

the perceived level of risk.

1 This category includes titles such as chief operating officer, general counsel and chief compliance officer.

Consistent with our prior studies, we grouped all the
risks based on their average scores into one of three

classifications:

Risks with an

Classification

Executive position

Number of

respondents

average score of
Significant Impact 6.0 or higher @
Potential Impact 4.51 through 5.99
Less Significant Impact 4.5 or lower ®

With regard to the respondents, we targeted our survey
to individuals currently serving on the board of directors
or in senior executive positions so that we could capture
board and C-suite perspectives about risks on the horizon
for 2024 and 2034. Respondents to the survey serve in a
number of different board and executive positions.

2 These 87 individuals either did not provide a response allowing for classification by position or would best be described

as middle management or business advisers/consultants. We do not provide a separate analysis for this category.
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Board Member (Board) 109
Chief Executive Officer (CEQ) 100
Chief Financial Officer (CFO) 105
Chief Human Resources Officer (CHRO) 42
Chief Risk Officer (CRO) 180
Chief Audit Executive (CAE) 193
Chief Information/Technology Officer 131
(CIO/CTO)

Chief Strategy/Innovation Officer (CSO) 51
Chief Data/Digital Officer (CDO) 48
Other C-Suite! (OCS) 97
All Other? 87
Total number of respondents 1,143
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This executive summary provides a brief description of our
methodology and an overview of the overall risk concerns for 2024
and 2034, as well as a review of the results by type of executive
position and a series of calls to action. It concludes with diagnostic
guestions executives and directors may find helpful to consider

when evaluating risk assessment and risk management processes.

In our full report (available online at erm.ncsu.edu or protiviti.com/
toprisks), we analyze variances across different sizes and types

of organizations, industry and respondent position, in addition

to variations among organizations based in different geographic
regions. Page 31 provides more details about our methodology.
This executive summary highlights our key findings.
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Major takeaways about emerging risks

What you need to know

The big picture: The churn in this year’s survey results
points to multiple sources of uncertainty, painting a cloudy,
interconnected picture of the business landscape.

e Near term, there is continued economic uncertainty causing
executives to sharpen their focus on managing external
risks (inflation, cyber threats, interest rates, third-party
exposures, etc.) and increasing organizational resilience.
Long term, executives remain on guard for what comes
next — as illustrated by the uptick in risks following recent
events in the Middle East.

A key point: Geopolitical events are driving notable changes in
global risk perceptions.

e Cyber threats, third-party risks, economic conditions, and
the ability to attract and retain talent are among many
other risk issues exhibiting a significant ratings jump post
October 7 in our survey. Clearly, events in the Middle East
are elevating long-term concerns.

Economic conditions, including inflation, represent the top
risk issue for 2024.

e Uncertainty continues in the market over central bank
policies amid persistent inflation being fueled by rising
labor costs (driven by skilled labor shortages), outsized
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government stimulus, the West'’s de-risking reliance upon
China, regional conflicts, and other developments in the
geopolitical landscape.

e Underlying the uneasiness about the economy are concerns
around the current interest rate environment significantly
affecting the organization’s capital costs and operations.

Cybersecurity is the most pressing risk issue when combining
near- and long-term views.

o Elevated cybersecurity concerns reflect growing
recognition of a complex cyber risk landscape that is
impacted by the exponential curve of technological
advances, increasing reliance on third parties and other
market forces.

e Ensuring compliance with growing identity protection
expectations made the top 10 for 2024 as well,
demonstrating the interrelated nature of cybersecurity
and privacy risks.

Data privacy and “big data” remain key areas of focus.

e Organizations successful in deploying forward-looking lead
indicators and integrated analytics are likely to be more
anticipatory and less reactive than those that aren't.

erm.ncsu.edu

People-related risks also remain top of mind.

e Finding and keeping talent remains a major concern, even
amid an uneven economy searching for a soft landing.

e |nitiatives to embrace new technologies necessitate the need
to reskill and upskill employees, presenting a challenge both
now and in the future; so do rising labor costs.

Third-party risks rise in importance.

e Thisis likely due to increasing reliance on outsourcing and
strategic sourcing arrangements, ecosystem partners, IT
vendor contracts, and other partnerships and joint ventures
to achieve operational and go-to-market objectives. Cyber
threats and regulatory compliance risks also come into play.

Regulatory changes and scrutiny loom both near- and
long-term.

e As continued economic uncertainty increases the likelihood
governments and various agencies will interfere with market
functions through regulatory overreach and even excess, there
is uncertainty over the likelihood and magnitude of industry-
specific and pervasive changes in the regulatory landscape.

Climate change and sustainability risks have elevated and are
rated as a top five risk by respondents from Europe and the
Middle East.


http://www.protiviti.com
http://www.erm.ncsu.edu

The combined analysis of risk insights from global
executives for both 2024 and a decade out reveals several
interrelated challenges that may result in significant events
with the potential to test an organization’s business agility

and resilience.

Changes in the profile of top risks from the prior year
disclose a number of shifting conditions that may disrupt
markets, including events triggered by intensifying
geopolitical conditions. Many of those events are expected
to have long-lasting impacts on business models and the
competitive balance in a nuanced global marketplace.
Board members and C-suite leaders who recognize

these shifting realities and address them through robust,
enterprisewide risk analyses that are aligned with business
strategy possess a differentiating skill that positions their
organization’s readiness and ability to adjust and pivot in
the face of inevitable disruptive change as well as or better

than their competitors.

There are a number of significant takeaways from this

year’s study for boards and executives to consider:

The churn in this year’s survey for 2024 and escalation
of importance of several risks point to multiple sources
of uncertainty, painting a cloudy picture of the business
landscape.

While not a surprise, our research results confirm that
organizational risk profiles are sensitive to events and risks
that can emerge rapidly and sometimes unexpectedly. The
escalation of the importance of multiple near- and long-
term risks conveys the stark reality of disruptive change in
today’s dynamic times. In the near term, there is continued
economic uncertainty causing executives to sharpen their
focus on managing external risks (inflation, cyber threats,
interest rates, third-party exposures, etc.) and increasing
organizational resilience. As for the longer term, executives
remain on guard for what comes next — as illustrated by

recent events in the Middle East.

Geopolitical events drive notable changes in risk
perceptions.

A notable trend in our global results this year is what the
findings reveal before and after October 7,2023, when
events in Israel and Gaza erupted. Based on the responses
submitted prior to this date, no risks were rated at the
“Significant Impact” level for 2024, whereas after this
date four risks are rated at this level: economic conditions
(including inflationary pressures), cyber threats, ability to
attract and retain talent, and third-party risks. In addition,
the scores for most risk issues increased post October 7,
including the risk related to geopolitical shifts, regional
conflicts and instability in governmental regimes or

expansion of global terrorism.
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What's even more telling are the risk scores in the 10-year
outlook. Whereas five of the long-term risk issues were
rated at the “Significant Impact” level among responses
submitted prior to October 7, respondents after this date
rated 12 at this level. Among the many notable jumps in
scores, the geopolitical-related risk issue rose from 5.35
prior to October 7 to 6.06 after this date — highlighting

it as “Significant Impact.” Cyber threats, third-party risks,
economic conditions, and the ability to attract and retain
talent are among many other risk issues exhibiting a
significant ratings jump. Clearly, events in the Middle East are
elevating long-term concerns among directors and C-suite

leaders about the impact on their businesses.

Economic conditions, including inflation, represent the

top risk issue for 2024.

Economic conditions, including inflationary pressures, are
the top-rated risk overall for 2024 (up from second in 2023).
Near term, uncertainty continues in the market over central
bank policies amid persistent inflation being fueled by rising
labor costs (driven by robust employment and skilled labor
shortages, particularly in countries where birth rates have
dropped significantly), outsized government stimulus, the
West’s de-risking reliance upon China, regional conflicts,
other developments in the geopolitical landscape, and
increasing shelter, food and energy prices. The open question

is whether these market developments and policies will lead
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to some form of soft landing or to either a mild or severe
recession; or worse, a sustained period of stagnant growth.
Organizations may face a dramatic change in the business
landscape in the coming year, especially considering recent
events in the Middle East and their potential to spread

throughout the region.

Underlying the uneasiness about the economy are concerns
around the current interest rate environment significantly
affecting the organization’s capital costs and operations. Of
note, while the rating for most risks in our survey decreased
year-over-year looking out 12 months, economic risk
declined the least among those risks that decreased from
last year's survey, remaining relatively stable year-over-year.
Looking out 10 years, economic conditions represent the
seventh-ranked risk. Economic headwinds remain a concern
over the long-term, beyond the shorter-term issues such as

inflationary trends that are driving current concerns.

Cybersecurity is the most pressing risk issue when

combining near- and long-term views.

While the economy is the top-ranked risk for the coming
year, cyber threats arguably stand out as the most
significant risk issue for boards and C-suite leaders when
assessing both near- and long-term outlooks. For the
next decade, cyber threats jumped from the 13th-ranked
risk in last year’s study to the top-rated risk for the 2034

outlook. For this time period, the risk rating for cyber
threats increased more than 11% — by far the largest risk
rating increase noted in the survey. Cyber concerns are also
elevated near term, jumping from 15th in last year’s survey
to third this year when looking out 12 months.

Elevated cybersecurity concerns reflect growing recognition
of a complex cyber risk landscape that is impacted by the
exponential curve of technological advances. Specifically,
considering the significance with which boards and C-suite
leaders view this risk over the next 10 years, it’s possible that
technologies such as Al (including generative Al), cloud, and
even the anticipated emergence of quantum computing and
how organizations will secure their data and operations in a
post-quantum world are raising significant security-related
questions and concerns in the boardroom and C-suite. But

other forces, such as increasing reliance on third parties and

geopolitical tensions, also contribute to the threat landscape.

Regarding the geopolitical picture, competing national
interests, nation-state territorial aspirations and global
terrorism are powerful forces that can affect cyber risk

assessments in particular regions and countries.

Ensuring privacy and compliance with growing identity
protection expectations made the top 10 for 2024 as well,
demonstrating the interrelated nature of cybersecurity and

privacy risks.
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Amid economic and cyber concerns, people-related risks
also remain top of mind; culture and workplace evolution

have taken a back seat — at least for now.

A number of important themes related to people and

culture emerged from our results:

e Finding and keeping talent remains a major concern,
even amid an uneven economy. This is the second
highest-ranked risk for both 2024 and 2034.

e The need to reskill and upskill employees is a challenge
both now and in the future. The state of labor markets
and the expected adoption of digital technologies
requiring new skills in short supply are such that
significant efforts will be necessary to upskill and reskill
existing employees over the next decade. This is the sixth-
and third-ranked risk, respectively, for 2024 and 2034. It
is clear that the solution to growth is rooted in increasing
productivity, not headcount. Embracing technology is
part of the solution, particularly in countries where the
working population is declining, immigration policy is not
aligned with this reality and offshoring is giving way to
re-shoring. These market forces necessitate the need for
upskilling the existing workforce.

e Risinglabor costs continue to be a persistent concern.
Driven by shortages in skilled labor, increases in [abor
costs represent the ninth-ranked risk for both 2024 and
2034.
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e Broader return-to-work trends in the market,
workplace evolution are less of an issue. Managing
demands on or expectations of the workforce to work
remotely or as part of a hybrid work environment fell
to the 24th-ranked risk for 2024, down from ninth for
2023. Leaders are seeing more clearly how to deal with
this issue as the workplace continues to evolve. They are
adapting to a world profoundly affected by the pandemic
experience, a world in which many exited the workforce,
have rethought work-life balance and/or are re-entering
the workforce with different priorities.

e Culture-related risks have fallen in relative importance.
Resistance to change restricting the organization
from adjusting its business model and core operations
fell from the fourth-ranked risk in both the 12-month
and 10-year outlooks last year to 14th and 18th,
respectively, this year. The organization’s culture not
sufficiently encouraging timely identification and
escalation of emerging risk issues fell from eighth to
17thin the 12-month outlook and from 16th to 21st
in the 10-year outlook. These declines may be due
to companies’ emphasis on increasing organizational
resilience and employees’ risk awareness in a rapidly
evolving business environment.

Third-party risks rise in importance.

Interestingly, relative to other risks, third-party risks
increased from 17th and 15th in last year’s 12-month and
10-year outlooks, respectively, to fourth and sixth for 2024

and 2034, respectively, in this year’s survey. This increase
is likely due to increasing reliance on outsourcing and
strategic sourcing arrangements, ecosystem partners, IT
vendor contracts, and other partnerships/joint ventures
to achieve operational and go-to-market objectives.

Cyber threats and regulatory compliance risks (e.g.,

data privacy regulations) also come into play here, as
organizations must ensure their third-party vendors (as
well as their third parties’ vendors further downstream)
are complying with current laws and regulations. It may
also be attributable to the geopolitical climate, e.g., the
West de-risking its reliance on China, laws and regulations
restricting business activities and operations in certain
countries, and other developments having implications that
extend to an organization’s reliance on third parties. These
interconnected risks highlight the importance for boards
and C-suite executives to take a portfolio, enterprisewide

view of oversight of emerging risks.

The specter of regulatory changes and scrutiny — in wide-
ranging industry-specific and pervasive areas — looms
both near- and long-term.

Heightened regulatory changes and scrutiny increased
relative to other risks, both near-term and long-term.
This issue is the fifth-ranked risk overall for both 2024
and 2034, up from 16th and ninth overall in last year’s

12-month and 10-year outlooks, respectively. As continued
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economic uncertainty increases the likelihood governments
and various agencies will interfere with market functions
through regulatory overreach and even excess, directors
and C-suite leaders appear to perceive uncertainty over

the likelihood and magnitude of forthcoming changes in the
regulatory landscape that will affect their organizations.

These concerns are often industry-specific. For example:

e [Infinancial services, various regulations in different
regions may increase capital and liquidity requirements
and compliance costs, resulting in higher borrowing
costs and reduced shareholder returns.

e Technology companies face increasing accountability
for the impact of their innovations and products
on consumers and the public, including the social
implications of third-party content that misinforms and
disinforms.

e Energy and utility organizations face scrutiny on the
environmental impact from their production and use of
fossil fuels.

In addition, a growing number of laws and regulations
emerging around the world have pervasive impacts

across industries. Examples include data privacy, climate
disclosures, sustainability reporting, cyber breach
disclosures, expanded attestation requirements and other
matters, all of which may be elevating concerns among

organization leadership. Many of these pervasive issues fall

10
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to public companies. Accordingly, it is noteworthy that they
were the only organizational type to report a slight increase

in the overall magnitude and severity of risks for 2024.

Prior to the COVID-19 pandemic, regulatory risk was almost
always rated a top 10 risk since this global survey began 12
years ago. Now that the pandemicis in the rearview mirror
for most observers, regulatory uncertainty appears to have

reclaimed its “rightful place” in the global risk profile.

The 10-year top risks outlook: More disruptive times lie
ahead.

Long-term, the top risks landscape is relatively stable, as
eight of the top 10 risks last year are on this year’s top 10

list. However, risk levels longer-term are elevated over the
10-year outlook last year and the near-term outlook this
year. Six of the risks are rated at the “Significant Impact” level
(versus three last year). Risk issues of concern looking out

10 years include cyber threats, attracting and retaining top
talent and labor and succession challenges, the need for new
skills to fully deploy newly adopted digital technologies, rapid
speed of disruptive innovation, evolving regulatory issues,
the impact of third-party risks on business performance and
brand image, uncertain economic conditions, the limiting
obstruction of aged technical architecture, anticipated

labor cost increases, and inability to deploy advanced data

analytics (the “big data” problem).

This dynamic risk landscape and its elevated risk levels
sustain the ongoing narrative that the 2020s are indeed

a decade of disruption. With continued advances in Al,
automation in all of its forms, ever-increasing connectivity,
guantum computing, blockchain and digital currencies,
and the metaverse, the market is likely to experience the
largest wave of disruption since the turn of the century.
This disruption will manifest itself in many ways, e.g.,

new business models, rapid product innovation, changing
customer value propositions and disintermediation of
distribution channels, and different needs for skills and
talent. It will sweep away obsolete strategies, traditional
moats, technical debt-laden architectures, conventional
management playbooks and old school employee skills.
The never-ending question every organization faces in the
global marketplace: Are we being disrupted and, if so, how

and when would we know?
Data privacy and “big data” remain key areas of focus.

The complexity of the data privacy regulatory environment
continues as a priority for organizations. Risks associated
with data privacy are ranked 10th for 2024 and 11th

for 2034, compared with being ranked 12th and fifth,
respectively, for the 12-month and 10-year outlooks in

last year’s survey. Conversely, the risk of inability to utilize
rigorous data analytics to achieve market intelligence and

increase productivity and efficiency is ranked 10th overall
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looking out 10 years but is the 11th-ranked risk for 2024.
Organizations successful in deploying forward-looking
lead indicators and integrated analytics are likely to be
more anticipatory and less reactive than those that aren’t
— and leaders know it. These capabilities generate the
information and insights so essential to arming decision-

makers with a time advantage in disruptive markets.
Climate change and sustainability risks have elevated.

Growing focus on climate change and other sustainability
policies, regulations and expanding disclosure requirements
as well as expectations of key stakeholders increased

from the 28th-ranked risk looking out 12 months last year
to the 22nd-ranked risk this year. Interestingly, looking

out 10 years, this issue increased from the 20th-ranked

risk last year to the 13th-ranked risk this year. Typically
associated with existential planetary threats, climate- and
sustainability-related risks are garnering more attention

at a micro level by individual organizations relative to
other risks. Growing regulatory focus (e.g., the Corporate
Sustainability Reporting Directive in the EU) is likely to
keep this risk issue on the radar long-term. Note that the
focus on climate change and sustainability is the second
highest-rated risk in Europe. Therefore, it is important that
leadership teams in regions such as the U.S., where ESG is
perceived as a polarizing concept, not construe the regional

view as representative of a global perspective.

11


http://www.protiviti.com
http://www.erm.ncsu.edu

Concerns over supply chain issues have subsided.

Uncertainty surrounding the core supply chain ecosystem
is ranked 19th for 2024, quite a fall from ranking fifth

in 2023. Many of the issues in the supply chain were a
product of the disruption and congestion caused by the
COVID-19 pandemic. These issues have been unwinding
for some time. This risk was not viewed as a significant
long-term concern last year and is not this year (ranked
25th looking out to 2034).

Risk levels declined from last year but remain higher than
two years ago.

The participants were invited to rate the magnitude

and severity of the total risk landscape impacting their
organizations achieving performance goals over the next
12 months. On a 10-point scale, the overall ratings over the
last three years are 6.35 looking forward to 2024, 6.70 for
2023 and 6.21 for 2022, as illustrated in Figure 1.

Of note, impressions of the magnitude and severity of the
risk landscape organizations will face over the next 12
months showed some differences pre- and post-October
7,2023, when the Israel-Gaza events erupted. The overall
rating among responses collected before October 7 is 6.34,
whereas it increased to 6.51 among responses collected
after October 7.

FIGURE 1

Overall, what is your impression of the
magnitude and severity of risks your
organization will be facing with respect
to achieving your performance goals
over the next 12 months?

Magnitude/severity
of risks

6.70

‘ 4 ‘ 5 6 7

M 2024 o 2023 2022
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Operational risks, both near term and long term, dominate
the risk profile composition over macroeconomic and

strategic risks.

Looking to 2024, eight of the top 15 risks are operational in
nature and four are macroeconomic. Looking out 10 years,
eight of the top 15 risks are operational in nature and the
remaining seven are split between macroeconomic and

strategic risks.

The largest elevated risk rankings for 2024 reflect a
broad focus.

The four largest elevated risk rankings are the following

(five risks tied for fifth and are not listed):

From To
(2023) (2024)

Third-party risks 17th 4th
Sustaining customer loyalty and 25th 12th
retention

Cyber threats 15th 3rd
Heightened regulatory changes and 16th 5th
scrutiny

These increased risk ratings reflect elevated concerns on
various strategic and operational fronts and underscore

the increasing complexity of the evolving risk landscape.
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There is significant churn in the top risks near-term.

Six of last year’s top risks looking out 12 months fell out of
this year’s top 10 list for 2024.

From To
(2023) (2024)

Resistance to change 4th 14th

Managing uncertainty surrounding 5th 19th
supply chain ecosystem

Impact of changes in work 6th 15th
environment on culture

Culture not supporting timely 8th 17th
escalation of risks

Managing workforce expectations of 9th 24th
hybrid work environment

Not sufficiently resilient or agile 10th 16th
responding to a crisis

These risk issues were replaced with risks associated with
cyber threats, third-party risks, heightened regulatory
changes and scrutiny, exposure to nimbler competitors
(including those that are either “born digital” or investing
heavily to leverage technology for competitive advantage),
changes in the interest rate environment, and ensuring
data privacy and compliance with proliferating identity

protection expectations and regulations.

protiviti.com | Executive Perspectives on Top Risks for 2024 and a Decade Later

The five largest elevated rankings in risks looking out 10

years are also mixed.

The five largest elevated rankings in risks looking out 10

years are summarized below (two risks tied for fifth):

From i [o)
(2023) (2024)

Cyber attacks 13th 1st
Third-party risks 15th 6th
Impact of changes in work 22nd 14th

environment on culture

Geopolitical shifts, regional conflicts 31st 23rd
and political instability

Growing focus on climate change 20th 13th
and other sustainability policies,

regulations, and expanding disclosure

requirements as well as expectations

of key stakeholders

Change in current interest rate 26th 1%th
environment

The above risks reflect a mix of macroeconomic, strategic
and operational concerns. Interestingly, the reference

to geopolitical shifts and regional conflicts presages the
developments in the Middle East commencing in the last
week our survey was open. As indicated earlier, we noticed

an uptick in this risk during that week.

erm.ncsu.edu

The top 10 risks for both 2024 and a decade later (2034)
are highlighted in the charts that follow. As indicated by
the red arrows, three of the top 10 risks for 2024 are rated
higher than they were for 2023, and nine of the 10 top risks
for 2034 are higher than last year’s survey that also looked
out a decade. Eight of the top 10 risks for 2024 remain top

10 risk concerns a decade from now.
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Top 10 risks for 2024

1. Economic conditions, including inflationary pressures 5.96 @
2. Ability to attract, develop and retain top talent, manage shifts

. | | 593 (1)

in labor expectations, and address succession challenges ‘

3. Cyber threats 5.90 @

4. Third-party risks 5.63 @

5. Heightened regulatory changes and scrutiny 5.61 @

6. Adopti f digital technologi iri kills in short

option of digital technologies requiring new skills in shor 559 @

supply ‘

/. Existing operations and legacy IT infrastructure unable to meet 551 @

performance expectations as well as “born digital” competitors ' ‘

8. Changein current interest rate environment 548 @

9. Increasesin labor costs 5.48 @

10. E ' ' d liance with growing identit
nsuring privacy and compli with growing i ity 5 43 @

protection expectations
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Top 10 risks for 2034

1. Cyber threats 6.44 @
2. Ability to attract, develop and retain top talent, manage shifts
. | | 627 (1)
in labor expectations, and address succession challenges ‘
3. Adopti f digital technologi iri Kills in short
option of digital technologies requiring new skills in shor 6.16 @
supply ‘
4. Rapid speed of disruptive innovations enabled by new and
. | 615 (1)
emerging technologies and/or other market forces ’
5. Heightened regulatory changes and scrutiny 6.13 @
6. Third-party risks 6.00 @
/. Economic conditions, including inflationary pressures 5.95 @
8. Existing operations and legacy IT infrastructure unable to meet 591 @
performance expectations as well as “born digital” competitors ' '
9. Increases in labor costs 5.87 @
10. Inability to utilizeri dat lytics to achi rket
nability to utilize rigorous data analytics to achieve ma 579 @

intelligence and increase productivity and efficiency
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TABLE 1

Perceived impact for 2024 and 2034 — by role

. e ClO Other
Macroeconomic Risk Issues Board CEO CFO CHRO CRO CAE / CSO CDO .
CTO C-Suite
2024 @) ®
Economic conditions, including inflationary pressures
2034 ®
Impact of social issues and DEI priorities on ability to attract/ 2024 ¢ ¢
retain talent and compete 2034 °
2024 ® ®
Increases in labor costs
2034 [
2024 ® ® ®
Pandemic-related government policies and regulation
2034 ® ®
2024
Volatility in global financial markets and currency exchange rates
2034
2024
Adoption of digital technologies requiring new skills in short supply
2034 @ ®
Geopolitical shifts, regional conflicts and instability in 2024
governmental regimes or expansion of global terrorism 2034

protiviticom | Executive Perspectives on Top Risks for 2024 and a Decade Later |

erm.ncsu.edu
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Macroeconomic Risk Issues (continued)

Other

C-Suite
2024
Change in current interest rate environment
2034
2024 ®
Changes in global markets and trade policies
2034
2024 ® @
Access to capital/liquidity
2034 ®

S ClO/ Other
Strategic Risk Issues CFO CHRO CRO CAE CSO CDO .
2 CTO C-Suite
Rapid speed of disruptive innovations enabled by new and 2024 ®
emerging technologies and/or other market forces 2034 ®
2024 ®
Heightened regulatory changes and scrutiny
2034 ®
Social media developments and platform technology 2024 ¢ ¢
Innovations 2034
Ease of entrance of new competitors or other changesin 2024
competitive environment 2034

protiviti.com

Executive Perspectives on Top Risks for 2024 and a Decade Later |

erm.ncsu.edu
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Other

Strategic Risk Issues (continued)

C-Suite
o .. - : 2024

Organization not sufficiently resilient and/or agile to manage
an unexpected crisis 2034

2024
Limited opportunities for organic growth

2034

2024
Sustaining customer loyalty and retention

2034 ®
Growing focus on climate change and other sustainability 2024 O
policies, regulations, and expanding disclosure requirements as
well as expectations of key stakeholders 2034 [
Difficulty in growing through acquisitions, joint ventures and 2024 ¢
other activities 2034
Substitute products and services that affect the viability of our 2024 ¢
business 2034
Formulating business response to legal, political and social 2024 ¢
issues that are polarizing 2034 °

2024 ® ® ® @
Performance shortfalls that trigger activist shareholders

2034 ®
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Operational Risk Issues Board | CEO | CFO | CHRO | CRO St
C-Suite
@) ®

2024 ®
Third-party risks

2034 o
Ability to attract, develop and retain top talent, manage shifts 2024 ¢ ¢
in labor expectations, and address succession challenges 2034 ® °

2024 @ [
Cyber threats

2034 O @ ® @
Ensuring privacy and compliance with growing identity 2024 ¢ °
protection expectations 2034 ® °
Existing operations and legacy IT infrastructure unable to meet 2024 ¢ ¢
performance expectations as well as “born digital” competitors 2034 ®

2024 @
Uncertainty surrounding core supply chain ecosystem

2034 @
Inability to utilize rigorous data analytics to achieve market 2024 ¢
intelligence and increase productivity and efficiency 2034 ®
Meeting expectations around protecting health and safety 2024 O
of employees (including their well-being and mental health),
customers, suppliers and our communities 2034
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. . . ClO/ Other
® ®

2024
Enhanced exposure to fraud in the industry

2034
. . : 2024
Challenges in sustaining culture due to changes in overall work
environment 2034 ®
: _— o - 2024
Resistance to change restricting organization from adjusting
business model and core operations 2034
. . 2024
Managing demands on or expectations of workforce to work
remotely or as part of a hybrid work environment 2034
Organization’s culture not sufficiently encouraging timely 2024 ¢
identification and escalation of emerging risk issues 2034
Rising threat of catastrophic natural disasters and weather 2024 ¢ ¢
phenomena 2034 °
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A series of calls to action

The ever-changing risk landscape and the overall perceived e Navigating an uncertain economic environment

magnitude and severity of risks should prompt boards « The cyber issues executives should be thinking about

and senior executives to scrutinize closely the approaches

they use to remain focused on emerging risk issues and e Forging ahead with artificial intelligence capabilities

to integrate those insights into strategic decision-making. e Embracing new talent strategies
Now may be an opportune time for boards and C-suites

: :  Understanding and managing the geopolitical risk
to examine closely where to invest not only to preserve

landscape
market image and branding but also foster a strong
recovery when the economy bounces back and prospects These calls to action are not intended to be a
for growth improve. comprehensive list of themes. They highlight issues

common to most organizations that are worthy of further

Given the long-termrisk landscape, the question arises: consideration and analysis. We also include a diagnostic

What steps should be undertaken or continued over the : : : .. :
in this report to assist companies in evaluating how they

near term to ensure the organization is sufficiently agile approach risk management and oversight in the digital

. L . .
and resilient to thrive in a decade of disruption: age. It can be used to identify areas in which to improve

To help facilitate consideration of next steps, we present risk assessment and risk management processes.
the following calls to action that executives and directors

can consider w