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Foreword

Almost a decade ago, we published a book consisting of 13 “Performer Profiles” that highlighted the
internal audit and risk management practices of leading international organizations. In that publication’s
introduction, we expressed the hope that the book might serve as a “helpful and informative guide” to
the internal audit profession at a point “when effective internal auditing is more essential to the interna-
tional business community than at any time in history.”

Somewhat unexpectedly, our project became an annual endeavor, thanks to positive feedback — not only
from internal audit, but also from audit committee members, corporate directors, CEOs, CFOs and
other executives and professionals. As we celebrate the 10-year anniversary of the Internal Auditing
Around the World series, it also appears clear that effective internal auditing is far more essential to
global companies than it was in 2005.

Our initial Internal Auditing Avound the World installment began by describing internal audit as a
genuine business profession characterized by, among other qualities, a dedication to its craft, a set of
standards and ethical guidelines, and continuing professional education. Subsequent editions honed
in on the profession’s innovative use of technology, its rising visibility throughout the organization,
the ways in which it adds strategic value and its integral role in fostering enterprise risk management,
among other themes. Last year’s volume documented how internal audit functions were taking the
lead in fostering more meaningful collaboration and deeper levels of trust with boards of directors,
C-level executives and the rest of the business.

Although it is tempting to describe the evolution of internal audit functions documented throughout
the previous nine Internal Auditing Around the World installments as a “transformation,” doing so
would be only partially accurate. While the profession’s development in the past decade qualifies as
dramatic, it is hardly shocking. The internal audit function’s growth from a tactical contributor to
a genuine strategic business partner has progressed in an intentional fashion under the guidance
of The Institute of Internal Auditors (ITA). The growing influence of The IIA can be seen in the
expansion of its membership from 114,775 in late 2005 to 189,200 by the end of 2013.

Through the single, global nature of its Standards, as well as its comprehensive research of current and
emerging business and internal audit issues, The IIA shapes and guides internal audit in a way that sets
the profession apart from all others. The International Standards for the Professional Practice of Internal
Auditing engender quality and consistency for global internal audit functions; yet, the Standards also
contain flexibility and adaptability that have served the profession extremely well in its evolution during
the past 10 years. This guidance and service reflect The IIA’s legacy of strong leadership.

We’re honored to be associated with The IIA’s nurturing of the profession. We’re also honored, as
shown on the following Acknowledgements page, that so many internal audit executives from the world’s
leading organizations have dedicated their time and insights to the profiles presented in the first 10
Internal Auditing Around the World installments.

We look forward to sustaining this endeavor by keeping close tabs on how internal audit leaders will
continue to improve, expand, evolve and grow even more essential to their organizations during the
next decade.

Brian Christensen Robert B. Hirth Jr.*
Protiviti Executive Vice President Former Protiviti Executive Vice President
Global Internal Audit Global Internal Audit (2002-2011)

*Currently serving as COSO Chairman
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Introduction

Atlas Air Worldwide Vice President of Internal Audit Charles Windeknecht knew for certain that
his internal audit function was making the company better as a result of its assurance and advisory
work when an audit committee member approached him several years ago to share two choice
words: “You're relevant.”

Relevance means having demonstrable, practical bearing on the matter at hand. In this case, the board
member was referring to internal audit’s positive impact on the outsourced aircraft and aviation services
company (which provides exclusive training to Air Force One pilots). Although Windeknecht portrays
the compliment as a “turning point,” he also emphasizes that he and his staff have moved beyond the
achievement of relevance by applying their hard-earned credibility to finding new ways to help Atlas
achieve its strategic goals.

Similar turning points crop up in nearly all of the 16 internal audit profiles within this volume.

To celebrate the tenth anniversary of this book, we asked internal audit executives from some of the
world’s leading organizations to look back on the evolution of their function during the past decade,
in addition to weighing in on what the future may hold for the internal audit profession. At their core,
these engaging accounts of internal audit’s evolution tend to cover a number of major transitions:
from the shadows of Sarbanes-Oxley compliance to the frontiers of enterprise risk management
(ERM), from tactical practitioners to strategic business partners, from internal controls and finan-
cial audits to risk management and governance, and from assurance-only to assurance and advisory.

Although the profile subjects once again this year represent a diverse slate of industries and confront
unique strategic risks, their approaches to fostering internal audit functions that contribute to their
organizations’ overall success remain remarkably similar. What’s even more striking, however, is the
extent to which this year’s profiles describe and build upon themes identified in the previous nine
Internal Auditing Around the World installments in regard to how their functions have progressed in the
past 10 years. Among other concepts and practices, these themes include adding value as a business part-
ner, becoming more collaborative, investing in technology-enabled auditing, and embracing a risk-based
auditing approach.

For instance, Bupa Director of Internal Audit Nicola Wood reports that her staff regularly monitors the
healthcare company’s business transformation and IT initiatives for potential risks. “[M]ajor change
projects are always under way,” she notes. “We get involved at the early stages of these initiatives, so
we can work alongside the business to help add value.” As Booz Allen Hamilton’s internal audit func-
tion launches an ERM program and adopts advanced data mining and continuous auditing technology,
the consulting firm’s Director of Internal Audit Sandra Masino has enhanced her team’s flexibility,
expertise and agility through a collaborative approach that extends beyond the public company’s four
walls. “We have a core audit team, but we reach out to external resources when we need them,” she
shares. “I think that’s happening more and more across industries in the overall execution of internal
audit. Internal audit leaders have had to recognize that and tap into the right relationships.”

! Sandberg, Sheryl, Lean In: Women, Work, and the Will to Lead, Knopf, 2013.
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Internal audit’s global scope — and its ever-present need for greater efficiency and greater reach — also
figures prominently in these profiles. For instance, Barclays PLC Head of Internal Audit Michael
Roemer has guided his group through a period of tremendous cultural change at the financial services
giant: Most of the 600 audits the team conducted last year included separate reviews of risk, culture
and fraud. Roemer also spearheaded the effort to redesign and simplify Barclays’ governance, risk and
compliance (GRC) framework as part of the company’s transformation. “GRC is now built into the
onboarding process for the organization, and it’s a part of every employee’s accountabilities and perfor-
mance assessment at the end of the year,” he reports.

The magnitude of change that has taken place within these internal audit functions during the past
decade may be staggering, but it is not entirely surprising given the nature of economic upheaval (an
historic global financial crisis), regulatory change (the finalization of the Sarbanes-Oxley Act, as well as
Dodd-Frank and the Basel Accords, to name only the largest), and technology-fueled transformation
(social media, big data and the emergence of powerful analytics tools). As these leading internal audit
executives look ahead, it is clear that these forces will enact more frequent and intense changes to their
enterprises and, in response, to the nature of internal auditing itself.

For example, this year’s profile subjects refer to still-emerging concepts such as values-based auditing
and behavioral monitoring; and Kangping (Kevin) Shi, head of internal audit, control and compliance
at Baidu, uses the term “modern auditor” to portray the way his team is simultaneously becoming
more risk-focused and technologically empowered. Recent Protiviti thought leadership uses a related
phrase, “Future Auditor,” to describe a dozen ways that internal auditors will contribute value in the
coming decade.? Some of these contributions include:

* Providing early warning on emerging risks

* Broadening the focus on operations, compliance and non-financial reporting issues
* Improving information for decision-making across the organization

* Watching for signs of a deteriorating risk culture

Given the pace and magnitude of business change, as well as the broad nature of these 10-year anni-
versary discussions, it initially seems difficult to pluck a single theme from this collection of profiles. A
deeper look, however, suggests that a single concept very much unites the themes these internal audit
executives describe: strategic leadership.

In the past 10 years, most internal audit functions invested the sweat and smarts necessary to establish
relevance. Today’s leading internal audit functions are moving beyond relevance to the type of strategic
leadership that brings about and sustains impactful improvements. The future auditor will conduct
even greater levels of collaboration, wield more powerful technology, and assume an even sharper risk
focus while taking on a greater leadership role, as well. The two qualities that Pan American Silver
Corp. Director of Internal Audit Hik Park often hears his audit committee chairs identify as must-
haves for internal auditors are business acumen and humility. Neither of these traits can be learned

in business school; they must be acquired on the job and, increasingly, through the internal audit’s
growing leadership activities throughout the organization. That helps explain Park’s rosy forecast for
internal audit in the coming years as a “trusted adviser.”

Protiviti
June 2014

? The Bulletin, “The Future Auditor: The Chief Audit Executive’s Endgame,” Volume 5, Issue 6, Protiviti, 2014:
Wwww.protiviti.com.
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' ABN-AMRO

Company Headquarters — The Netherlands
Number of Countries Operates in — Approximately 30

Number of Employees in Company —22,289 (as of
year-end 2013)

Industry — Banking

Annual Revenues — US$10 billion (as of Dec. 31, 2013)
Number in IA Function — 140

Number of Years IA Function Has Been in Place — At least 30

IA Director/CAE Reports to — Chairman of the Managing Board
of ABN AMRO and Chairman of the Audit Committee

“Internal audit functions should not be simply putting recommendations on paper and
waiting for management to take action. The internal audit functions should take the

action, spearheading change and improvement.”

John Bendermacher

ABN AMRQ’s Chief Audit Executive Looks Back at a Decade
of Change

ABN AMRO, a Dutch bank headquartered in the Netherlands, provides products, services and financial
advice for retail, private and commercial banking customers around the world. John Bendermacher is
the chief audit executve for ABN AMRO, leading the company’s Group Audit function, which consists
of 140 audit professionals who provide assurance and added value to ABN AMRO management, along
with a host of strategic objectives, including:

* Risk-based and scalable audit planning

* A flexible, highly capable staff

* An audit approach aligned with quality communication and solution management
* Follow-up monitoring

¢ Cooperation within the bank’s “three lines of defense”

In the past 10 years, ABN AMRO has undergone significant organizational change — what was once an
organization with 80,000 employees across 70 countries was subject to a merger and a de-merger before
it was ultimately split up and then nationalized. “Throughout all of that change, Group Audit remained
a strong entity within the bank,” Bendermacher says. “Some functions had to be built again from the
ground up, but Group Audit survived with a solid position as a highly valued partner to the bank’s vari-
ous business units.”
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Three lines of defense

The three lines of defense model, which has been implemented in many financial institutions, involves
three tiers of assurance for the organization: The first line of defense is typically provided by opera-
tional management; the second line is owned by risk management and compliance; and the third line
is internal audit.

“Fifteen years ago, the internal audit profession as a whole was primarily focusing on financial audits.

In a sense, I see that trend returning a bit, as regulators are seeking more assurance and comfort around
regulatory reporting, especially with financial institutions and insurance companies,” Bendermacher
says. At the same time, the regulators are asking that attention be paid to fundamental principles related
to how to build and maintain an organization’s governance structure. “Right now — and for the past two
to three years — we have seen a shift toward more governance control auditing, management control
auditing, and soft controls auditing,” he says. “There is a certain set of highly sought-after and critical
skills to be gained, and experience to be leveraged, by conducting these types of audits. Five to 10 years
ago, the Group Audit function conducted a great deal of internal control testing. Recently, that nature of
testing was moved to the second line of defense.”

An impending IPO

According to Bendermacher, while the skill sets of audit leaders have changed over the past 10 years,
they have not changed enough. The skills and experience levels that he thinks will shape the next gen-
eration of audit leaders include more governance skills, regulatory and legal acumen, and soft-control
assessment capabilities. Certainly, this will be true in the coming years at ABN AMRO.

“After ABN AMRO was nationalized, the Minister of Finance has had to decide when the bank will go
public again,” Bendermacher says. “This will most likely take place in 2015 or 2016. Between now and
then, when the IPO is issued, it is critical that the governance, risk management and internal control
structures of the bank are firmly in place. This has been a wake-up call for all of us, in many ways. Our
board of directors has encouraged all of the business units, and leadership, to establish clear action plans
in order to fill every gap and fix every deficiency that we see so that we can provide regulators, external
auditors, and all other stakeholders with the assurance that we are ready for any due diligence.”

Taking action

In the Netherlands, many internal audit functions are working the way they should by providing
assurance to their organizations’ risk management and control structures, while also implicitly adding
value. However, according to Bendermacher, there are still improvements to be made. “Internal audit
functions should not be simply putting recommendations on paper and waiting for management to
take action,” he says. “The internal audit functions should take the action, spearheading change and
improvement. We have to make sure that any and all opportunities for improvement are realized.”

Bendermacher says that the optimal way to conclude an audit is to conduct a closing meeting, describe
the findings and the risk, and together, identify the actions, including who owns each action and how
deadlines will be met. Reporting should provide senior management with the solutions, not with the
problems. “If you wait, it takes much longer to get the action going,” he says.

While Bendermacher has only been in his current position for about six months, he takes a long and
strategic view of the Group Audit function. He says that the key benefits that ABN AMRO has realized
from the strong positioning of the Group Audit function include the overall strength of Group Audit
in the bank’s governance structure and the fact that Group Audit has become a truly trusted partner, by
both the board of directors and senior management alike. “Everyone knows what we are doing, accepts
our role, and works with us,” he says. But the work, and the change, has only begun for him and his
management team.
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“We have recently realized that our audit planning has to be much more flexible than it was before,
especially since the primary project of the bank now is to be compliant with the scrutiny and regu-
lations imposed on us by the European Central Bank. From a Group Audit point of view, we have
to accomplish many things, and this can only be achieved through a flexible planning and staffing
approach,” he says.

A decade’s worth of trends and change

An emphasis on controls, stemming from legislation, as well as from an evolving public perception of
corporate governance, has had the biggest impact on the internal auditing profession in the past decade,
according to Bendermacher. “These are very important trends we have seen over the past 10 years,”

he says. “They mean that internal auditing has shifted from controls testing to a much broader view of
management and governance controls. The implementation of the three lines of defense has also been
important, at least in the Netherlands,” he adds.

In the past decade, many organizations have made a priority of integrating risk management into
their processes for formulating and executing audit plans. This intensified focus on risk manage-
ment created benefits for ABN AMRO by shifting the roles and responsibilities of the Group Audit
function. “Evolving away from controls testing toward high-quality assessment of governance and
management controls means that you need auditors who are more experienced, who have seen more
and understand more,” he says. “They must be prepared to embrace management control framework
knowledge — such as COSO - and they need to have a more comprehensive internal auditing and
internal controls background.”

Bendermacher also maintains that the development of a common risk management language is
essential. “We have to align the wording and the systems of risk analysis with operational risk man-
agement and compliance,” he says. “This is an opportunity that must be seized. Currently, risk
management, compliance and audit are too siloed. Adopting a common language and view of risks
would help tremendously. We should also work more closely with external auditors, who have made
great strides in controls testing; for example, the types of testing we conduct at the bank. So it makes
sense to work together, and collaborate more closely with senior management, to understand what
worries them and what they would like us to be auditing. All of these factors should have an impact
on our risk analysis. It would be highly constructive to have all of this input in the coming years.”

Changes in technology and a new awareness of control

ABN AMRO, like most financial institutions and other organizations around the world, lever-
ages technology and audit tools to streamline workflow, improve testing, and communicate audit
findings to stakeholders. “All of these tools have of course had their impact over the past decade,”
Bendermacher says. But technology also ushers in risk.

“Data quality and data warehousing — in those areas I have seen many changes. Cybercrime and
cloud computing have created very real risk. Banks are helping each other, and in the Netherlands,
the larger banks are very effective and fast in reacting to these threats, but the danger is growing. In
this era of increased threats, internal audit should play a role in continuous auditing and monitoring
of all traditional and emerging risks.”

Bendermacher says that 10 years ago the main focus was on key controls, a focus that spread from
the United States to Europe in the wake of Sarbanes-Oxley. “I said then, let’s not overemphasize the
key controls. Being in control is not only about key controls — you have to look at non-key and soft
controls, too. Otherwise, you will develop a lack of real internal control awareness. You will rely too
heavily on simply checking off the boxes. In my opinion, that era actually eroded true control.”
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The decade ahead

In the next decade, Bendermacher expects to see the reporting line of internal audit become more
independent, and reporting of non-financial risks to be combined between the second and third lines
of defense. He would also like to see a stronger stance on solution management — not simply the
writing of recommendations, but true communication and follow-up.

“I think that skill sets will need to continue to change and evolve,” he says. “The internal audit
professional will need to broaden skills. More communication skills, more comprehensive business
knowledge, a broader definition of control, a greater awareness of technology-related risks, and a
better understanding of how to connect all the dots for senior management to take action.”

“The key takeaway is that CAEs embracing the future auditor vision are better positioned
to demonstrate to executive management and the board the value contributed by internal
audit through their comprehensive risk-focus and forward-looking, change-oriented and
highly adaptive behavior.”

— “The Future Auditor: The Chief Audit Executive’s Endgame,”
The Bulletin, Volume 5, Issue 6, Protiviti,
www.protivit.com/en-US/Pages/The-Bulletin.aspx
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AT1I4AS A

Company Headquarters — United States

Number of Countries Operates in — 124

Number of Employees in Company — 1,800

Industry — Aviation

Annual Revenues — US$1.6 billion (as of Dec. 31, 2013)
Number in IA Function — 7

Number of Years IA Function Has Been in Place — 9

IA Director/CAE Reports to — Audit Committee and Chief
Financial Officer

Internal Audit Reduces SOX Burden to Raise Profile and
Help Atlas Remain More Risk-Focused

Atlas Air Worldwide (Atlas) is the world’s largest operator of Boeing 747 freighter aircraft. It moves just
about everything: military vehicles, Formula 1 race cars, rock stars, Olympic hockey players, thorough-
bred horses, college marching bands and more. Atlas also provides exclusive training to the pilots of Air
Force One, the U.S. president’s aircraft. Atlas is the parent company of Atlas Air, Inc., which launched in
1993 with one aircraft, a Boeing 747-200, to become a leading global provider of outsourced aircraft and
aviation operating services for commercial and military customers.

Atlas reported revenues of US$1.6 billion in 2013. Based in Purchase, N.Y., the company has four pri-
mary operating segments: ACMI, AMC Charter, Commercial Charter and Dry Leasing.

* ACMI: Historically, the core of Atlas’s business has been providing cargo aircraft outsourcing
services to customers on an ACMI (aircraft, crew, maintenance and insurance) basis in exchange
for guaranteed minimum revenues at predetermined levels of operation for defined periods. Also
included in the ACMI segment are the results of operations for CMI. CMI provides crew, mainte-
nance and insurance services, with the customer providing the aircraft.

* AMC Charter: This segment primarily provides full planeload charter flights to the Air Mobil-
ity Command (AMC). In addition to cargo flights, the AMC Charter segment includes passenger
flights, which the company began providing in the second quarter of 2011.

¢ Commercial Charter: Atlas’s Commercial Charter business segment provides full planeload
cargo and passenger capacity to customers for one or more flights based on a specific origin and
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destination. Commercial Charter customers include charter brokers, cruise ship operators, freight
forwarders, direct shippers and airlines.

* Dry Leasing: Atlas’s Dry Leasing segment provides for the leasing of cargo and passenger aircraft
and engines to customers. Through this segment, customers are provided a specific aircraft or
engine without crew, maintenance or insurance.

Charles Windeknecht has been vice president of internal audit for Atlas for six years. He reports directly
to the board’s audit committee, and administratively to the chief financial officer. Atlas’s team of seven
internal auditors is based at the company’s headquarters. The function is provided additional support
through outsourcing arrangements as business needs and audits dictate.

The internal audit department at Atlas was established in 2005. “When I got here, the function was
driven primarily by Sarbanes-Oxley (SOX) testing,” says Windeknecht. “The internal audit team did not
seem to be achieving all that it was capable of. They did not have a prominent position within the orga-
nization and therefore may not have had the credibility to be completely effective.”

Windeknecht made improving internal audit’s image in the organization a top priority. “In my first two
months at the company, I met with all of the department heads and the leadership team and asked them,
‘What'’s your view of internal audit?’ I wanted to know their perceptions to better understand our cur-
rent state. I also conducted a self-evaluation against The Institute of Internal Auditors’ Standards and
shared the results with management. The Standards provided a reference point and helped us to identify
a number of gaps and other issues.”

Less SOX, more focus

One issue that was making it difficult for the internal audit function at Atlas to build a positive image was
the way it performed audits and presented findings — in short, there was no defined process. “So, I got
right in the middle of it, right away, to address this,” says Windeknecht.

"Trimming down the amount of SOX work was job one, according to Windeknecht, because the burden
of that work was preventing internal auditors from focusing on anything else. “SOX gave life to the
original internal audit function here, and that was good. But we were devoting more than 10,000 hours
per year to testing. The hard part was that I couldn’t get a sense of how efficient or effective those hours
were. | told management and the audit committee that we had a lot of focus on financial reporting risk
and not much else — and that became an important area of focus for me.”

Windeknecht says the internal audit function at Atlas has made a “tremendous amount” of progress
since defining their current state and setting a course for greater efficiency and effectiveness. One
milestone was achieved in 2010, when an audit committee member approached Windeknecht and said,
“You’re relevant.”

“That was a turning point,” Windeknecht says. “It was clear we were on the right track, and people were
noticing internal audit and the good things we were doing.”

"The second milestone, according to Windeknecht, was earning high marks for the internal audit
function following an independent third-party review in 2012. “It was a testament to our efforts to con-
tinually improve,” he says. “Now, everyone on the team thinks to ask, ‘How can we do this better?’”

A chronology of risk

"Today, the strategic objective of the internal audit function at Atlas is to provide independent assurance
that the company’s risk management and internal control processes are working effectively so it can
achieve its strategic goals. The internal audit function’s objective is to be a business partmer and a trusted
adviser to management. The team’s mission is to provide an independent and objective assessment of
strategic, operational, financial, regulatory, and information technology risks and control effectiveness to
management and the audit committee, according to Windeknecht.
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He says, “We recognize and accept the role of being one of the company’s key risk management pro-
cesses. We also want to deliver tangible value by making practical recommendations that help support
Atlas in achieving its strategic objectives.”

Another key objective for the company is, of course, making sure its aircraft are operating optimally.
Windeknecht says: “When they’re utilized, we’re making money. So, one of our key objectives as a com-
pany is to make sure we have great reliability and full utilization of our planes. Anything — safety issues,
compliance issues, security issues — that could impair our ability to have high degrees of reliability is a
concern. We work closely with management to ensure we have the proper controls in place to manage
the risks that could potentially impair our key objectives.”

As part of their annual risk assessment, the internal audit team at Atlas now provides a tool to help
management focus more on strategic issues. “We provide a chronology — a five-year view — of what the
top 10 strategic risks have been for Atlas,” explains Windeknecht. “This has had a significant impact on
moving the organization toward issues of strategic importance.”

Finding a voice

Another reason Windeknecht knows internal audit is now making more of a difference at Atlas is that
the team is being approached to do things outside of their traditional role, such as special projects and
consultative reviews.

Internal audit is also adding value to Atlas proactively. For example, the team introduced a survey on the
fraud risk assessment process and made it part of an important compliance review. When management
saw the results, they asked internal audit to do the surveys every year so Atlas could start trending the
data. “We plan to use this tool more, as appropriate, to build a database over time so we can spot trends
and potential risks,” says Windeknecht.

"The internal audit team is also working to help Atlas refine its risk management process, and make bet-
ter use of annual enterprise risk assessment findings to get more clarity and visibility around risks and
how well the company is managing them.

It has taken most of a decade for internal audit at Atlas to move squarely out of the shadow of SOX, earn
more respect, and have more of a voice in the organization — but Windeknecht says his job is far from
over. “I have to sell the credibility of the function every day because it’s too easy for people to see inter-
nal audit only in a traditional role,” he says. “I think it has been, and still is, a challenge for internal audit
functions everywhere to find their voice. You need credibility first, though — otherwise the voice is not
heard as well, or at all. But to earn credibility, sometimes you have to push back. The trick is learning
how to do it right.”
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Company Headquarters — China

Number of Countries Operates in — 6

Number of Employees in Company — 31,000

Industry — Internet Services

Annual Revenues — US$5.3 billion (as of Dec. 31, 2013)
Number in IA Function — 30

Number of Years IA Function Has Been in Place — 10

IA Director/CAE Reports to — Chief Financial Officer and
Audit Committee

Internal Auditors at Baidu Look to Data Analysis to Help
Make Risk Assessments Less Subjective

Baidu operates Baidu.com, the most widely used Chinese Internet search engine in China — and in the
world. Headquartered at the Baidu Campus in the Haidian district of Beijing, Baidu is the largest Inter-
net provider in China and employs 31,000 people around the globe. The company’s name was inspired
by a poem about the persistent search for the ideal, written more than 800 years ago during the Song
Dynasty; the literal meaning of the word “Baidu” is “hundreds of times.”

Baidu was founded in 2000 by Internet pioneer Robin Li, who is now the company’s chief executive
officer. Li started Baidu with a mission to create an Internet search engine that provides intelligent,
relevant search results specifically for a Chinese audience. According to Baidu’s website, the company
attributes its success largely to its “deep understanding of Chinese language and culture.” It underscores
the extreme complexity of the Chinese language, and the challenge of serving the more than 560 million
Internet users in that country effectively, by noting that there are at least 38 ways of saying “I.”

In addition to China, Baidu operates in Brazil, Egypt, Japan, Indonesia and Thailand. It offers more
than 50 Internet and web search services, as well as the world’s largest user-generated Chinese-language
encyclopedia (similar to Wikipedia). The company also offers Wireless Application Protocol and PDA-
based mobile search. Baidu listed on NASDAQ in August 2005 and in December 2007 became the first
Chinese company to be included in the NASDAQ 100 Index. It reported 2013 revenues of US$5.3 bil-
lion — a 43 percent increase from 2012.

! “The Baidu Story,” Baidu.com: http://ir.baidu.com/phoenix.zhtml]?c=188488&p=irol-homeprofile.
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Kangping (Kevin) Shi is head of internal audit, control and compliance for Baidu; he joined the company
in 2011 after working as a financial controller for a leading global software company. He reports directly
to the company’s chief financial officer, with a soft line to the board audit committee. Shi has 30 direct
reports in the internal audit department, and all are based in China.

Moving toward a consulting role

Internal auditors at Baidu are organized into three teams: One team is responsible for traditional audits,
such as financial and process audits; another handles all information technology (I'T) audits, including
audits of Baidu’s infrastructure and internal systems; and the third is responsible for construction audits.
The company established the third internal audit team because the business has taken charge of building
its own facilities to keep pace with its rapid growth; as of April 2013, Baidu had four major construction
projects under way in China.

According to Shi, the internal audit team’s short-term goals are to help Baidu balance risks, and improve
processes throughout the organization so it can save costs and increase efficiency even as the company
grows rapidly. Longer term, Shi says the internal audit function looks to assume a more strategic role,
providing consultation to the management team and helping to facilitate more informed business
decision-making.

The internal audit function at Baidu has been in place since 2004; initially, the department had only two
auditors performing basic audit work. In 2005, the team was expanded to help Baidu meet compliance
demands related to Section 404 of the U.S. Sarbanes-Oxley Act (SOX). Under Shi’s direction, the inter-
nal audit staff has more than doubled from 12 to 30 since 2011.

“The risk landscape for Baidu is growing just as fast as the company is,” says Shi. “We need more people
in the department specifically so we can cover more risks, especially as Baidu makes more acquisitions
and builds its presence in markets around the world.”

Baidu has been in a strong acquisition mode of late, starting with the purchase of video portal iQiyi in
2012. In 2013, the company acquired Android app store 91 Wireless, group buying site Nuomi, video
portal PPS, and e-bookstore Zongheng. Baidu has plans for more acquisitions in the near future as it
looks to expand its presence in three target regions: Southeast Asia, the Middle East, and North Africa.

Watchdog and partner

While compliance work still consumes a significant amount of the internal audit function’s time at
Baidu, Shi also credits SOX demands with helping to raise internal audit’s profile in the business.
“Another benefit of SOX work is that it helps new auditors to learn the business very quickly because
they have to interact with many people and groups across the organization,” he explains.

Shi says he believes more people at Baidu are starting to view the internal audit function as an objective
consultant to the business, although his team must still devote a lot of time to explaining their purpose
to others. “I think the internal audit function is viewed as both a watchdog and a partner — it depends on
which people you ask,” says Shi. “Ideally, we would like to reach a point where we can spend half of our
time on traditional audit work, and the other half on consulting to the business.”

Baidu’s internal audit team is currently trying to add value to the company in three specific ways, says
Shi. One is by staying apprised of technology trends and developments, both inside and outside of
Baidu. “We need to focus on technology risks because every day there are new ideas and innovations
emerging. And for a business like Baidu, any new advancement in technology could have a significant
impact on our structure, strategy and profitability,” says Shi.
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Second, the internal audit function is proactive about sharing best practices throughout the business —
particularly with newly acquired companies that need to adapt to Baidu’s approach to risk and control.
Shi says, “Internal audit has a broader view of the company than other functions, so we can more easily
see opportunities to apply knowledge and processes that can benefit different parts of the business.”

The third way internal audit is working to add value at Baidu is by consulting to management and the
board. This is not the same level of consulting Shi envisions for internal audit in the future. Internal
audit is working its way toward that goal by encouraging proactive discussions with management and the
board about risks. Shi says this dialogue is helping to build awareness at senior levels within Baidu that
the function can offer much more than just traditional auditing work.

Data analysis and the modern auditor

Baidu’s internal audit department is much larger than functions in most Chinese companies, according
to Shi. He says that in China, the typical role for internal audit is essentially a “policeman,” with a strong
focus on SOX work. In these types of functions, he says, “traditional thinking prevails” as most auditors
typically come from an accounting background and think of themselves primarily as “financial people.”

Shi says these types of auditors cannot help companies navigate risk and move forward: “I feel it is very
important for internal auditors today to understand the business — what it really does, what its objec-
tives are, and what people in the business are concerned about. You cannot understand risk if you do not
understand the business.”

The biggest trend in internal auditing during the past decade, according to Shi, has been the transfor-
mation in many countries and organizations of the traditional auditor into a “modern auditor.” The
modern auditor has a more risk-based perspective toward the business and to their auditing approach,
Shi says. This type of auditor also relies on data analysis to help identify risk — which is what internal
auditors at Baidu are doing now. “Risk is somewhat subjective, but data is objective,” Shi explains. “I
expect to see more internal auditors using data analysis more often in the future to determine potential
risks and issues.”

To succeed in the coming decade, Shi says internal auditors will need the ability to learn the business
fast; communicate issues effectively, like consultants; and identify risks and opportunities for their orga-
nizations. If they can do all three, they can break away from their traditional role.

“Management will not pay much attention to the function otherwise,” says Shi. “So, the biggest chal-
lenge for the internal audit profession in the next decade, in China and elsewhere, is doing a better job
of demonstrating our ability to help businesses grow and reduce risk, so they can be healthier.”

Of course, as internal audit expands its role, maintaining objectivity will remain an imperative.
“There is a red line internal auditors cannot step over,” says Shi. “We will always need to be mindful
of striking the right balance between building stronger relationships with the business and maintaining
our independence.”
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% BARCLAYS

Company Headquarters — United Kingdom

Number of Countries Operates in — 50+

Number of Employees in Company — 140,000

Industry — Financial Services

Annual Revenues — GB£28 billion (as of Dec. 31, 2013)
Number in IA Function — 621

Number of Years IA Function Has Been in Place — 100+

IA Director/CAE Reports to — Audit Committee and Chief
Executive Officer

A Time for Transformation: Internal Audit Helps Guide
Barclays in Mission to Become “Go-To” Bank

Barclays PLC can trace its roots back to 1690, when two goldsmith bankers, John Freame and Thomas
Gould, started trading in Lombard Street, London. More than 300 years later, the financial services pro-
vider has built an extensive international presence in more than 50 countries across four continents. It’s
also credited with a number of firsts, including offering the first credit card in the United Kingdom in
1966 — the Barclaycard — and introducing the world’s first automated teller machine (ATM) in 1967.

Barclays’ operations include personal banking, credit cards, corporate and investment banking, and
wealth and investment management. The company reported GB£28 billion in revenue in 2013. The
major U.K. retail bank operates Barclaycard under its own brand in the United Kingdom, Germany, and
several other countries, and offers a cobranded card in the United States. Barclays is also a major invest-
ment bank in the United States and the United Kingdom. Additionally, it has a major presence in Africa,
operating in 14 countries on the continent.

Michael Roemer joined Barclays as head of internal audit in January 2012, taking over the role from an
interim chief auditor. He came on board in a year that would prove to be one of Barclays’ most challeng-
ing in its long history. First, the company was changing its shape, moving from a federated or vertical
model to a more horizontal structure. Second, while it was in the process of restructuring, the LIBOR
scandal hit in July 2012, and both Barclays’ chairman and chief executive resigned soon after.

As was subsequently recognized by a number of parties, including the investigating authorities, the
fact that the LIBOR submission process was an unregulated activity — and until the financial crisis, was
deemed low risk — meant that there was not the level of focus on scrutinizing this activity as compared
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to others deemed higher risk. Part of the bank’s philosophy is to ensure it seeks to learn from these
instances for the future.

A fundamental but necessary shift

In August 2012, Barclays named a new chief executive, Antony Jenkins, who was previously chief execu-
tive for Barclays’ Retail and Business Banking business. He launched a transformation program with a
corporate goal of turning Barclays into a “Go-To” bank. Roemer says, “It sounds simple, but it’s a very
complex goal to achieve.”

As part of this effort, Barclays developed a Purpose and Values program and framework for the entire
organization. Barclays’ newly defined purpose is “to help people achieve their ambitions — in the right
way.” The company also has committed to measuring and rewarding its people “not just on commercial
results, but how they live [Barclays’ values].” Those values include respect, integrity, service, excellence
and stewardship. All 140,000 employees at Barclays are required to participate in structured training spe-
cific to this program.

This new focus for Barclays is a fundamental but necessary shift, says Roemer: “Senior leadership
discussed the impact of what the behaviors and attitudes of a few people in the company had done to
Barclays’ reputation, brand and market capitalization. Out of these discussions came an understanding
that Barclays’ culture needed to change.”

Another part of Barclays’ transformation, according to Roemer, is a concerted effort to try to make
every strategic and tactical decision through the “lens” of the customer. “If we’re going to create a new
product, for example, we consider why we’re creating it, which customers will use it and how they will
benefit, and whether the product is priced fairly and is easy for customers to understand,” he explains.

Focus on the “Four P’s”

Like Barclays itself, the company’s internal audit department has a long history. The function began in
the late 19th century as the “Inspection” department, which employed one inspector. Today, there are
621 internal auditors on Barclays’ internal audit team.

When Roemer arrived at Barclays in 2012, he spent time gathering feedback from clients, regulators
and auditors. Through that effort, he identified opportunities to move the internal audit function to
the next level and implemented a “very robust people agenda” for internal audit. This includes sharing
the performance objectives of the chief auditor, which are set by the board audit committee. “These
are publicized to the whole group and the performance objectives for the rest of the team cascade from
them,” Roemer explains.

Roemer also instituted the “Four P’s” concept in the function: people, partnership, process and perfor-

mance. Each of the P’s is designed to help internal audit at Barclays focus on becoming more effective.
For example, Roemer says the “people” aspect includes initiatives such as a guest auditor program, and
efforts under “partnership” include moving internal audit away from its image as a “police function” and
more toward becoming a strategic partner with management.

“Process” was definitely an area with opportunity for improvement, says Roemer: “We were conducting
about 300 audits per year — 3,000 hours per audit, 20-30 pages per report. It was difficult for the business
to understand what was important. So, we retooled our methodology and simplified the technology our
auditors were using. In the old system, 400 fields of data were required to start an audit. Now, it’s down
to 70, and we’re trying to reduce that number even further.”

These changes have allowed Barclays’ internal audit team to expand their coverage significantly. “In
2012, we conducted 450 audits. Last year, it was 600. In 2014, we expect to reach 700,” Roemer says.
“The audits now average about 600 hours, and they’re much more focused. We use a risk assessment
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to fine-tune our approach. Reporting is also simplified; our reports are mobile device-friendly and now
average three to six pages.”

Another change: Internal audit has added a management control approach rating to complement both
its control environment assessment and Barclays’ Purpose and Values program, Roemer says. Addition-
ally, as of 2014, most audits at Barclays now include reviews of risk, culture and fraud.

Roemer spearheaded the effort to redesign and simplify Barclays’ governance, risk and compliance
(GRC) framework as part of the company’s transformation. One outcome of this effort is a comprehen-
sive guide, available on the company’s website, that outlines how Barclays operates — from its governance
structures and control environment to employees’ code of conduct and management’s strategic decision-
making process.

“Internal audit is now the facilitator and champion of GRC across the organization,” says Roemer.
“GRC is now built into the onboarding process for the organization, and it’s a part of every employee’s
accountabilities and performance assessment at the end of the year.”

A destination for top talent

When Roemer joined Barclays as head of internal audit, one of his goals was to help make Barclays the
employer that “every internal auditor in the world wants to work for.” He says he wants the company
to be known for its emphasis on professional development for internal auditors, and its effective use of
technology to help save the audit team time and “free up their minds.”

Roemer says the company is making progress: “The changes we have made so far are intended to help
remove bureaucracy. As a result, we’ve been able to expand our audit coverage exponentially without
increasing the size of our staff. Also, our continuous auditing and monitoring work is leading to a more
predictive and proactive approach to risk and audits. Our internal auditors now have more time to look
at risk and understand the business.”

Other results, according to Roemer, include a “dramatic” decline in turnover in the department. Internal
audit is receiving more requests from the business to conduct audits. The chief auditor is now invited

to every executive committee meeting. And people in the organization are clearly starting to view the
function differently. Roemer says: “In January 2014, we had 100 requests to participate in our guest
auditor program. The view now internally is that internal audit is a fun place to work, as well as a place
to develop professionally and make a huge impact on how Barclays does things in the future.”

He adds, “I do think that since the financial crisis the internal audit function, especially in the financial
services industry, is looked at more as a place of reason — and as the conscience of the organization.
When internal audit is supported and viewed in a positive way by the organization, it can be a very excit-
ing place to be.”
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Booz | Allen | Hamilton
100 YEARS

Company Headquarters — United States

Number of Countries Operates in — 17

Number of Employees in Company — 23,000

Industry — Management and Technology Consulting Services
Annual Revenues — US$5.8 billion (as of March 31, 2013)
Number in IA Function — 13

Number of Years IA Function Has Been in Place — 5

IA Director/CAE Reports to — Audit Committee and Chief
Financial Officer

Booz Allen Hamilton Internal Audit: Value-Adding Partners
from the Beginning

Sandra Masino is the recently appointed director of internal audit of Booz Allen Hamilton Holding
Corporation (NYSE: BAH), the parent company of the strategy and technology consulting firm that
provides management consulting, technology, and engineering services to the U.S. government in
defense, intelligence and civil markets, and to major corporations, institutions and not-for-profits.
Masino oversees a team of 13 full-time auditors, supplemented by external contract providers. She
reports to the audit committee and the company’s chief financial officer.

The mission of the internal audit team is to provide independent objective assurance and consulting for
Booz Allen Hamilton (Booz Allen), while adding value and capturing opportunities for improvement
through effective risk management and governance.

In the current Booz Allen corporate structure, the internal audit function is only five years old. In 2008,
Booz Allen Hamilton Inc. spun off its old commercial consulting business as a separate company, and
Booz Allen Hamilton Holding Corporation was formed as the successor to Booz Allen’s much larger
government consulting business. The commercial business retained most of the legacy internal audit
group; Booz Allen Hamilton Holding Corporation (Masino’s company), now a FORTUNE 500
public company, had to build its own.

“The last five years have been focused on a shorter-term goal of setting up an internal audit function
for Booz Allen,” Masino says. “First, we focused on Sarbanes-Oxley compliance because we wanted to
become a public entity. That goal — along with executing our audit plan and achieving ITA compliance —
has been our focus. We have come a long way in those five years.”
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Now that the function is operating as planned, Masino intends to balance Sarbanes-Oxley work with
other areas of audit focus and reviews. “The company is launching an ERM (enterprise risk manage-
ment) program, and we have purchased a risk compliance tool that we are implementing,” she says.
“We also want to advance our auditing technique by using more sophisticated measures such as data
mining and continuous auditing. All of this adds up to significant change in the past several years, for
our company and our internal audit group.”

During the past few years, the fundamental internal audit skill set needs have not changed. “What has
shifted is the pace and expertise required in our work,” Masino says. “So I think it’s critical to have co-
sourcing outside partners. Given the level of expertise and rapid deployment needed, it’s simply not
cost-effective to fully staff for every situation. We have a core audit team, but we reach out to external
resources when we need them. I think that’s happening more and more across industries in the overall
execution of internal audit. Internal audit leaders have had to recognize that and tap into the right
relationships. Success in internal audit today requires savvy management and a flexible approach.”

Always adding value

When the focus of Booz Allen’s internal audit expanded over the past few years, beyond Sarbanes-Oxley,
it touched on the core values of the company, such as ethics and compliance. “We are seen as the experts
in process and controls,” Masino says. “In terms of adding value, we have felt valued and part of the
management team from the beginning. Culturally that understanding has always been in place. Whereas
other companies look at internal audit as a police force, that was never the case here.

“I think companies miss that opportunity when they do not tie the internal audit work to the organiza-
tion’s top-tier ERM concerns and mitigation opportunities — focusing on those issues that are keeping
management awake at night,” she adds.

"The ability to stay plugged in to management issues is largely dependent on where the internal audit
function is in this growth spectrum. For Masino and her team, getting plugged in meant first getting the
company SOX-compliant, setting up the function, and conducting client satisfaction surveys to analyze
and improve performance. Along the way, the audit work itself was becoming more and more value-
adding. “The point is, there should not be a timeline for adding value,” she says. “You need to be adding
value all the time.”

Now, as a strategic resource for Booz Allen, the internal audit team is able to enter into selected trans-
actions early in their life cycle to build control insights into the process. “When we get pulled into
strategic discussions, or into larger-impact audits, we can leverage our past experience, tools, methodolo-
gies and risk language,” Masino says. “In doing this, we can guide these strategic initiatives to proactively
build in strong controls.”

Trends with impact

"Trends important to Masino and her team include those that broaden the concept of control beyond
being strictly the purview of the internal audit function — such as the codification and publication of
guidelines related to ERM and governance, risk and compliance (GRC). “These guidelines and concepts
put forth that risk management is everyone’s job,” Masino says. “They have changed the expectation

of what internal audit is doing.” This does not mean lessening the requirements of internal audit, but
rather making it clear that everyone owns risk management.

“This also means that we have to be aware of business challenges and change,” she adds. “Proactive
involvement in key governance committees and routine touchpoints, particularly with senior manage-
ment, are important.”
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Technology, good and bad

While it is inarguable that technology has had a significant impact on the internal audit profession over
the past 10 years, Masino believes that there has been both an upside and a downside to the inroads it
has made. “The positive aspect is the advancement of electronic mediums, for example, the ability to
apply more real-time and robust audit tests, the evolution of work paper creation tools, and the develop-
ment of more sophisticated information sharing. Connecting across geographies, increasing efficiencies
— this creates opportunities for us.”

On the more challenging side, the fast-paced nature of technology creates risk, particularly in repu-
tation. The advancement of social media means the impact to a company’s reputation can be quick,
negative and widespread. The Booz Allen audit plan is constantly reevaluating the company’s focus on
these types of risk to keep pace with this continuous change.

“Information security is also a top-of-mind concern for most every business today,” Masino says. “It’s
critical that the internal audit function helps the business in an increasingly complex cyber threat
landscape. We focus on information security in our audit program. The basic security concepts in
cybercrime are the same as traditional threats, but given the sophistication of today’s environment,
you have to make sure that internal audit is well-coordinated with the I'T organization. When an audit
is in its planning phase, it’s important to arrange for the skills and the tests to validate that the right
things are actually working.”

To this end, Masino has created two audit teams: business process and I'T. “We have five people
in our function devoted to this I'T area. Having these skills in-house, making that investment, has
made a big difference.”

Everyone owns risk management

“Ten years ago we were all reeling from SOX,” Masino says. “We didn’t understand it. We were not
clear on internal audit’s role. There were so many questions: ‘How should we work with external audi-
tors? How do we best interpret the published regulations?’ This was a huge focus for me 10 years ago.
As a public company we have figured this out; we are still rightsizing but at least we know how to do it.”

In the upcoming decade, the focus will shift again. “At Booz Allen, everyone owns risks and controls,”
she says. “Internal audit is just one piece of the risk management framework. We need to advance our
collaborative risk management efforts to optimize the company’s position. For example, our five audi-
tors cannot manage the IT risks of a company; the pace of technology and the rate of change mean that
everyone who has a hand in I'T in the company has to have a risk mindset. A coordinated plan is also
necessary so that everyone is not testing or pulling samples on the same thing. Organizations benefit
from having a unified risk management platform and language.”

She adds, “The challenge is to balance the investment in people, tools and technology so that internal
audit can be as efficient and effective as possible. Just as important is integrating, collaborating and
coordinating with other risk management functions across the enterprise. This helps us to be more
proactively involved in the beginning — and more valuable over time.”
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Company Headquarters — United Kingdom

Number of Countries Operates in — 190

Number of Employees in Company — 70,000

Industry — Healthcare, Health Insurance

Annual Revenues — GB£9.1 billion (as of Dec. 31, 2013)
Number in IA Function — 20

Number of Years IA Function Has Been in Place — 20+

IA Director/CAE Reports to — Chief Financial Officer and
Chairman of the Audit Committee

24/7 Internal Audit Team Helps Bupa Pursue Ambitious
Growth Around the Globe While Managing Risk

“Longer, happier, healthier lives” is the purpose of global healthcare company, Bupa. Founded in 1947

as the British United Provident Association with a mission to provide healthcare to the general public,

Bupa funds and provides quality healthcare in a range of settings, including clinics, dental centers, hos-
pitals and long-term care facilities. Its services range from complex acute care to wellness management.
The company also sells medical insurance both domestically and internationally.

Bupa is a provident organization; it has no shareholders and therefore reinvests all of its profits back into
improving services for its more than 22 million customers in 190 countries. While Bupa is headquartered
in the United Kingdom, more than 70 percent of its profits come from its operations in international
markets, including Australia and Spain. The company employs about 70,000 people around the world. In
2013, Bupa reported group-wide revenues of GB£9.1 billion.

Bupa’s director of internal audit, Nicola Wood, has been with the company for 14 years. “One reason
Ive stayed so long is that Bupa is an incredibly dynamic organization,” she says. “It’s always changing
according to how it needs to grow. It’s always fresh. And everything we do at Bupa really does go back to
our purpose. We don’t just care for people when they’re sick. We help them to stay well.”

Wood reports to the chief financial officer at Bupa on an administrative basis and has “unrestricted
access” to the chair of the group audit committee. She oversees a team of 20 internal auditors spread
across Bupa’s operations and joint ventures in Australia, England, India, Spain, and in the U.S. city of
Miami, Fla. “They all report directly to me, so we are a truly independent third line,” says Wood.
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Technology goes a long way toward helping the internal audit team overcome its geographic diversity,
according to Wood: “We are a 24/7 operation. Australia can ask a question at the end of their day, go
home, and when they start work the next morning, the rest of the world has given their answers.”

An expanded scope for internal audit

Over the past 14 years at Bupa, Wood has seen many changes in the internal audit industry. But in her
view, new guidelines issued in 2013 by the Chartered Institute of Internal Auditors (CIIA), which repre-
sents the internal auditing profession in the United Kingdom and Ireland, have been perhaps the most
significant change of all — at least, for internal audit functions in the insurance sector. Effective Internal
Audit in the Financial Services Sector! has the overall aim of enhancing the effectiveness of internal audit
and its impact on the U.K. financial services industry, which includes insurance.

“This guidance has changed what we do, and will continue to do so as regulators start to measure our
performance against it,” Wood explains. “For example, our scope is now expanded to include risk and
control culture, outcomes of processes, real-time auditing of high-risk areas, and information presented
to the board for strategic and operational decisions.”

Since the CIIA issued its guidance, Wood says she’s been focused on helping her team to adapt to these
new expectations. This includes identifying and addressing any potential skills and resources gaps.
“We’ve added two more people to our team and we’re considering potential co-sourcing and guest audi-
tor arrangements,” she explains. “Those arrangements would enable us to look at areas, such as actuarial
and technical areas, that a small team of auditors would not necessarily have in their skill set.”

Wood points to the Solvency II standard as another catalyst for change for the internal audit industry in
the United Kingdom — and another reason why she’s adding more resources to her internal audit team.
Solvency II, a European Union directive, is scheduled to go into effect January 1, 2016. It requires insur-
ers to focus on managing all risks their organization faces and ensure that they have enough capital set
aside to provide reserve funds to cover all insurance claims they’re likely to receive.?

“We need to make sure we have the right skill set available to look at capital and risk in more detail,”
says Wood.

A delicate balancing act

The move in the business world in recent years to split internal audit and risk into two functions has
been another big change, according to Wood. But it’s one she believes has led to positive outcomes for
many organizations, including Bupa. “When I joined Bupa, the internal audit and risk functions were
handled by us — one team,” she says. “Now that risk is its own function, internal audit can be a true third
line of defense, with risk as the second line.”

She continues, “The emergence of dedicated risk teams — and the development of risk frameworks with
appetites and tolerances — is really strengthening the role of the chief risk officer, too. It’s helping to
ensure the CRO is at the top table with management, and that risk is seen as a function in its own right.
In our organization, we’ve also seen the emergence of very strong CROs in all of our business units, who
report to local directors, have a seat at the top table, and are very senior in the organization.”

While the internal audit team at Bupa may no longer be responsible for risk management, Wood says
they are still very risk-based in their approach and in their annual plan. Clinical risk is particularly on the
radar for a healthcare business like Bupa. “Our ambition is to be seen as a healthcare partner to millions,

U Effective Internal Audit in the Financial Services Sector: Recommendations from the Committee on Internal Audit Guidance for
Financial Services, Chartered Institute of Internal Auditors, July 2013: http://www.iia.org.uk/media/354788/0758 _effective_
internal_audit_financial_webfinal.pdf.

2

2 “Solvency II FAQs,” Association of British Insurers: https://www.abi.org.uk/Insurance-and-savings/Topics-and-issues/
Solvency-II.
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and we can’t be unless we really understand the clinical risks that the business faces and can manage and
monitor them properly,” Wood says.

Business transformation and I'T initiatives are other potential risk areas where Bupa’s internal audit team
works to add value: “In a dynamic organization like Bupa, major change projects are always under way.
We get involved at the early stages of these initiatives, so we can work alongside the business to help add
value. We're able to do more real-time auditing that way.”

Wood says her team always receives more audit requests from the business than it can address. “I think
that’s a good indication of the reputation we have and the desire from the business to have us help and
support them. I do think internal audit is viewed as a partner at Bupa. But ultimately, we report to the
board, and provide assurance over the governance, risk and internal controls facing Bupa. So, our pri-
mary customer is the board — the audit committee.”

She adds, “It’s a delicate balancing act, providing your primary customer with what they want and being
seen as a business partner to management.”

Support for ambitious growth

Another way Bupa’s internal audit function works to add value to the business is by conducting post-
acquisition reviews. “Bupa is very acquisitive. We did six major deals just last year,” says Wood. “Internal
audit looks at the acquisition process not only to confirm that management complied with controls in
place, but also to identify lessons learned and best practices to reference in the future. This is not some-
thing we would have done — or been asked by management to do — a decade ago.”

Wood says Bupa’s chief executive officer has announced “ambitious goals for Bupa” in terms of growth
for the next few years. “Internal audit, risk and compliance are fundamental to achieving that growth. If
you have poor controls, time is wasted correcting them,” Wood says. “We want the business to grow, of
course, but we also want to ensure controls are dealt with in a stable and sustainable way so energy can
be directed into developing the business.”

Talent recruitment: an ongoing priority

New regulatory demands, changing business models, and heightened expectations by stakeholders inside
and outside of Bupa are all prompting Wood to recruit a different type of auditor for her team than

she might have hired in the past. “Fourteen years ago I would’ve looked for the best internal auditors,”
she explains. “When recruiting, I look for the best future leaders for Bupa who can learn internal audit.
Internal audit is a place to come learn about the business, and then move out into the business.”

Like many audit leaders, Wood expects talent recruitment to be an ongoing priority, and challenge, for
her organization in the coming decade. That’s why she works closely with Bupa’s talent directors, and
also reaches out directly to potential candidates through the professional networking site, LinkedIn.

“To me, internal audit is all about the individuals. If I invest time to make sure I get the very best people
for the team, those with the potential to become great Bupa leaders, then we’ll have a strong internal
audit function with a great reputation,” says Wood. “Recruiting talent for internal audit is an investment.
I have to do it and I want to do it. It’s a non-negotiable part of my job.”
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ESTEE
L AUDER

COMPANIES

Company Headquarters — United States

Number of Countries Operates in — 135

Number of Employees in Company — 40,000

Industry — Consumer Products

Annual Revenues — US$10.2 billion (as of June 30, 2013)
Number in IA Function — 20

Number of Years IA Function Has Been in Place — 30+

IA Director/CAE Reports to — Audit Committee Chair and Chief
Financial Officer

The Changing Face of Internal Audit at Estée Lauder

Estée Lauder Companies, founded in 1946 in New York, is a world leader in makeup, skin care, fra-
grance and hair care products. Estée Lauder products are sold in more than 135 countries and territories
around the world.

Bob Tyler, corporate vice president and chief internal control officer, has been with the company for
more than 25 years. He leads a group of 20 professionals, and reports to the audit committee chair and
the CFO. The internal control team at Estée Lauder focuses on risk assessment, operational and com-
pliance reviews, Sarbanes-Oxley testing and compliance, and managing internal talent to ensure the
function is at peak performance in the midst of ongoing change and evolution throughout the company.

“Estée Lauder’s business model has changed significantly,” says Tyler. “Fifteen years ago we were basi-
cally a wholesaler. Today we are a wholesaler/retailer and in the near future, we will be our second
largest customer, apart from Macy’s. We are opening stand-alone company-branded stores in several
key global locations, such as Brazil, India, China and Africa, where high-end department store distribu-
ton does not presently exist. Instead of waiting for that distribution to happen, we are opening our own
branded stores including MAC, Clinique and Estée Lauder. The company is also increasingly ‘locally
relevant’ by developing products that align with ethnic skin around the world. We recently created a
skin care line named Osiao, specifically for Asia.”

Additionally, the Estée Lauder Companies’ portfolio contains major brands including Origins, Clinique,
Bobbi Brown, MAC, Jo Malone, Smashbox and Aveda, and has developed licensing agreements with
many designers, including Tom Ford, Ermenegildo Zegna, Donna Karan and Tommy Hilfiger.
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In this culture of change, the internal control team has to keep pace. “A decade ago internal audit was
viewed as a necessary function, one that had to be tolerated,” Tyler says. “Today, it’s a function that pro-
vides value. We have adapted our ERM (enterprise risk management) process over the years by adopting
a subcommittee ERM approach that deals with major topics such as reputation, strategy, technology,
human resources, emerging markets, and more. The subcommittees identify risks related to those topics,
and funnel the risks and related mitigation plans to the internal audit team for inclusion into their risk
universe and profile.” In addition, a member of the internal control team sits on each subcommittee in
order to have a voice in the process.

Developing strategies and new skills

"Ten years ago, the internal control function at Estée Lauder did not have a stated or defined strategy.
Five years ago, "Tyler and his team developed one, and presented it to executive management and the
audit committee. Now, they share the updates to the strategy and their progress once a year with senior
management and the audit committee. They also have quarterly updates on audit results with the CEO
and the heads of the company’s business functions.

The internal audit function today also has new skills criteria for its auditors. “We primarily recruit from
top accounting firms. We look for candidates to have the appropriate certifications (CPA, CIA or CISA)
or a master’s degree, or they have 18 months to get it to remain on the team. The company supports
their efforts to obtain these credentials with tuition reimbursement assistance,” Tyler says.

This requirement stems from collaborating with Estée Lauder’s external auditors. “They rely on the
work of the internal control department to the maximum allowed by professional standards related to
the SOX testing we do, so we need to demonstrate that we have a professional, educated group whose
work they can rely on. At the end of the day, Estée Lauder is a very competitive organization. The more
education and credentials you have, the better it is for your next opportunity here. I strongly believe in
the internal audit function being a talent developer and talent exporter for the company, so I encourage
my team to focus on their own improvement and growth.”

Taking the initiative

“I think that internal audit has to continually push the envelope,” Tyler says. “We have to proactively put
a lot of our services in front of business owners for them to see our value and capabilities and leverage
us. The real challenge is motivating business units to ask for our services. Sometimes people want to fix
things themselves, and not involve us. Eventually, of course, they have to involve us, and I explain that
we could have helped them earlier, and more effectively, if they came to us first.”

"Tyler now sits on the Corporate Ethics and Compliance committee along with the heads of the legal and
human resources functions and the CFO. Achieving this level of visibility and acceptance has at times
not been easy. “Again, it required demonstrating that internal audit provides value and insight,” he says.
“Be a proponent and take the initiative.”

Estée Lauder’s brands encompass a digital ecosystem made up of 17 websites. The internal audit team
works with the appropriate departments to ensure that the company has controls in place. It is important
that everything, from back-end integration to external-facing components such as social media, is consis-
tent. Reputation risk, cyber risk, e-commerce risk — all of these are top of mind for Tyler and his team.

“Years ago, the key area of concern for internal audit was identified risks,” Tyler says. “Today, we are
giving a lot more attention to evolving risks such as digital risks, including the pervasive threat of
cybercrime and the reputational risk associated with social media. We have accepted the challenge to
understand all of the exposures and controls and build a program around what we can do to validate
the effectiveness of those controls. In today’ digital landscape, if you have a real or perceived issue, the
whole world knows about it in 15 seconds.”
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Technology risks

Of all the factors that have contributed to the evolution of internal audit, technology is likely the most
significant. From automated work papers to audit tools and knowledge-sharing vehicles, the function has
been completely reshaped by technological advancements.

For Tyler, harnessing big data and understanding how best to apply analytics are two key areas for
enhancement in the coming years. “Few if any internal audit departments are going to have the addi-
tional headcount or resources to keep up. We have to be able to do our work more quickly and smarter,
and the only way we can achieve that is through technology. This represents the biggest opportunity for
us as a profession, and few are probably as knowledgeable or skilled today as they will need to be.”

He says that another challenge is to merge business process auditors and I'T auditors. “Right now, I have
a business process staff and an I'T staff. Over time, their skills will need to be blended,” he says.

The next chapter

“Internal audit is a much more interesting and challenging job than it was 10 years ago,” Tyler says. “A
lot depends upon how your company views the function. Some people hide behind the concept of inde-
pendence. While you have to adopt an independent view, you are still part of the company. There are
ways to be independent in a constructive, collaborative way and the more that internal audit can achieve
that balance, the better it will be.”

He believes that everyone needs to get comfortable with what the internal audit function can and should
do versus what it should 7oz do.

“We have to consider what management wants and what the audit committee wants,” Tyler says. “Many
times, those are different goals. The audit committee, which performs an oversight role, wants comfort
that processes and risks are well managed, that the numbers are correct, and that there is a system in
place to limit the potential for fraud. Management wants those things too, but they also want operational
and financial efficiencies. To satisty all of your stakeholders who are looking at risk from a top-down
basis and checking it from a bottom-up basis — that will be a challenge.”

“Internal auditors want to take their collaboration with business partners to a new level
— Internal audit’s longstanding desire to improve collaboration with the rest of the
business has intensified, as is evident in the priority that CAEs and respondents place
on communicating, and even marketing, the expertise and value that internal audit
provides to the rest of the enterprise.”

— Assessing the lop Priovities for Internal Audit Functions:
2014 Internal Audit Capabilities and Needs Survey, Protivit,
www.protiviti.com/IAsurvey
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1S

Company Headquarters — United States

Number of Countries Operates in — 110+

Number of Employees in Company — 39,000

Industry — Financial Services

Annual Revenues — > US$6 billion (as of Dec. 31, 2013)
Number in IA Function — Prefer not to disclose

Number of Years IA Function Has Been in Place — Prefer not to
disclose

IA Director/CAE Reports to — Audit Committee of the Board of
Directors

Security by Design at FIS

FIS™ is the world’s largest global provider dedicated to banking and payment technologies. With a long
history deeply rooted in the financial services sector, FIS serves more than 14,000 institutions in over
110 countries. Headquartered in Jacksonville, Fla., FIS employs more than 39,000 people worldwide and
holds leadership positions in payment processing and banking solutions, providing software, services and
outsourcing of the technology that drives financial institutions.

Katy Thompson is the chief audit executive of FIS. Prior to joining the organization, Thompson began
her career as a bank auditor for eight years, then worked in internal audit consulting for 15 years, includ-
ing at Arthur Andersen, and then at Protiviti, as a managing director.

“FIS has a strong stance on governance,” Thompson says. “Making sure that all FIS employees
embrace and own risk management is embedded in everything we do. FIS business units are the first
line of defense, and our risk management and information security teams comprise the second line.
We, internal audit, are the third line of defense. Our job is to independently test controls and risk
management effectiveness.”

FIS is a dynamic company. Founded in 1968, the organization has grown to more than US$6 billion

in revenue with locations in nearly every corner of the world. The challenges that shape the FIS risk

landscape today include global competition, technology innovation, customer satisfaction, regulatory
scrutiny, data protection and threats from cybercriminals. “Our first priority is to protect our clients’

and their customers’ financial interactions. Everything we do is viewed through the lens of security,”

Thompson says. “Vigilance and scrutiny are constant.”
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In this type of environment, where the data security stakes are so high, it is imperative for internal audi-
tors to be viewed as valued and trusted business partners — and at FIS that is exactly the case. “Absolutely
we are perceived as a partner,” Thompson says. “My team and I have worked very hard for that.”

“It’s tough. Risk and security are top of mind for our executives. We have to generate respect for the
internal audit function; otherwise, people will close up. So when we are communicating the results of an
audit, I make sure that our auditors truly explain why and provide context,” she adds. “We have worked
diligently to get this right.”

Communication — the key change

In the past 10 years, the internal audit profession has seen many changes: new areas of focus, emerg-
ing technologies, and shifting roles and responsibilities. For Thompson, the key change has been
communication.

“In my world, expectations are high,” she says. “The only way to answer these expectations is through
open, honest and frequent communication. I meet with executives regularly and have constant interac-
tion with the audit committee. Communicating with the right people at the right time is the foundation
of what we do. In addition to effective communications, the future of internal audit will be shaped by
developing innovative and emerging capabilities. In the past, it was fine to have broad-based audit skills,
but today, the skill sets have to be honed and targeted. In our world, deep security expertise is criti-

cal. Additionally, one of my areas of focus is to increase our maturity around data analytics. Thatis a
strength for the future of internal auditing as a whole, and at FIS, in particular. We need to develop the
tools and competencies to continuously analyze trends and anomalies.”

Adding value through a clear focus

Having the unequivocal objective to be the third line of defense means that Thompson is not bur-
dened with creating additional layers of explanation for how the internal audit team adds value to
FIS. “I do not focus efforts on trying to recover my costs with cost-saving recommendations. That
is not my focus,” she says.

One challenge in being considered a strategic partner at FIS relates to communications around the
internal audit team’s methodology on risk ratings. “Persistent threats to data are constant; we have to
ensure zero data vulnerability. Due to the increased cyber risk, FIS must make sure we are doing every-
thing right to mitigate those risks. We cannot rely on perimeter controls, and thus we cannot conduct
‘old school” auditing. We’ve made the cultural adjustment to place a high priority on risks within the
innermost security layers.”

One of the most important ways for any internal audit function to add value is to elevate the role
of internal auditing across the corporate mindset. In a sense, internal auditing has to be thoroughly
integrated into each business process and system. Awareness of risk is not just a set of actions — it is
a way of thinking.

“I think many organizations are missing that integration,” Thompson says. “My team is fully integrated
at FIS. T also think that the independence of my reporting — that I report directly to the audit committee
of the board of directors — is highly valuable. It is a great position to be in — it feels right.”
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Three goals for the next decade
Thompson identifies three essential goals for the FIS internal audit team:

1. Coverage. As the largest global provider of banking and payment technologies, FIS is heavily
regulated. “So while my focus is clear, the execution is complex,” she says. “We conduct three risk
assessments — one on enterprise processes, one on products and services, and another on locations.
These risk assessments form the audit plan. I want to provide a formalized coverage model of pro-
cesses, products, services and locations that presents the most significant risk, which means I use
risk calculators that are always aligned to the company’s top risks.”

2. Building skills. Since joining FIS three years ago, Thompson has focused on growing the team.
“I am a believer in the value each of our team members provides — through their technical skills,
project management skills, FIS knowledge, industry knowledge, and strategic and opportunistic
thinking. I'm also a huge believer in thoughtful co-sourcing.”

3. Data analytics. Thompson realizes the need to understand the complexities and vagaries of data.
“In 2014, we are focusing on maturing our data analytics processes. I have the specific goal to get
my hands on as much data as I can. ’'m very interested in what value we can add to FIS in this
area,” she says.

Emerging trends

Thompson is following several financial industry trends, including a deliberate focus on cybercrime,
direct reporting to the audit committee to improve the stature of internal audit, and building collab-
orative relationships with leadership, including the chief risk officer (CRO). The CRO role is one that
Thompson views as a critical component of the company’s overall security structure. “It’s all about col-
laboration. Across the financial services industry, I have seen a more intensified focus on integrating risk
management into audit planning and execution. It is expected in our world.”

Thompson believes that proficiency with data mining and analytics and building specific subject-matter
expertise are key trends. Also important is developing truly deep knowledge of the industry, the organi-
zation and the external factors impacting the business. “It’s important for me to be able to talk with FIS
executives about, for example, risks inherent in mobile payments,” she says. “To do that, I need deep
technology expertise to inform my opinions and my advice. Given the complexity of today’s business
environments, we all need more expertise in our internal audit functions.”

“Social media, mobile applications, cloud computing and security (specifically with
regard to the NIST Cybersecurity Framework) are critical areas of concern — Social media
applications and related risks are top priorities for internal auditors to address, as are
risks surrounding mobile applications, cloud computing and security.”

— Assessing the lop Priovities for Internal Audit Functions:

2014 Internal Audit Capabilities and Needs Survey, Protivit,
www.protiviti.com/IAsurvey
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HSBC <>

Company Headquarters — United Kingdom

Number of Countries Operates in — 75

Number of Employees in Company — 254,000

Industry — Banking and Financial Services

Annual Revenues — US$78 billion (as of Feb. 24, 2014)
Number in IA Function — 900

Number of Years IA Function Has Been in Place — 20+

IA Director/CAE Reports to — Chair of the Audit Committee and
Chief Executive Officer

Internal Audit at HSBC Builds Credibility and Helps
Influence Change from the “Top Table” Down

HSBC Holdings Group plc is one of the world’s largest banking and financial services organizations.

Established in 1865, HSBC credits the inspiration for its founding to Scotsman Thomas Sutherland,
who worked for the Peninsular and Oriental Steam Navigation Company. Sutherland recognized the
need for local banking facilities in Hong Kong and on the China coast to help finance growing trade
between Europe, India, and China. HSBC is named after its founding member, The Hongkong and

Shanghai Banking Corporation Limited.

"Today, HSBC is a multinational company headquartered in London. It operates four global businesses
— commercial banking, private banking, global banking and markets, and retail banking and wealth
management. HSBC serves about 54 million customers through a network of more than 6,300 offices
in 75 countries and territories.

Manveen Pam Kaur is head of internal audit and sits on the group management board for HSBC.
She joined the company in April 2013, taking over the role from longtime HSBC executive Paul
Lawrence, who retired. Kaur has a career in the banking and financial services industry that spans
nearly three decades, and joined HSBC from Deutsche Bank, where she had served as head of
internal audit since 2011.

At HSBC, Kaur oversees an internal audit team of 900 who work across the world, including at the
bank’s affiliates. The team is based primarily in major centers of business for HSBC: London, New
York, and Hong Kong. There are also sizable audit teams operating in countries such as China and
India, and regional teams, in Latin America and the Middle East.
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Kaur has 11 direct reports — many are heads of audit for major HSBC banking entities. Kaur and her
team collaborate regularly and meet in person as a group several times a year. Kaur reports function-
ally to the chair of the audit committee of HSBC’s board of directors; administratively, she reports to
HSBC'’s chief executive officer.

Maintaining independence yet exercising influence

Opver the past decade, Kaur says she has observed growing pressure on internal audit functions across the
globe to respond to “enhanced expectations from a range of stakeholders” — from regulators to executive
management. Because of these expectations, Kaur says today’s internal audit leaders need to ensure the
right skill sets are in the function to make it more forward-looking and driven by outcomes as opposed
to just operational and control reviews.

“That’s a big shift. Internal audit still has to be very good at whats traditionally been required of the
function, of course — being a third line of defense. But it now also must support the sustainability of the
franchise from a long-term perspective,” she explains.

While many internal audit functions today strive to be viewed as a partner in their organizations, Kaur
says she challenges the use of that term to describe internal audit. She explains, “For internal audit,
independence is a critical prerequisite for the credibility of the function. Now, you also should be able
to make a difference in the company by objectively influencing decision-making. A good internal audit
function supports the organization in improving its control environment, and helps management to
anticipate emerging risks and to prepare for them.”

One of the most positive changes Kaur says she has witnessed in recent years in the financial industry
is the evolution of the risk function into a “more cohesive and a strong second line of defense.” She
says, “If you have a well-developed second line of defense, you can rely on it more because it can be

a good indicator of the actual risk culture environment in the organization. You can develop stronger
combined assurance maps, which allow you to look at risk profiles more holistically and target audit
work appropriately.”

Kaur adds, “Nevertheless, risk functions are still evolving, and I do think that even if a strong risk and

business control function exists, internal audit still needs to conduct in-depth testing to gain their inde-
P gtog

pendent assurance.”

Internal audit no longer a “backwater”

Kaur says the banking industry, as a whole, can improve in terms of getting more value from internal
audit — and that starts by helping to ensure the function is a magnet for talent from all lines of busi-
ness. “In non-financial services industries, you see internal audit functions that operate like learning
academies, a place where high-potential employees spend time as a way to prepare for assuming more
senior business roles in the organization,” Kaur explains. “Some companies even make it mandatory for
employees to spend a specific number of years in audit or control before moving on to certain roles in
the company.”

She continues, “Unfortunately, in financial services, I think there are many people who have worked
only in audit during their careers. They haven’t had the opportunity to move from audit into the busi-
ness and back, which I think is quite important if the function is actually going to help drive positive
change in the organization and attract talent from other sources.”

Kaur says almost every person on her top team has at least five to 10 years of non-audit experience in
senior business roles in financial services. “Balanced experience is necessary because it helps internal
auditors to build respect and credibility in the organization,” she says. “When telling someone to make
improvements, it helps if that person knows that you understand their business, and their perspective.”
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Effective internal audit leaders are essential to building credibility for the function on a broader level,
according to Kaur. “How you position the internal audit function is critical to its effectiveness,” she
explains. “For example, it’s a known fact that I sit on the group management board at HSBC along
with other heads of business and functions. In most organizations, this is not the case. But if internal
audit’s leadership is not represented at the top table, the function is at risk of being viewed as subservient
to management.”

Kaur says internal audit leaders also have to be able to show they’ve earned their seat at the top table:
“An effective audit leader today needs strong interpersonal skills and the ability to influence.”

Looking ahead, Kaur believes many internal audit leaders in the banking and financial services industry
will find it easier to recruit non-audit talent into the function: “Many functions have already been able
to attract talent since the financial crisis because businesses have not been growing so fast. While inter-
nal audit may have once been viewed as a backwater, in a changing world where risks and controls are
becoming more of a focus, the importance of the function has grown in the eyes of both executive and
nonexecutive stakeholders.”

Adding value - proactively and creatively

Kaur says that the higher profile of internal audit within a business today gives the audit team both
opportunity and flexibility to find new ways to add value proactively to the organization. “By monitoring
business and regulatory developments and market events, and applying lessons learned, internal auditors
can help their company to anticipate future challenges and requirements,” she says. “They can assess
today’s control environment and identify potential gaps based on the trends they are observing today.
"That’s one area where they can add a great deal of value to the business.”

Internal audit is uniquely positioned to provide an end-to-end perspective on what’s happening in the
business and anticipate what could impact it in the future, Kaur says: “Internal audit is perhaps the only
function with the mandate and the ability to look at all business functions within an organization and see
how the various pieces fit — or don’t, as the case may be.”

Kaur says internal auditors should not be afraid to think creatively in order to find other ways to add
value to the business. One suggestion she offers is to evaluate major change initiatives, like information
technology system implementations, to compare the business case to what was actually achieved.

“If those of us in internal audit can’t make a positive impact on our organization in today’s environ-
ment, then frankly we must be doing something wrong,” says Kaur. “The opportunity we have right
now is immense.”
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NUS

National University
of Singapore

Company Headquarters — Singapore

Number of Countries Operates in — 6

Number of Employees in Company — 10,000

Industry — Education

Annual Revenues — US$1.7 billion (as of March 31, 2013)
Number in IA Function — 12

Number of Years IA Function Has Been in Place — 30+

IA Director/CAE Reports to — Chairman of the Audit Committee

Internal Audit Embraces Role of Change Agent in National
University of Singapore’s Vision to Be a World-Class
Teaching and Research University

The National University of Singapore (NUYS) is the oldest and largest higher-learning institution in
Singapore. It employs about 10,000 faculty and staff, and has a student population of 37,000 from 100
countries. NUS was founded in 1980 following a merger between the University of Singapore and
Nanyang University, although it can trace its roots back to the Straits Settlements and Federated Malay
States Government Medical School in 1905.

In 2006, NUS was corporatized as a nonprofit organization so it could have more autonomy to
develop into a leading teaching institution on the global stage and a world-class center for research.
NUS operates 16 schools and faculties and 26 research centers and institutes, including partnerships
with U.S. universities such as Yale University, Duke University, Harvard University, and Johns Hopkins
University. As part of the NUS Overseas Colleges program, the university also has offices in three
countries where it collaborates with partner universities such as Stanford University and the University
of Pennsylvania (United States); Fudan University and Tsinghua University (China); and the Royal
Institute of Technology (Sweden).

The internal audit department at NUS is headed by the chief audit officer, Audrey Han, who oversees

a staff of 12 and reports directly to the chairman of the audit committee of the NUS Board of Trustees.
NUS brought in a new internal audit team as part of its process to transform from a government agency
into a corporatized nonprofit organization.
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“The audit team has played the role of a change agent to help build up the university’s governance and
control environment,” says Han. “To prepare for this role, research into the education industry was car-
ried out to gather knowledge so that we could conduct audits effectively, and add value and offer best
practice recommendations as NUS entered this new era.”

Engaging the specialists

"The internal audit team benchmarked its department’s practices against internal audit functions at well-
established universities in the United Kingdom and United States. The benchmarking exercise is one
reason why Han decided to round up expertise in her department by designating internal auditors to
serve as “domain experts.” These specialists have in-depth knowledge in areas such as fundraising and
research, which have become important to NUS since its change in status. For highly specialized areas
where the department does not have the necessary skill set, external consultants are engaged on a co-
sourcing basis to address these areas.

“As NUS transitions into a research-intensive university with an international student population, there
is greater emphasis on accountability and performance,” says Han. “For example, besides the need to
comply with various fundraising and research regulations, there is also the need to ensure proper uti-
lization of research funds to achieve research output and to fulfill donors’ intent. So, we need to have
subject-matter expertise in our department to be effective to ensure achievement of those intentions.”

Promoting risk management and controls to university staff

As the control environment matures at NUS, Han says the internal audit department intends to intro-
duce self-sustaining programs to help maintain that environment. Programs under consideration include
cross-faculty/department audits, peer auditing, and staff rotation into internal audit, so management
staff can build risk management and control skills.

"The internal audit function at NUS also maintains a department website that features industry best

practices and articles and papers — many created by Han and her team — so that NUS staff members are
kept aware of risk and control issues. Internal audit also collaborated with the human resources function
to incorporate governance, risk and compliance information into the orientation program for new hires.

“All these little efforts help to create value and raise the profile of internal audit as a valued partner in
the management of risk and control,” says Han. “We want to be a one-stop shop, providing real-time
advice and useful resources to the NUS community so that problems are addressed up front rather
than waiting for traditional audits to determine where the organization may be falling short. We pro-
mote our services so that staff needing advice on risk and governance matters can come readily to us
for consultation.”

Once NUS has reached a steady state with its governance environment, Han says she looks to further
extend internal audit’s present advisory services so that the team can become an effective partner in

the management of NUS. In fact, with this vision in mind, the internal audit staff adopted the tagline,
“Internal Audit, Your Partner in Management,” when the new function was established. Han says inter-
nal audit has been gaining management’s recognition and making “steady progress” toward that vision
ever since.

“Managing an academic environment is a lot less top-down compared to the private sector and there is a
greater emphasis on consultation,” she explains. “The pace in which value-adding initiatives are under-
taken needs management’s trust and buy-in, which also takes time.”
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Proactively seeking ways to add value

According to Han, internal audit’s institutional knowledge of the university’s operations and its direct
reporting line to the audit committee have allowed it to objectively address issues that cut across dif-
ferent functions or are not presently addressed by any other function in NUS. For example, the team
instituted and operates a whistleblowing hotline. It also established a fraud risk universe and database
and now conducts fraud investigations. Additionally, internal audit initiated the adoption of an enterprise
risk management (ERM) framework at NUS.

“By driving the ERM exercise when risk management was not formally overseen by any department at
NUS, we not only increased the awareness of risk and controls in the university, but also enabled every-
one in the organization to speak a common risk language,” says Han. “This effort has allowed us to gain
a better understanding of the risks involved in running a world-class university; in turn, this shapes how
we select and perform certain audits.”

The risk management function has since been formalized at NUS. Han has also introduced continuous
auditing and data analytics to address specific areas of risk on a real-time basis.

Han says implementing value-adding activities has been “a journey” for her team and advises internal
audit leaders eyeing a similar path to start targeting areas where internal audit is best able to add value.
Quick wins can help gain the trust and confidence of management so they will be receptive to internal
audit undertaking bigger and more complex projects, she explains.

Becoming a source of future business leaders

Opver the past decade, Han says she has watched the required skill sets of audit leaders change as the
responsibilities of the internal audit function have expanded — and she expects they will continue to
evolve. “The next generation of audit leaders will need to be multi-skilled, and have a good understand-
ing of business, finance, accounting, and information technology. They also will need to be comfortable
moving further away from the traditional ‘back room’ role to engage management in addressing emerg-
ing risks on a real-time basis.”

Han expects the internal audit profession to see fewer audit leaders coming from a traditional source:
external auditing firms. Instead, she predicts more will emerge from within the organization because of
the need for their institutional knowledge and their business and operational experience.

Internal auditors, generally, will need to take a more proactive role in partnering with management to
provide assurance and consulting services in the areas of risk and control, according to Han. “Work that
is termed as ‘value-adding’ today will be the norm in the profession in the next decade. Although tradi-
tional audits will still be carried out, the manner in which they are performed will be more innovative in
order to achieve efficiency.”

Already highly selective in her hiring practices, Han anticipates it will be an ongoing challenge for
almost all audit leaders to find internal auditors with the right skills and mindset. This is why Han is
now looking for talented professionals who may not have an accounting background, like engineers, but
can be taught to audit and can bring fresh perspectives to the organization.

Promoting the internal audit function

For internal audit to achieve its full potential in any organization, internal auditors, and especially audit
leaders, need to “promote” their expertise so people understand how the team can offer help and advice,
says Han.

“The Institute of Internal Auditors has done a lot to help leverage internal auditors’ profile in the orga-
nization,” she says. “But for internal audit to progress to the next level, we have to improve ourselves by
continuously reinventing to stay relevant.”
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NTTDATA

Company Headquarters — Japan

Number of Countries Operates in — 40
Number of Employees in Company — 75,000
Industry — IT Services/Data Communications

Annual Revenues — 1,302 billion yen (as of FY 2012;
ending March 2013)

Number in IA Function — 44
Number of Years IA Function Has Been in Place — 26

IA Director/CAE Reports to — Chief Executive Officer and
Executive Vice President

“Audit Global One Team” Initiative Helps Internal Audit
Bridge Communication Gaps as NTT DATA Expands
Internationally

NTT DATA Corporation, a subsidiary of Japanese telecommunications giant NTT Group, is the larg-
est information technology (I'T) services provider headquartered in Japan. NTT Group formed NTT
DATA when it spun off its data communications business in 1988. N'T'T DATA specializes in systems
integration (SI), especially mission-critical systems, such as banking systems and government administra-
tion systems, which could cause great disruption to society if service were suspended. NTT DATA offers
many related services, as well, including network system services, consulting, and business I'T outsourc-
ing. It also provides Internet access, intranet development, and a wide range of e-commerce services.

NTT DATA has long dominated the Japanese I'T market, and many industries, such as banking, health-
care, manufacturing and transportation, rely heavily on its services in Japan. However, the 21st century
brought a time of change for NT'T DATA. The company was facing limited growth potential in Japan’s
I'T market due to saturation, and globalization of the economy was causing many of its clients — major
Japanese companies — to transform into multinational players. Those clients wanted NTT DATA to
offer seamless services regardless of business location. Therefore, NTT DATA set globalization as a key
growth strategy so it not only could survive, but also keep growing.

NTT DATA began major mergers and acquisitions (M&A) activity overseas in 2008 — and now operates
in 40 countries around the world. It acquired two German companies: itelligence, a leading international
IT full-service provider for SAP, and Cirquent, an I'T consulting and professional services provider, in
2008. In 2010, it acquired Keane International, a multinational SI provider headquartered in the United
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States. NT'T DATA continues to pursue global expansion through M&A; in February 2014, it acquired
Everis Group, a relatively new SI provider in Spain.

NTT DATA aims to become a top-five global company by evolving into a corporate group that provides
a wide range of I'T" services to its clients on a global scale — essentially, a one-stop shop service provider.
To that end, it is working to unify all N'T'T DATA brands as “Global One” to enhance collaboration and
information sharing, and better align specialized skills and resources, among its geographically dispersed
businesses. Another motivation for the initiative is to strengthen the presence of the N'TT DATA brand
and eliminate regional and resource overlap. Since 2011, the company has established several Global
One Teams, including SAP; Business Intelligence (BI); Oracle; Telecom; and Testing.

Helping to support this new focus for NTT DATA is the company’s internal audit function, led by
Satoshi Takaishi, head of the Internal Audit Department (IAD) at NTT DATA’s Tokyo headquarters.
The internal audit function at NTT DATA has been increasing both its size and scope to keep pace with
the company’s rapid international expansion. The team has more than doubled in size since 2007, from
18 to 44 staff members.

Growth brings new challenges

With each acquisition comes the complexity of the integration process — and the need for target
companies to move away from their already-established systems and processes to meet NTT DATA’s
requirements. Each acquired business also has its own unique history and culture, which must be
acknowledged as N'TT DATA’ values and practices are introduced. There are also regulatory differ-
ences to consider, as well as each company’s style of internal control.

“The challenge for IAD is to communicate to the newly acquired businesses the value of NT'T DATA’s
approach to internal control,” says Takaishi. “We begin by setting the expectation of what the minimum
level of internal control should be, and we build from there.”

Only a few years ago it would’ve been next to impossible for NTT' DATA’ internal audit team to even
find time to help support the company’s global growth strategy and integration challenges. Internal
auditors were overwhelmed with work related to the Sarbanes-Oxley Act (SOX) in the United States,
and the Financial Instruments and Exchange Law (J-SOX) in Japan. In 2010, IAD established a project
management office specifically for SOX- and J-SOX-related work and by NTT DATA’ 2012 fiscal year,
the number of deficiencies identified by internal or external auditors had declined by almost half.

“SOX and J-SOX compliance was a nightmare for us five years ago, but now, we have overcome such a
tough period and compliance activities have become kind of routine,” says Eiji Nakada, senior manager
of IAD and direct report to Takaishi. “Full compliance is still a challenge, of course, because every year
we face new issues — such as the introduction of new regulations and participation of newly acquired
companies that have either no knowledge of or experience with SOX or J-SOX compliance.”

The Audit Global One Team

"To help facilitate sharing and deployment of best practices, IAD at NT'T DATA took inspiration from
the company’s efforts to unify global operations and formed the “Audit Global One Team.” Before this

initiative was launched in 2012, N'TT DATA Tokyo had been performing all of the audits for the com-
pany’s subsidiaries outside of Japan — from New York to Brisbane to Milan.

In the first meeting of the Audit Global One Team, held in Boston in July 2012, Takaishi proposed that
each regional headquarters (RHQ) location perform the audits for their region, and N'T'T DATA "Tokyo
IAD review their activities, setting the implementation target for fiscal year 2014. RHQ North America
(Boston) and RHQ Business Solutions (Bielefeld, Germany) have established their own internal audit
teams. RHQ EMEA (London), RHQ APAC (Singapore) and RHQ China (Beijing) are in the process of
setting up dedicated internal audit functions.
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For the latter three RHQs, NTT DATA Tokyo IAD conducts joint audits with staff in charge of internal
audit to help them understand audit processes and control requirements and learn how to meet certain
compliance expectations. All RHQs except China have their own audit committees. Nakada is helping
those audit committees’ activities through his participation as an observer, giving advice on internal audit
best practices. The Audit Global One Team, as a whole, meets annually.

“Through better collaboration, we are creating one effective internal audit function throughout NTT
DATA,” says "Takaishi. He explains that the Audit Global One Team concept is allowing internal audi-
tors and senior executives from across the company to build relationships, which goes a long way toward
building trust and being proactive about sharing information and raising issues.

“As internal auditors, sometimes we have to deal with uncomfortable issues, such as fraud and scandal.
If we don’t have good relationships, people won’t feel comfortable coming to us with problems. By
meeting in person on a regular basis, instead of just relying on communication via email or phone, we
can break down these barriers. The Audit Global One Team initiative is a major factor in helping to
make this possible,” says Takaishi.

Communication skills necessary to help influence change

The more new markets NTT DATA expands into, the more likely it is that internal auditors will
encounter some frustration and even resistance from people unfamiliar with the company’s audit process
or with certain compliance expectations. This means auditors must be able to communicate with such
new participants to understand and accept the need for change and make necessary improvements, and
to help NT'T DATA identify and avoid potential risk.

“NTT DATA is pursuing growth in emerging markets, so we are now entering risky countries,” says
Nakada. “For example, the company received an order to create a system for the Central Bank of
Myanmar. In Myanmar, there is almost no framework for securing internal control effectively. Also, the
company is considering doing business, with assistance from the Japanese government, in some African
countries where there seems to be no legal framework or even a sense of compliance.”

Takaishi adds, “We cannot avoid these markets because they are strategic to NTT DATA’s growth objec-
tives. So the challenge for the company and IAD is figuring out how best to explain to these companies
why their business customs are not acceptable to us from a global point of view. We must have this
conversation: If and when a small business group in one region commits fraud, or a crime, the negative
impact on NTT DATA might pervade globally in just an instant.”

As NTT DATA continues to grow through acquisitions, internal audit will need to assist each new entity
with designing, equipping and maintaining a certain level of internal control, says Takaishi. “Maintaining
the core competency of newly acquired subsidiaries and transforming them into real members of NTT
DATA Group, with shared visions and values, will remain an ongoing responsibility for our team.”

There is another challenge ahead for internal audit, as well. Takaishi expects that as NTT DATA
becomes more diversified culturally, it will be even more difficult for internal auditors to find common
ground with the various businesses they must audit. “We will need to adopt a ‘common language’ that
will allow us to perform our jobs effectively among all internal audit groups around the world,” he says.
“I believe The Institute of Internal Auditors’ Standards could serve as that language.”
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% OLDMUTUAL

Company Headquarters — United Kingdom

Number of Countries Operates in — 20+

Number of Employees in Company — 56,800+

Industry — Financial Services

Annual Revenues — GB£19.8 billion (as of Dec. 31, 2013)
Number in IA Function — 290

Number of Years IA Function Has Been in Place — 30+

IA Director/CAE Reports to — Chairman of the Audit Committee
and Chief Executive Officer

Pushing at the Door: Internal Audit Focuses on Agreed
Actions, Not Recommendations, to Influence Positive
Change at Old Mutual

Old Mutual ple is a leading international long-term savings, protection, banking and investment
group that serves more than 16 million customers in over 20 countries around the world. Old
Mutual was founded in South Africa in 1845 as a mutual insurance company, The Mutual Life
Assurance Society of the Cape of Good Hope. In 1999, Old Mutual demutualized and relocated its
corporate headquarters to London, listed on the London Stock Exchange, and embarked on a program
of international expansion.

Since then, Old Mutual has become a member of the FTSE 100 Index — and has grown assets under
management to more than £293.8 billion.! The group has also changed its structure, simplifying opera-
tions so it can concentrate its resources primarily in three geographic areas: the United Kingdom, where
Old Mutual is headquartered and its wealth management business is based (London); the United States,
where its asset management business is located (Boston, Mass.); and Africa, where the group has a long-
term savings and investment business and a property and casualty insurer.

Old Mutual is also a majority shareholder in one of South Africa’s four largest banks, Nedbank Group,
Ltd. While South Africa remains a core market of focus for the group in Africa, Old Mutual has been
working to build a greater presence on the continent with a mission of “Becoming Africa’s Financial

! Total assets under management as of December 31, 2013.
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Services Champion.” So far, it has expanded its operations in the growing countries of Botswana, Ghana,
Kenya, Lesotho, Malawi, Namibia, Nigeria, Swaziland, and Zimbabwe.

Old Mutual has also streamlined its internal audit department in recent years, reducing staff from 360
to 290. Paul Marshall is the group internal audit director, and joined Old Mutual from Protiviti in 2008.
He explains the staff reduction strategy: “We wanted to bring in more resources with deeper capabilities
in a range of specialized or technical areas. So, we now have fewer but more highly skilled people, and
we’ve been able to boost the expertise of teams in different markets.”

Most of the new talent in internal audit has come from outside the business, according to Marshall,
even though he prefers recruiting people from inside the business whenever possible. But internal
audit can be a tough sell, Marshall says: “Our function has certainly raised its profile and credibility
over the past decade. However, we’re not quite yet at the stage where internal audit is perceived as
a place where talented individuals on the fast track in the organization should come to learn more
about the business.”

Marshall says internal audit’s approach to staff training has also changed so specialized talent can be
developed. “We seek auditors with more expertise and experience, and a good blend of technical and
general auditing skills. We should not have to train them much on the mechanics of auditing; instead,
we want to invest in targeted training that can enhance the auditor’ specialist capability.”

Choosing the right words

Since joining Old Mutual, Marshall has been working to improve the way internal auditors communi-
cate with the group’s management and the board. “We try to refrain from using language only internal
auditors really understand. We now articulate our purpose in words that our chief executive has often
used to describe what he wants from and values in an internal audit function. So, instead of saying our
mission is to give independent assurance on the most significant risks, we say our purpose is to help the
board and executives to protect the assets, reputation and sustainability of the group. We think that sums
up pretty neatly what we’re here to do.”

Marshall says this change also fits well with new guidelines issued in 2013 by the Chartered Institute of
Internal Auditors (CIIA), which represents the internal auditing profession in the United Kingdom and
Ireland. Effective Internal Audit in the Financial Services Sector? is intended to enhance the effectiveness of
internal audit and its impact on the U.K. financial services industry. (The CIIA committee that devel-
oped these recommendations was chaired by the chairman of Old Mutual’s audit committee.)

“I think these new guidelines, along with everything we’ve been doing since 2008 to raise our game, are
helping internal audit to be more effective — and therefore, more widely perceived as a strategic partner
in our organization,” says Marshall.

Marshall provides this example of how internal audit is operating on a new canvas: “I went to a meeting
of the board risk committee today to discuss a potential transaction one of the group’s business units is
considering. Among the information presented was a short paper from internal audit outlining our work
related to this transaction, including confirming that due diligence was robust and comprehensive. So,
we’re not forming an opinion as to whether it’s the right transaction for the organization to carry out,
but we’re telling the board that we think they have all the information they need to know on which to
base their decision.”

He continues, “We think it’s strategically important for internal audit to be involved in mergers and
acquisitions activity in this way. But we would not have done something like this a few years ago. It’s an
example of how we’re pushing at the door.”

? Effective Internal Audit in the Financial Services Sector: Recommendations from the Committee on Internal Audit Guidance for
Financial Services, Chartered Institute of Internal Auditors, July 2013: http://www.iia.org.uk/media/354788/0758_effective_
internal_audit_financial_webfinal.pdf.
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More focus on trends and themes

A greater focus on risk, along with a clearer connection between risk, control and governance, are
helping internal audit functions to evolve into strategic partners in many organizations today, says
Marshall. However, he does note that it’s still a challenge for many functions to shake their image
as a “policeman.”

One way internal audit at Old Mutual is working to change perceptions is by using their work holisti-
cally to identify recurring or similar issues across the business. Then, instead of just flagging them, the
team influences management to make a formal plan to address them. “Stimulating different behavior
takes work,” Marshall says. “However, when management is more aware of risk, and mindful of it
whether internal audit is looking at it or not, then the organization can change the emphasis of the
internal audit function to focusing more on adding value.”

In addition to identifying trends, Marshall and his team are centering more of their work on what he
calls “themes,” such as information security or major change initiatives, which are important to the orga-
nization’s success and need to be executed well. “This is also a challenge for us because themes are not
about risk and control, the typical things on which internal audit concentrates. It’s more about culture
and behavior, and changing attitudes so you can influence people to be accountable for things.”

That’s why communication skills — speaking, writing, listening, interpreting — and the ability to persuade
will only become more critical for internal audit leaders to possess as the function works to raise its pro-
file and meet stakeholder expectations in the coming decade. Marshall says, “The ability to engage and
build strong relationships with others is critical to the success of the function. Internal audit leaders must
be able to understand the motivations of different people so they can get the most from their team and
from people outside of the function. It cannot only be about command and control.”

Agreed actions, not recommendations

At Old Mutual, a primary way internal audit measures its effectiveness is by tracking whether manage-
ment has followed through on their commitment to make changes. “The effort of internal audit is useful
only if an action is taken,” says Marshall.

"To help ensure positive change, Marshall’s team has moved away from making recommendations; now,
when there’s an issue, they push for an agreed action. “We get commitment: who is going to do what by
when. Then, we monitor progress. When we’re told something has been done, we record it, and if nec-
essary, check to ensure a risk is mitigated and the change made is sustainable. We’re measuring on-time
remediation, and we’re starting to see real improvement.”

As the internal audit profession continues to expand its role in the coming decade, Marshall says he
expects finding the right balance between meeting stakeholder expectations, including regulators’ expec-
tations, and “not doing management’ job for them” will be an ongoing challenge for many teams.

“The bar is continually being raised — especially for functions in the financial services industry — so inter-
nal audit cannot afford to stand still,” he says. “We need to constantly innovate, and to look forward, not
just backward, to help the organizations we support to be more successful in the future.”
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I
OLD NATIONAL BANK

Company Headquarters — United States

Number of Countries Operates in — 1

Number of Employees in Company — 2,658

Industry — Financial Services

Annual Revenues — US$526 million (as of Dec. 31, 2013)
Number in IA Function — 17

Number of Years IA Function Has Been in Place — 30+

IA Director/CAE Reports to — Audit Committee Chair
(functionally) and Chief Executive Officer (administratively)

A Decade of Increasing Collaboration and Risk Awareness
at Old National Bank

Old National Bank is a wholly owned banking subsidiary founded in 1834 and currently the largest
financial holding company headquartered in the U.S. state of Indiana. The bank provides financial
services primarily in Indiana, southeast Illinois, western Kentucky, and southwestern Michigan
through 200 financial banking center locations. Old National Bank operates primarily in three
segments: banking, insurance and wealth management.

Dick Dubé, the bank’s chief audit executive and ethics officer, oversees a group of 17 auditors and
reports to the audit committee chair and the bank’s chief executive officer. He has been with the
bank for 17 years.

Regardless of size, banks are highly regulated, and internal auditors in this sector spend a considerable
amount of their time and resources keeping up with regulatory expectations. However, when rapid
growth is involved, scrutiny is even sharper. “We place a significant emphasis on regulatory laws and
reforms,” Dubé says. “At times, regulatory emphasis does clash with the risk-based audit methodology
that we have in place. This causes us to be more creative in our overall audit plan and strategic focus.”

From janitorial auditing to strategic partner

Internal auditing has undergone tremendous change at Old National in the past 15 years. “When I
joined 17 years ago, we coined the term ‘Janitorial Auditing,”” Dubé says. “That is what the function was
performing at the time. The folks here were good, and they knew banking in and out, but, for example,
they would select a sample of loan files to review and then examine every page and jot down exceptions.
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Then they handed the exception lists to management, and asked management to fix those exceptions.
The following year, they would perform the same audit, go through the same process with different files,
and come up with a list of similar exceptions. They were just cleaning things up, year after year.”

"Today, Dubé and his team are more of a strategic resource than a cleanup crew. They test for causality
to find out why things are happening and where exactly the breakdowns in the process are occurring. It
is now a far more risk-based methodology. Achieving this change of approach meant switching up the
internal audit skill sets. “I told everyone at the time to throw away their audit programs, to forget that
cookbook approach. Now we audit with a blank page,” he says.

Dubé introduced creating process maps, identifying key controls, a definition of risk, a formal risk lan-
guage, and more. “Fifteen years later, we are continuing to hone our process,” he says. “We are looking
at other, softer skills too: a strategic audit focus, ‘big picture’ thinking, an analytical mindset and profes-
sional skepticism. We need our auditors to be able to identify areas where we think we can become much
more efficient as a company.”

Training internal auditors for the new role

Three factors led Old National to change its point of view on internal audit. “First, we changed our
process because we were not performing the right tasks,” Dubé says. “Second, as we have grown, man-
agement has increasingly relied on us for special projects. They respect what we do. Business owners
proactively call us if they are going to change a process, to get our input and insights at an early stage.
That’s real progress.”

"Third, during this time, to capitalize on the momentum he saw, Dubé brought internal audit trainers

to coach and guide the internal audit team on goals and methodologies tailored specifically to the bank.
“I wanted to make sure we were working collaboratively and effectively with management,” Dubé says.
“Interaction with leadership requires proper training. For example, we conduct an annual global risk
assessment. Part of this means we conduct face-to-face interviews with senior people in the bank to
discuss risks, change, future plans, and more. We want to know ‘what keeps them up at night.” Our risk
assessment analysis is not just about what we think but about what management thinks as well. To inter-
act effectively with management, our internal auditors had to be properly and strategically trained.”

He adds, “We do not operate in a silo. To do our work well, we cannot do it alone. The company cre-
ated the chief risk officer (CRO) position five years ago, and today there is close collaboration between
internal audit and the CRO. We create synergies with external auditors as well. All of this has been great
for the folks in our function; management gets to see and appreciate their skill sets. As positions open
up throughout the organization, our people are considered for them. All in all, this shift has been a huge
benefit for everyone, including the internal auditors.”

Ultimately, achieving this level of respect and visibility requires management support. Dubé assumes
that most internal audit teams in other organizations would be eager to meet that challenge, but they are
at the mercy of management. “We are fortunate that we have a focused and dedicated audit committee
and a chair who takes his role very seriously,” Dubé adds.

The benefits are clear. Because of the changes that have occurred over the past several years, Old
National’s internal audit team is:

* More aware of the bank’s risks and emerging risks
¢ Collaborating more effectively with management

* Seen as a strategic partner that contributes to the overall strength of the bank through daily audit work
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Technology’s impact

Technology has been a significant factor in the evolution of the internal audit team’s vision and mission
in the past several years. “Risks are simply more technology-driven today,” Dubé says. “Cybersecurity is
much more heightened. Everyone we hire going forward will need to be tech-savvy.”

Additionally, automated work papers have increased efficiency, especially for traveling audit teams. Ana-
lytics in general are much more effective, including data mining and downloading information. “We still
have a long way to go, but we are improving,” he says.

“I think from a technology standpoint, for the bank itself, brick-and-mortar is not going to go away, but
the general customer preference will be much more geared toward mobile-optimized banking,” Dubé
says. “That will be a major push in all institutions — that’s what people want.” All of this creates a need
for greater security to safeguard customer information.

Data security in a complex landscape

Cybersecurity is, of course, a major risk for any financial institution. Dubé and his team conduct audits
specifically designed around data security. “It’s amazing how many times we get pinged each day,” he
says. “Cybercriminals are focused and relentless. We are continually reviewing our security systems to
close the gaps. It is an extremely important initiative, and it is not going to get any easier any time soon.
As we grow, the focus on security will expand along with our size and assets.”

The decade ahead

Dubé believes that the key challenges for the decade ahead will involve technology and big data analyt-
ics. “The future belongs to us,” he says. “We have it in our hands. As we move forward, the challenge
will be to keep up with changes in technology and data, and still provide the level and quality of service
we provided 10 years ago.”

“Our respondents, including CAEs, place a substantially higher emphasis on marketing
internal audit internally compared to previous years of our study (it ranks overall as a top
10 priority this year and in the top five for CAEs). This suggests that internal audit wants
to get the word out: As the organization becomes more data-driven, we can help.”

— Assessing the lop Priovities for Internal Audit Functions:

2014 Internal Audit Capabilities and Needs Survey, Protivit,
www.protiviti.com/IAsurvey

40 o TENTH ANNIVERSARY EDITION e INTERNAL AUDITING AROUND THE WORLD


http://www.protiviti.com/IAsurvey

Pan American

STLYVER C O R P.

Company Headquarters — Canada

Number of Countries Operates in — 5

Number of Employees in Company — 7,300

Industry — Mining

Annual Revenues — US$824.5 million (as of Dec. 31, 2013)
Number in IA Function — 5

Number of Years IA Function Has Been in Place — 7

IA Director/CAE Reports to — Audit Committee and Chief
Financial Officer

Internal Audit at Pan American Silver Corp. Prepares to Take
Function to the Next Level

Pan American Silver Corp., founded in 1994, is the second-largest primary silver mining company in
the world. Headquartered in Vancouver, British Columbia, it employs about 7,300 people and operates
mines in four countries: Argentina, Bolivia, Mexico, and Peru. The company also has two silver explora-
tion projects in the United States.

In 2013, Pan American Silver changed its mission from being a leading low-cost silver producer to
becoming a preeminent producer of silver. The company reported revenue of US$824.5 million for
2013, and record production of silver (26 million ounces) and gold (148,800 ounces) for the full year.’

Hik Park is director of internal audit for Pan American Silver, reporting functionally to the board’s audit
committee and administratively to the company’s chief financial officer. He was hired in 2007 to estab-
lish Pan American Silver’s first independent internal audit function. “When I came here, there was no
independent internal audit function,” says Park. “So, the first document I produced was an internal audit
charter. I presented it to the board, the audit committee, and the president for their signatures and said,
‘If ’'m going to be the cop, I need a badge, and this is going to be the badge. I need to have the authority
to have unrestricted access, and I need that in black and white in a charter.””

! “Pan American Silver reports on fourth quarter and full year 2013 financial results,” media release, Pan American Silver
Corp.: http://www.panamericansilver.com/investors/news/.
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Assembling a team of experts

Charter in hand, Park then set about building a business case for each of Pan American Silver’s locations,
and hiring four internal audit managers to round out his team — each based in one of the countries out-
side of Canada where the company has mining operations. Park had limited resources for hiring, so he
made the decision from the outset to bring in professionals with specialized talent.

“We each have one area of expertise,” he explains. “For example, my manager in Peru handles all audits
in Peru, but he is also a systems engineer. So, he is responsible for all I'T general controls audits for every
one of Pan American Silver’s locations.” The other internal audit managers are experts in International
Financial Reporting Standards and internal auditors’ training needs (Argentina); accounting (Bolivia);
and project planning and management (Mexico).

“This is the most efficient way to hire that I could think of,” says Park. “Although, the downside is that if
the company loses one auditor, we also lose that person’s skill set.”

Park’s specialty? As the only Certified Fraud Examiner in the group, he is responsible for investi-
gating any potential instances of fraud at the company. Park is also responsible for conducting all
Canadian audits, but for more complex projects, like Sarbanes-Oxley work, he will bring in one of
the internal audit managers. “This type of arrangement helps me because it saves me hours of work,
but it’s also motivational for my team because they really appreciate the opportunity to come to the

head office.”

Non-audit background adds value

"That Park made the point to hire specialists with non-audit skills for his team is not surprising, perhaps,
given that he started his career as an industrial engineer. “I was hired by a leading accounting and con-
sulting firm to essendally be the translator between the technical guys and the users for whom we were
implementing enterprise resource planning systems,” he says. Park later moved into financial and pro-
cess engineering, and eventually became a business risk services consultant. By his count, Park had the
opportunity to observe the operations of internal audit departments in 35 companies during his career
before joining Pan American Silver.

“When I got to Pan American Silver — and management and the board told me, essentially, to take
the ball and run — it was a great opportunity to build something using the knowledge of internal audit
best practices that I’d accumulated over 15 years,” says Park. “I thought, “This is an opportunity to
build an internal audit department like I had dreamed one should be.” That was exciting — and a bit
of an experiment.”

Park says that’s why his first mission at Pan American Silver was to create a charter. “While management
and the board are very open to new ideas, they are also very tough. They want to see the business case.
So, I followed the book — The Institute of Internal Auditors’ Standards — to create a basic foundation for
the function that we could build on.”

Reaching “Step 3”

Park says it took time for many of Pan American Silver’s employees to understand the role of the
internal audit function — and how to work with internal auditors. “People had questions,” says Park.
“They wanted to know what we were going to do and why. Now, they get it. They understand that
helping the company manage risk and maintain controls is part of everyone’s job. I also know they
respect us. But we need to get to that next level, where people come to us and ask for our input on
business decisions. We’re not there yet, but it is the goal. That’s where I see internal auditors deliver-
ing real value in the future.”
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That next level for the internal audit function at Pan American Silver is what Park calls “Step 3.” He
explains: “Step 1, you build everything. Step 2 is to be good at your work — to be efficient. And Step 3 is
moving from respected police officer to trusted adviser.”

Because internal auditors are exposed to “every single reality” of the company, Park says, “We under-
stand how every piece fits and interacts — or doesn’t. Our unique insights can help the company make
better decisions and fewer mistakes. We can offer one more valuable opinion from a unique perspective.”

Park says the opportunity to add real value is the reason why he’s committed to maximizing the abilities
of the internal audit function. “I don’t want us to stop at compliance,” he says. “I tell my managers we
can and should do more and work smarter. Let’s put a fraud management and prevention program into
place. Let’s plan small audits that address issues of concern for senior management, so they can feel more
confident. Let’s do cost assurance audits to have reasonable assurance that invoices are right. The more
we do, and the more meaningful results we can provide, the more people in the organization will seek
our input.”

Audit leaders need skills not learned in school

To keep expanding their skills and think of creative ways to help the business improve, internal
auditors at Pan American Silver are required to devote 40 hours every year to training. “They have
to find an opportunity and take the time to do it,” says Park. “It doesn’t have to be formal. It could
be a college course or independent study. As long as it’s relevant, and helps the person to develop
professionally, I support it.”

As for the qualities internal audit leaders will need in the future to stay relevant and effective, Park says
two rank equally at the top of the list: business acumen and humility. “These are the two skills I hear
audit committee chairs mention most frequently,” says Park. “However, neither can be learned in school
— only through on-the-job experience and in life.”

Park says future audit leaders also will need the ability to help the company navigate a relentless and
ever-evolving regulatory environment. “Whenever good sense fails to prevail, a new law will come.
Good sense for internal controls did not work out, and now we have Sarbanes-Oxley. Good sense
around offering bribes in other countries did not prevail, so we now have the Foreign Corrupt Practices
Act. Regulations will not stop. The goal for internal audit is to help management and the organization to
stay within the limits and use good sense in their business.”

And that, says Park, can happen when an internal audit function reaches Step 3 — trusted adviser. He
believes that the internal audit profession, as a whole, is heading in that direction: “Ien years from now
I think you’ll see a change in mindset among executives. They’ll recognize that internal audit is the best
interpreter of regulations and the business. They’ll trust us to show them the way to walk safely.”
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Trustmark

Companies
PERSONAL. FLEXIBLE. TRUSTED.

Company Headquarters — United States

Number of Countries Operates in — 1

Number of Employees in Company — 5,500

Industry — Financial Services

Annual Revenues — US$878 million (as of Dec. 31, 2013)
Number in IA Function — 7

Number of Years IA Function Has Been in Place — 25+

IA Director/CAE Reports to — Audit Committee and General
Counsel

Holding On to the Seat at the Table at Trustmark

John Hester has been the vice president and chief audit executive for Trustmark Companies — a pro-
vider of employee benefits products and services headquartered in Lake Forest, Ill. — for four years. He
has worked in the internal audit profession for most of his career. In his current role, Hester reports to
Trustmark’s general counsel and the audit committee. Beyond his seven full-time auditors, he co-sources
IT auditing through Protiviti.

“In the past four to five years, there has been significant change in the health insurance marketplace,”
Hester says. “Trustmark operates in the midst of this change and we have to continually adjust and deter-
mine what it means for us and the best way to react. The question is where we want to be in the future
and how to help our customers achieve financial and physical wellness. To this end, we recently acquired
HealthFitness, which is essentially a health management company with two lines of business — one is
managing corporate fitness centers and the other is proactive health management, such as biometric
screenings and lifestyle coaching.”

In this type of corporate culture — designed to promote wellness, personal responsibility, and proactive
problem solving — it is no surprise that the internal audit team is perceived as a partner, rather than a
police force. “Even when I first joined, we were viewed as partners,” Hester says. “If I had to describe
how it is different now than five years ago, I would say that we have moved toward a better understand-
ing of root causes of issues. When I came in, our auditing was fine but our recommendations were
focused on symptoms, rather than causes. Now we spend more time conducting root cause analysis,
which has led to taking a hard look at risk management and governance — because these are the issues
that are underlying the symptoms.”
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Changing skill sets

"The mission of Trustmark’s internal audit team is to help senior management and the board of directors
tulfill their responsibilities for ensuring effective governance, risk management and internal controls.
The skills at Trustmark are evolving along with the focus on risk management and governance. It is
more important than ever before for auditors to understand risk management from a holistic perspective
and be able to share true areas of concern with senior management and the audit committee, beyond the
audit reports. Auditors must be prepared to present information, verbally and in writing, in a way that
provides meaningful context around findings. Communication skills have become increasingly important
at Trustmark and in the internal audit profession as a whole. “We have to be able to create a narrative
thread,” Hester says. “We have to tell the risk story.”

However, despite the strides made in the internal auditing profession and the culture of partnership
within Trustmark, internal audit is not necessarily viewed as a primary strategic resource in the organiza-
tion. “We are still working with the management team to get them to understand that there are many
additional things that internal audit is capable of doing and more value we are capable of adding,” Hester
says. “As far as leveraging internal audit, this is largely up to our internal audit team — we have to under-
stand how to insert ourselves into the process to add value. It is an evolution. We have to make sure we
have a seat at the table.”

The internal audit team at Trustmark provides value at the audit committee level, by being the “eyes and
the ears” of the committee. “I know from the point of view of the audit committee, our work is valued.
Our challenge is deeper in the organization. We are striving to really participate and collaborate with
the business units and make sure everyone gets something meaningful out of our work. In our opening
meetings with groups we are auditing, we ask, ‘What value do you think you will get out of this audit?’
It is important for us to set expectations from the outset and even widen our scope if we are to deliver
value to our multiple layers of stakeholders,” Hester says.

“Process owners often do not see the value of internal audit unless we engage them and help them
understand,” he continues. “If we can help them articulate a level of perceived value, this is a great way
to start. At the end of the audit, I bring that statement up again, and ask them if their expectations were
met, and what we can do to improve next time.”

The result has been that more people at various levels of the organization are beginning to see the true
value that internal audit can add to their work, and the perception has become that Hester and his team
are there to improve overall operations.

“Since we are engaging operational management with the audit process, often our audits are now of
much higher value,” he says. “When management acts as a coach and an advocate, they want to see
change happen.”

An evolving vision and trends

The vision of the internal audit function has changed in the past several years. “We are much different
than we were years ago,” Hester says. “Historically, we were very focused on controls. That was the
general attitude of the internal audit profession 10 years ago — controls and a narrow audit focus.
Now we look at the entire process, end to end, so that we can produce a greater level of assurance.
By including financial and operational audits, we are taking a holistic look at the organization, and on
top of that we are layering a focus of risk management and governance. This is what I see as the greatest
evolution: moving from controls to a true sense of risk management.”

Another internal auditing trend is the focus on data analysis and harnessing the power of data. “We are
really working to get that competency into our toolkit,” Hester says. “So much more can be accom-
plished if we can get better at obtaining and analyzing data.”
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The many roles of risk management

Trustmark has several streams of risk management taking root across the organization; Hester is charged
with understanding how to bring them together. The risk committee, composed of different members
of management, meets monthly to go over high levels of risk and conduct risk assessments. The privacy
office focuses on making sure that Trustmark is compliant with the Health Insurance Portability and
Accountability Act (HIPAA). The chief compliance officer understands the entire compliance picture.
Finally, the chief information security officer focuses on Trustmark’s information security posture.

“How do we bring this all together for Trustmark?” Hester asks. “This is a great opportunity for us,
and for the company, to really flow information and insights from one group to the next and present a
unified vision. In 2014, I want to enable that process. Every one of these groups has something vital to
contribute to the view of risk.”

Hester wants to incorporate the point of view of management and the external auditors. “The challenge
is that information flow,” he says. “Better integration would be a tremendous boon. Internal audit has to
step up and take a leadership role. Let’s fill the void. And let’s help our management team.”

Technology and information security

In the time that Hester has been with Trustmark, the internal audit team has evolved its working paper
platform tool to enable better workflow and report more effectively to management on audit findings.
“You need to enable people with information,” he says. “It helps the organization really own the risk
responsibility, rather than just point the finger at internal audit. That is ultimately the mindset we are
working to change. Management has to own risk, and the right technology can support that.

“In various aspects of risk management, we are trying to mature our practices and our risk structure,” he
adds. “We are helping the business to ensure data security, based on audits conducted by our IT audi-
tors. The challenge, once again, is providing context to senior management. Helping them connect the
dots. That means greater communication from internal audit to the organization, and tools can help
there, too. For example: HealthFitness has an intranet site that accesses various social channels, includ-
ing Twitter and blogs. Project teams can share information using these channels. I think it would be
great for internal audit to make better use of these types of tools and technologies.”

“In the end, we have to make sure we are partners and not traffic cops,” he says. “If we begin by estab-
lishing additional non-threatening channels, folks will reciprocate as well. Contact and communication
from outside of the audit process are some of the most positive [forms of] communication you can have.
Folks asking for help are the best indication of how effective internal audit is beyond the audit commit-
tee level. So I think that if we can do a better job deeper down in the lower levels of the organization,
establishing those relationships will have the greatest and most positive impact.”

Remaining relevant

“Looking back, 10 years ago —in 2003 and 2004 — what was internal audit focused on?” Hester asks.
“We were heavily involved in Sarbanes-Oxley, and we were deeply immersed in financial auditing and
internal controls. Today, remaining relevant is all about risk management and governance. Business is
always changing, and our focus needs to adapt and evolve as our organizations do. How do we continue
to be called to the table? It’s about understanding the challenges facing the business and how to mitigate
those risks and provide value and assurance.”

“There is a lot of talk about strategy today,” he adds. “Internal audit needs to understand its organization’s
strategy and audit the key programs and initiatives for achieving the strategy.”
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UNDER ARMOUR.

Company Headquarters — United States

Number of Countries Operates in — 20+

Number of Employees in Company — 7,800

Industry — Apparel

Annual Revenues — US$2.33 billion (as of Dec. 31, 2013)
Number in IA Function — 6

Number of Years IA Function Has Been in Place — 8

IA Director/CAE Reports to — Chair of the Audit Committee of
the Board of Directors

Building a More Secure Structure, Brick by Brick, at
Under Armour

Under Armour, the U.S.-based company specializing in the development, marketing and distribution of
branded performance apparel, footwear and accessories, has a mission: Make all athletes better through
passion, design, and the relentless pursuit of innovation. Elysa Lipsky, the director of internal audit for
Under Armour, and Jonathan Schwartz, the senior director of risk management, also have a mission — to
help the company enact positive change.

Internal audit at Under Armour operates within the risk management function, and is staffed by six
full-time auditors, including Lipsky. The internal audit team seeks to add value to the company by com-
pleting the global internal audit plan, helping management comply with Sarbanes-Oxley, and acting as a
business partner on key initiatives.

From 2004 to 2013, Under Armour grew from fewer than 400 employees to nearly 8,000 and from
US$204 million to US$2.33 billion in revenue. The company continues to expand globally and evolve
its product offerings and channels of distribution.

“When the internal audit function was created in 2005 at Under Armour, the company was preparing
to go public in November of that year,” Lipsky says. “We were here to establish Sarbanes-Oxley and a
baseline control environment. At the time, we co-sourced with a leading global accounting and consult-
ing firm to supplement our limited resources. Fast-forward a decade, and now we’re self-sufficient and
in full partnership with the business. It’s a total transformation from a SOX-compliance function to a
full scope internal audit business partnership,” Lipsky says. Schwartz adds, “We’ve come full circle and
are now determining a longer-term strategy to help us increase our global reach, matching that of our
business and operations.”
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Opver the past 10 years, audit leaders’ skill sets have changed, too, from traditional controls testing to
more strategic auditing and risk management rooted in a comprehensive understanding of the business.
“Today, our auditors have to know what to look for — it’s a broad-based endeavor,” Lipsky says.

Sheer growth led to better skills

According to Schwartz, sheer growth led Under Armour to leverage the internal audit department as a
primary strategic resource. “We had to cover more ground, and we had to learn the business,” he says.
“As the business pulled us into more significant projects, we were given the chance to really showcase
our skill sets. This led to even more demand on our time and resources. The result of these efforts is that
we have raised our visibility in the organization.”

“I think that in many organizations this type of internal audit visibility and partnership is limited,”
Schwartz adds. “It’s likely not a lack of skills, but a lack of marketing within the organization. Part-
nership with the business is hard-fought. It takes time to build internal audit’s stature within the
organization, but it’s something you have to be committed to doing, project by project. Virtually every
communication between the internal audit team and the business either builds partnership or detracts
from it. We live by this rule and always try to add value, even in small ways,” he says.

“You are either a traditional ‘gotcha’ auditor or you are not,” Lipsky continues. “For us, adding value
has happened organically. When we started building our annual audit plan in the beginning of each
year, we would meet with the business unit owners and describe the audits we completed the previous
year for them and for other parts of the business. As those discussions took place, we showed the value
we can add and the relationships we’ve built. We started asking, ‘If you had resources to perform a
project for your part of the business, what would it be?’ The answers generally shed light on risks in
their operations and opportunities for us to showcase our skill sets to solve their problems, not just
manage organizational risks. If you want to build partnerships with the business, you have to make
your work relevant to the business leader. The best way to do that is to help solve their problems and
make their operations stronger.”

“It has been a hard-fought victory over the last decade,” Schwartz says. “I remember when Elysa started
here. We wanted to build an internal audit partner for the business, not a check-the-box function. Here
we are eight years later, and we feel we have done exactly that. But it took time. We had to show the
business the value we bring, every day. Under Armour continues to grow globally at a rapid pace. There
is no ‘halo effect’ from work we’ve done the past eight years. We continue to be challenged to under-
stand the changing risks of our growing business so we can add value for our business leaders.”

Building a safe house and better skills

Lipsky and Schwartz use the metaphor of securing a house: When you build a new house it is important
to install a security system. Rather than the reactive approach of installing a security system after a crime
has occurred, it’s smarter to consult a professional who has the insight to build the security structure into
the house from the beginning.

"Today, the fact that the business units at Under Armour call the internal audit function before they
experience problems shows that they understand the true value of the function. “It takes a lot of work to
build that level of trust,” Schwartz says.

“The internal audit profession has to continue driving the development of necessary skill sets in its inter-
nal auditors,” says Lipsky. “There is a need to understand the things that impact our profession, such as
increased levels of PCAOB (Public Company Accounting Oversight Board) scrutiny on external audi-
tors, high-profile retail fraud cases, and the changing regulatory environment in the global markets. Not
a board meeting goes by that data security and data privacy are not topics. Internal audit has to develop
points of view on many topics of concern for the board. Our internal audit team steps up to meet this
evolving challenge.”
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Integrating risk management

Schwartz plays an approximate chief risk officer role for Under Armour, with internal audit, risk
management and compliance under the risk umbrella. He also functions as the ethics officer and leads
the global insurance group. “I have a hybrid role,” he says. “Internal audit’s independence is fiercely
protected under this structure. But the integration of all the risk management functions, including
internal audit, provides a broad view of risk.”

“We wouldn’t be a risk function if we didn’t try to implement ERM (enterprise risk management).
We’ve taken our lumps like many other risk organizations,” he says. “We tried to launch ERM
three years ago, and the company was not ready for it — it was too theoretical, not practical enough.
It wasn’t linked to the strategy process, so risks didn’t have enough meaning. Now, we are doing

it organically. We are building our infrastructure and our approach to ERM brick by brick, right
alongside the strategy team.”

Integrating and formalizing risk management into the audit plan and audit processes have not changed
the role of internal audit at Under Armour, but they do begin to tie together all the company’s risk man-
agement components. “Internal audit is stronger and more focused by having its connection to the other
risk functions,” Schwartz says.

In terms of creating synergies with external auditors and senior management, Lipsky says, “You have to
be realistic, and you have to be honest. Things are never going to be perfect. As our founder and chief
executive officer, Kevin Plank, says: ‘Perfection is the enemy of innovation.” We focus on understand-
ing key risks and prioritizing our efforts.”

Increasing specialization

Under Armour, like many businesses, operates in fast-changing regulatory environments. In the com-
ing decade, internal auditors will be required to understand new risks and controls, and not just at a
superficial level. Auditors will have to focus on specific risks that, if the company is ill-prepared, will
seem to crop up overnight. “It’s going to be more specialized because of the increasing speed and
scrutiny,” says Lipsky. “This could drive more industry-specific, or even geography-specific, auditors
and certifications.”

Schwartz adds, “We are a digital company now. Every company is. This new digital environment ushers
in emerging risks, such as those associated with social media and the immediate impact on reputation
and brand. Internal audit at Under Armour plays a role in social media, e-commerce and cloud comput-
ing. This reality significantly changes the way we look at operations and risks in general. We have to

be flexible, keep open lines of communication with our business leaders, and develop relationships with
third parties to gain expertise in those areas.”

Lipsky would like to see more universities embrace the internal audit profession. “All The IIA chapters
have academic relationships,” she says. “I participate on the Board of Governors for the Baltimore
chapter. I would like to see the internal audit profession connect more with business schools to include
undergraduate courses in internal audit and risk management. Internal auditing is a good profession —

challenging and rewarding. We should get the word out.”
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About Protiviti

Protiviti (www.protiviti.com) is a global consulting firm that helps companies solve problems in
finance, technology, operations, governance, risk and internal audit, and has served more than
40 percent of FORTUNE 1000° and FORTUNE Global 500° companies. Protiviti and its inde-
pendently owned Member Firms serve clients through a network of more than 70 locations in
over 20 countries. We also work with smaller, growing companies, including those looking to go
public, as well as with government agencies.

Protiviti is proud to be a Principal Partner of The ITA. More than 700 Protiviti

professionals are members of The ITA and are actively involved with local, national

and international ITA leaders to provide thought leadership, speakers, best practices, i 3 2 gl

training and other resources that develop and promote the internal audit profession. ‘?“\NC\PAL PARTIgR )
/\

Protiviti is a wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in
1948, Robert Half is a member of the S&P 500 index.

Internal Audit and Financial Advisory

We work with audit executives, management and audit committees at companies of virtually any
size, public or private, to assist them with their internal audit activities. This can include starting and
running the activity for them on a fully outsourced basis or working with an existing internal audit
function to supplement their team when they lack adequate staff or skills. Protiviti professionals have
assisted hundreds of companies in establishing first-year Sarbanes-Oxley compliance programs as
well as ongoing compliance. We help organizations transition to a process-based approach for finan-
cial control compliance, identifying effective ways to appropriately reduce effort through better risk
assessment, scoping and use of technology, thus reducing the cost of compliance. Reporting directly
to the board, audit committee or management, as desired, we have completed hundreds of discrete,
focused financial and internal control reviews and control investigations, either as part of a formal
internal audit activity or apart from it.

One of the key features about Protiviti is that we are not an audit/accounting firm, thus there is never
an independence issue in the work we do for clients. Protiviti is able to use all of our consultants to
work on internal audit projects — this allows us at any time to bring in our best experts in various
functional and process areas. In addition, Protiviti can conduct an independent review of a company’s
internal audit function — such a review is called for every five years under standards from The Institute
of Internal Auditors.

Amonyg the services we provide are:

¢ Internal Audit Outsourcing and Co-Sourcing

* Financial Control and Sarbanes-Oxley Compliance

¢ Internal Audit Quality Assurance Reviews and Transformation

¢ Audit Committee Advisory

For more information about Protiviti’s Internal Audit and Financial Advisory solutions, please contact:

Brian Christensen

Executive Vice President — Global Internal Audit
+1.602.273.8020
brian.christensen@protiviti.com
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Other Thought Leadership from Protiviti

Visit www.protiviti.com to obtain copies of these and other thought leadership materials
from Protiviti.

2014 Internal Audit Capabilities and Needs Survey Report

Keeping Pace with SOX Compliance: COSO, Costs and the PCAOB: Highlights from
Protiviti’s 2014 Sarbanes-Oxley Compliance Survey

The Updated COSO Internal Control Framework: Frequently Asked Questions
COSO 2013: Implications for I'T Controls
From Cybersecurity to I'T Governance - Preparing Your 2014 Audit Plan

Executive Perspectives on Top Risks for 2014: Key Issues Being Discussed in the Board-
room and C-Suite (from North Carolina State University’s ERM Initiative and Protiviti)

Cloud Computing: Internal Audit’s Role in Identifying Risks, Defining Strategy, Evaluating
the Implementation Process and Monitoring Vendor Relationships

The Bulletin - “The Updated COSO Internal Control Framework: Frequently Asked Questions”
The Bulletin — “Setting the 2014 Audit Committee Agenda”
The Bulletin — “The Future Auditor: The Chief Audit Executive’s Endgame”

Guide to Internal Audit: Frequently Asked Questions About Developing and Maintaining an
Effective Internal Audit Function (Second Edition)

Guide to International Financial Reporting Standards: Frequently Asked Questions
(Second Edition)

Guide to the Sarbanes-Oxley Act: Internal Control Reporting Requirements
(Fourth Edition)

Guide to the Sarbanes-Oxley Act: IT Risks and Controls (Second Edition)
Internal Auditing Around the World (Volumes 1-9)

Powerful Insights (Protiviti’s podcast series)

— From Cybersecurity to I'T Governance — Preparing Your 2014 Audit Plan

— Building Value in Your SOX Compliance Program

— Benchmarking the I'T Audit Function

— Internal Audit Quality Assessment Reviews — Required as well as Beneficial
— Perspectives on Sarbanes-Oxley Compliance: 10 Years Later

— Technology-Enabled Audits — Increasing Productivity and Delivering More Timely
and Reliable Results

— The Benefits of Outsourcing the Internal Audit Function

— Social Media Use in Companies — Managing the Risks Effectively

Social Media and Internet Policy and Procedure Failure - What’s Next?
Spreadsheet Risk Management: Frequently Asked Questions

Testing the Reporting Process — Validating Critical Information

Using High Value IT Audits to Add Value and Evaluate Key Risks and Controls
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KnowledgelLeader: o protiviti

Powerful Tools for Business Risk & Internal Audit

KnowledgeLeader® is a subscription-based website that provides information, tools, templates and
resources to help internal auditors, risk managers and compliance professionals save time, stay up-to-
date and manage business risk more effectively. The content is focused on business risk, technology risk
and internal audit. The tools and resources available on KnowledgeLeader include:

¢ Audit Programs — A wide variety of sample internal audit and I'T function audit work programs are
available on KnowledgeLeader. These work programs, along with the other tools listed below, are
all provided in downloadable versions so they can be repurposed for use in your organization.

* Checklists, Guides and Other Tools — More than 1,000 checklists, guides and other tools are
available on KnowledgeLeader. They include questionnaires, best practices, templates, charters and
more for managing risk, conducting internal audits and leading an internal audit department.

* Policies and Procedures — KnowledgeLeader provides more than 300 sample policies to help in
reviewing, updating or creating company policies and procedures.

* Articles and Other Publications — Informative articles, survey reports, newsletters and booklets
produced by Protiviti and other parties (including Compliance Week and Auerbach) about business
and technology risks, internal audit and finance.

¢ Performer Profiles — Interviews with internal audit executives who share their tips, techniques and
best practices for managing risk and running the internal audit function.

Key topics covered by KnowledgeLeader:

* Audit Committee and Board * IFRS

* Business Continuity Management ¢ Internal Audit
* Control Self-Assessment * IT Audit

* Corporate Governance ¢ I'T Governance
* COSO * Sarbanes-Oxley
* Fraud and Ethics

KnowledgeLeader also has an expanding library of methodologies and models — including the robust
Protiviti Risk Model*™, a process-oriented version of the Capability Maturity Model, the Six Elements
of Infrastructure Model, and the Sarbanes-Oxley 404 Service Delivery Model.

Furthermore, with a KnowledgeLeader membership, you will have access to AuditNet Premium
Content; discounted certification exam preparation material from ExamMatrix; discounted MicroMash
CPE Courses to maintain professional certification requirements; audit, accounting and technology
standards and organizations; and certification and training organizations, among other information.

To learn more, sign up for a complimentary 30-day trial by visiting www.knowledgeleader.com.
Protiviti clients and alumni, and members of The IIA, ISACA and AHIA, are eligible for a sub-
scription discount. Additional discounts are provided to groups of five or more.

KnowledgeLeader members have the option of upgrading to KLplus™. KLplus is the combined
offering of KnowledgeLeader’s standard subscription service plus online CPE courses and risk briefs.
The courses are a collection of interactive, Internet-based training courses offering a rich source of
knowledge on internal audit and business and technology risk management topics that are current and
relevant to your business needs.
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Protiviti Internal Audit and Financial Advisory Practice —

Contact Information

Brian Christensen

Executive Vice President — Global Internal Audit

+1.602.273.8020
brian.christensen@protiviti.com

AUSTRALIA

Garran Duncan
+61.3.9948.1205
garran.duncan@protiviti.com.au

BELGIUM

Jaap Gerkes
+31.6.1131.0156
jaap.gerkes@protiviti.nl
BRAZIL

Raul Silva
+55.11.2198.4200
raul.silva@protivitiglobal.com.br

CANADA
Karen Irwin

+1.647.288.8507
karen.irwin@protiviti.com

CHINA (HONG KONG AND MAINLAND CHINA)

Albert Lee
+852.2238.0499
albert.lee@protiviti.com

FRANCE

Bernard Drui
+33.1.42.96.22.77
b.drui@protiviti.fr

GERMANY

Michael Klinger
+49.69.963.768.155
michael klinger@protiviti.de

INDIA

Sanjeev Agarwal
+91.99.0332.4304
sanjeev.agarwal@protivitiglobal.in

ITALY

Alberto Carnevale
+39.02.6550.6301
alberto.carnevale@protiviti.it
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JAPAN

Yasumi Taniguchi
+81.3.5219.6600
yasumi.taniguchi@protiviti.jp
MEXICO

Roberto Abad
+52.55.5342.9100
roberto.abad@protivitiglobal.com.mx

MIDDLE EAST

Manoj Kabra
+965.2295.7700
manoj.kabra@protivitiglobal.com.kw

THE NETHERLANDS

Jaap Gerkes
+31.6.1131.0156
jaap.gerkes@protiviti.nl
SINGAPORE

Sidney Lim
+65.6220.6066
sidney.lim@protiviti.com
SOUTH AFRICA

Fana Manana
+27.11.231.0600
FanaM@sng.za.com

SOUTH KOREA

Jeong Suk Oh
+82.2.3483.8200
jeongsuk.oh@protivitiglobal.kr

UNITED KINGDOM

Lindsay Dart
+44.207.389.0448
lindsay.dart@protiviti.co.uk

UNITED STATES

Brian Christensen
+1.602.273.8020
brian.christensen@protiviti.com



THE AMERICAS

UNITED STATES

Alexandria Kansas City Salt Lake City
Atlanta Los Angeles San Francisco
Baltimore Milwaukee San Jose
Boston Minneapolis Seattle
Charlotte New York Stamford
Chicago Orlando St. Louis
Cincinnati Philadelphia Tampa
Cleveland Phoenix Washington, D.C.
Dallas Pittsburgh Winchester
Denver Portland Woodbridge
Fort Lauderdale Richmond
Houston Sacramento
ARGENTINA* CHILE* PERU*
Buenos Aires Santiago Lima
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* Protiviti Member Firm
** Protiviti Alliance Member
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Pro tivitr
Risk & Business Consulting.
Internal Audit.

Protiviti is not licensed or registered as a public accounting firm
and does not issue opinions on financial statements or offer
attestation services.
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