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Cybersecurity risks. Uncertainties in political regimes in certain parts of the world. Technological
innovation. Expanding regulation and oversight. Falling oil prices. Geopolitical conflicts. These and a host
of other significant risk drivers are all contributing to the risk dialogue in boardrooms and executive suites.
There are encouraging signs of an improving business climate in most industries, as exhibited by strong
equity markets; lower unemployment rates; a resurgence in consumer confidence, manufacturing and
construction activity; and falling oil and gas prices, among other factors. However, the global business
environment continues to evolve rapidly, creating opportunities and challenges for all types of
organizations.
Entities in virtually every industry and country are reminded, all too frequently, that they operate in a risky
world. Recent data breaches affecting major retailers, financial institutions and other high-profile
companies, as well as numerous governance lapses, vividly illustrate the realities that organizations of all
types face risks that can suddenly propel them into global headlines, creating complex enterprisewide risk
events that threaten reputation and brand. The rapid and steep decline of oil prices was not anticipated by
many players in the energy industry, reminding everyone that they need to expect the unexpected.
Boards of directors and executive management teams cannot afford to manage risks casually on a
reactive basis, especially in light of the rapid pace of disruptive innovation and technological
developments.
In their third annual survey, Protiviti and North Carolina State University’s ERM Initiative report on the top
risks on the minds of global boards of directors and executives for 2015. Our respondent group,
composed of more than 270 board members and C-suite executives, provided their perspectives about
the potential impact in 2015 of 27 specific risks across these three dimensions:
•

Macroeconomic risks (M) likely to affect the organization’s growth opportunities over the next 12
months

•

Strategic risks (S) the organization faces that may affect the validity of its strategy for the pursuit of
growth opportunities over the next 12 months

•

Operational risks (O) that might affect key operations of the organization in executing its strategy
over the next 12 months
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Commentary
As indicated by the top risk issue, this industry group continues to face intense regulatory demands. The
following commentary focuses on healthcare providers. With the continued scrutiny of government
program auditors, reimbursement risk remains high. To complicate matters, and also as shown in our
survey results, significant uncertainty exists around complying with healthcare reform requirements in the
United States. It is difficult to project whether cuts and policy changes will continue, or when and how fast
the industry will move to a true performance-based reimbursement system and understand clearly what is
required to capitalize on available incentives once it is clear that policy mandates will be enforced.
Training and retaining top performers who have a sufficient understanding of this complex regulatory and
reimbursement landscape remains a top priority for healthcare organizations.
Fortunately, more healthcare providers understand how technical and complex the payment system has
become. They also recognize how critical it is to secure every dollar earned. There are a myriad of ways
in which reimbursement can be threatened – providers are striving to provide the best possible care while
maintaining a positive bottom line. Deficiencies and avoidable mistakes in provider operations undermine
the effectiveness of the revenue cycle and compliance environments. As a result, many healthcare
providers fail to realize as much as five percent in net revenue due to a lack of effective internal controls
for mitigating financial, regulatory and operational risks.
According to the results of another Protiviti study, three out of four healthcare organizations are
1
undergoing a major IT transformation. Within the industry, the risk of this type of transformation is even
more acute considering that it introduces new and disruptive technologies to a heavily regulated
environment. Adapting to these technologies simply to sustain growth is daunting, but healthcare
organizations also must consider how to thrive amid significant challenges. For example, in the United
States these challenges include healthcare reform, looming HIPAA compliance audits, security breaches,
social media misuse, increased fraud regulations, recoupment of Meaningful Use funds, ICD-10
uncertainty, resource shortages, vendor shortfalls, misaligned business intelligence and data analytics
efforts, initiatives to provide more agile service while reducing costs, and scrutiny of electronic health
records utilization.
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Today’s IT Organization – Delivering Security, Value and Performance Amid Major Transformation: Assessing the
Results of Protiviti’s 2014 IT Priorities Survey, 2014, www.protiviti.com/ITPriorities.
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New technologies also are creating new privacy and identity management challenges. Innovation in
healthcare is pushing the boundaries of how care is provided. In turn, healthcare organizations are finding
their sensitive data is being accessed and utilized in new ways. This proliferation of data onto a vast array
of portable devices, cloud providers and other technologies makes the IT and data environment difficult to
control, from basic blocking and tackling to cutting-edge solutions for complex problems.
For further results and a copy of the overall survey report, visit www.protiviti.com/TopRisks.
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