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Data Quality Index – Do You Have Faith in the Accuracy of Your Numbers?
Have you ever read an article, report or chart and looked at
the data citations wondering if the numbers were accurate, or
used in the appropriate context? Data is utilized every day to
inform us about events occurring across the world and in our
daily lives, in newspaper articles, scientific surveys, social
media, grocery shopping and even our daily weather forecast.
Just as we personally utilize data daily, so do all organizations. However, for financial institutions data is even more
critical to their daily business, for it is one of their most
important assets. They need timely access to high-quality
data, whether it is a customer’s bank account balance or
capital calculations for management. Financial institutions
would not function efficiently without reliable data.
Within financial institutions, data is utilized in myriad ways
including, but not limited to: internal and external reporting,
financial modeling, stress testing, planning and forecasting,
decision-making, etc. As financial institutions grow in size
and complexity, so do their data collection and repository
systems. With this growth, their reporting requirements to
their various stakeholders (including management, the board,
regulatory bodies and shareholders) increase in tandem. It is
more critical than ever that data be reliable, timely and accurate.
Legislation and regulations are also driving significant data
needs. Recent and emerging requirements in the United
States and globally include the Dodd-Frank Wall Street Reform
and Consumer Protection Act (DFA), the Capital Requirements
Directive (CRD) IV, the Capital Requirements Regulation (CRR),
Solvency II and Basel III, which all drive data quality needs.
Additionally, regulatory requirements include the need to
respond to an ever-increasing number of requests for information – related to operational activities, mortgage practices,
credit risk and more – from various regulatory bodies. Many
of these requests require significant time and resource-intensive efforts to fulfill. Moreover, in the United States the
Consumer Financial Protection Bureau (CFPB), established in
July 2011 as a requirement of DFA, will have responsibility for
supervising companies not previously subject to supervision.
The CFPB is just one of the many regulatory bodies that
financial institutions and their management will have to work
with to ensure that reporting expectations are met.

Data quality can be argued to be the most important aspect of
reporting. Management will need to ensure the accuracy of its
reporting through robust data integrity and governance
policies and practices. Data quality is the way in which the
characteristics of data satisfy the requirements of its intended
use. It depends as much on the data’s use as it does on the
data itself. Data quality can be measured through inherent
characteristics (dimensions) using metrics, which are typically
a combination of quantitative and qualitative measurements.
Common sources of data quality problems include:
•
•
•
•
•
•
•

Erroneous data entry by employees
Changes to source systems
Data migration or conversion issues
Mixed expectations by users
External data issues
Data entry by customers
System errors

Research shows poor data quality has significant business
impacts including:
• The average organization loses $8.2 million annually
because of poor data quality. (Gartner, 2011)
• Fifty-five percent of all customer relationship management
projects failed to meet software customers’ expectations.
Poor customer data is one of the biggest factors.
(Gartner, 2011)
• Between 50 and 70 percent of enterprise resource planning implementations are reported as “challenged” due,
in part, to data integrity and/or data accuracy problems.
(Adaptive Growth, Inc., 2011)
• Seventy percent of data warehouse project failures are
due to data quality issues. (Gartner, 2005)
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A large financial institution, while reviewing its data quality
needs, realized it did not have the data quality and confidence in its data management that the board required. It
needed a solution that would allow for the ability to measure
data quality, find errors and remediate them, and provide for
a solution that could be easily understood by management,
the board and the lines of business. The solution proposed
was to develop a business line data governance framework
that would improve the completeness, accuracy and timeliness of its data. A key component of the framework focused
on the creation of a method to measure data quality.
The data governance framework includes key components
under categories such as people, rules and processes. As
an example, key components under people could include
roles such as business owners, management, data stewards,
data governance bodies, and risk officers. Under rules, the
framework might include a data charter, rules of engagement, specific data areas included, and data policies and
procedures. Under processes, the framework might include
different technologies, systems and platforms, processes for
supporting data and technology innovation and remediation.
It is important to be mindful that every institution is different
and each institution’s key components of these categories
may differ.

This new tool, the Data Quality Index, allows an
organization to measure data quality using customized
metrics focused exclusively on data quality across predefined
dimensions.
Each Data Quality Index can be tailored to defined dimensions based on the proposed data being measured. Collaboration with key business users and management ensures
the most appropriate dimensions are selected for use. Each
dimension is scored through the metrics by an algorithm
unique to the institution. The dimensions are then aggregated
and weighted to give an overall Data Quality Score.
Element

Short Description

Example

Uniqueness

A number or
characteristic that
identifies one and
only one entry in a
data set

Every customer
should have a
customer ID and
no two customers
should have the same
customer ID

Accuracy

Data fairly
represents what
it is intending to
represent

Correct amount for
outstanding balance

Consistency

The same data
from two or more
sources should not
conflict

Interest rates and
loan payment
amounts are the same
across systems

Overall Index
Score

Completeness
Dimension
1
Reference List

One tool that is emerging is derived from a proprietary Risk
Management Index, which allows a company – at an enterprise
level – to assess its relative level of risk at any point in time.
This new tool, the Data Quality Index, allows an organization
to measure data quality using customized metrics focused
exclusively on data quality across predefined dimensions.
The specific dimensions or characteristics of data that are
analyzed in a data quality program differ from one business to
another based on the needs and priorities of that business. An
example of a few data dimensions would be the following:
Dimension

Dimension

Metric 3

Dimension
2

Metric 4

Dimension
3

Metric 5

Dimension
4

Metric 6

Dimension
5

Data Quality
(DQ) Score

Metric 7
Metric 8

Dimension
6

Metric 9
This chart shows an example of how the metrics and dimensions would interface to
create the Data Quality Score.

The output of this exercise is a customizable scorecard that
can be adjusted to reflect either the quality of a single element or of a specific grouping of elements. These groupings
may be organized by data type, business unit, geography, and
so forth, as required by a business. The scorecard is used to
monitor the data metrics, dimensions and overall data score.
Multiple scorecards at each of these levels are developed
to enhance the management of the index and its parts. This
scorecard allows the institution to:
• Focus on the most critical data elements
• Compare data quality performance over time
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• Identify data quality issues and gaps
• Create actionable and targeted remediation plans for data
quality gaps
Financial institutions benefit from the utilization of the Data
Quality Index through the following:
• Improved reporting capabilities
• Improved data monitoring and management
• Improving management’s ability to track more easily
metric and dimensional data fluctuations and interpret
the results
• Improved ability to identify and address data issues in a
timely manner
• Data segmentation and flexibility – the Data Quality Index
can be adapted to work across multiple data segments,
e.g., commercial, retail, etc.

• Flexibility of the scorecards to be implemented at varying
degrees of granularity – from an individual element to
higher-level groupings as needed
Overall, the Data Quality Index brings data to the forefront of
reporting and instead of seeing errors with no potential resolution, financial institutions are able to pinpoint data errors
and focus on precisely those metrics and dimensions that are
incorrect. This efficiently focuses finite resources on their data
pain points leading to continuously higher-quality data.
Organizations must continue to evaluate the quality of their
data as it pertains to reporting and decision-making activities. As regulatory financial data requests and business
needs increase, so will inquiries into management’s confidence level regarding its data.

Dodd-Frank Act’s Potential Implications on Technology at Financial Institutions
The Dodd-Frank Act (DFA), enacted in July 2010, requires
400 rules and the preparation of more than 80 studies and
reports. Implementation of the rules is staggered and the
impact of the law is just beginning to be realized. As such,
the implications of DFA on information technology (IT) are just
beginning to come to fruition. Below, we have highlighted
some of the technology implications for financial institutions
stemming from selected DFA provisions. However, this listing
does not address the totality of the law nor does it replace
the analysis that should be performed by an organization to
identify unique requirements and challenges.
The overarching goals of financial reform, including DFA, are
to reduce systemic risk, protect customers and investors,
eliminate gaps in regulatory oversight and foster international
coordination. These goals have a wider impact than just technology changes and it is important to be aware of the intention of the reform within the context of the application and
use of these regulations within financial institutions. DFA will
present financial institutions with major obstacles, as modifying
systems and processes for compliance will demand time from
already stretched resources and divert focus from growth and
customer-oriented projects. The following are just some of the
DFA provisions likely to impact technology at financial institutions:

1. SIFI – Living Wills (Title I)
The failure of Lehman Brothers and functional or nearfailures of several other large, global financial institutions
highlighted the complexity of their internal organizational
structures and the exposures created by their relationships with banks throughout the United States and around
the world. The Living Will provisions of DFA are intended
to facilitate an orderly wind-down of a Systemically
Important Financial Institution (SIFI). The Living Will

standards apply to bank holding companies with more
than $50 billion in global assets, as well as systemically
important non-banks designated by the Financial Stability
Oversight Council (FSOC). Resolution plans are due on a
staggered basis between July 2012 and December 2013,
depending upon the size of the company. The plans must
address the structure, business processes, systems, and
operations of the company and its material entities.

DFA will present financial institutions with major
obstacles, as modifying systems and processes for compliance
will demand time from already stretched resources and
divert focus from growth and customer-oriented projects.
Suggestions
This creates an opportunity for SIFIs to utilize the Living
Will-related risks to help make a business case for the
consolidation and/or elimination of legacy core systems.
As SIFIs evaluate potential system changes, they should
make sure that their project portfolio management processes are in place and can identify potential conflicts
with other business requests and changes coordinated.
Additionally, since these changes have large potential
impact on the business, detailed testing requirements and
comprehensive testing scenarios will need to be planned
and executed in order to uphold the integrity of data
and business logic. SIFIs have the opportunity to utilize
the Living Will considerations in their forward-looking IT
infrastructure planning process to ensure a priority use of
resources and budgets.
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2. SIFI – Office of Financial Research (Title I)
The Office of Financial Research (OFR) was created to
provide more robust and sophisticated analysis of the
nation’s financial system and to make regular reports to
Congress. The OFR will require better data quality to assess the state of the financial system. The impact of the
required data for analysis purposes will be significant.
Data will need to be of high integrity and complete. The
information requested will need to be available to regulators during defined periods and for analysis by the OFR. In
order to simplify the analysis, the OFR will push for creating a standard symbology for trades.

For financial institutions, data quality is key to their ability to provide consistent and quality reporting in a timely
manner, forcing organizations to have strong data governance practices in place.
Suggestions
SIFIs will have large and specific data requirements to support the OFR’s analysis so the data requirements’ impact
will need to be assessed against existing data structures.
The OFR will likely have structured and unstructured data
requests potentially requiring SIFIs to compile data in
ways they have not been required to do in the past. Banks’
data integrity controls will need to be in place to validate
information prior to its release to the OFR.
Additionally, organizations will need to be able to recognize and process a potential new set of trade symbols. For
financial institutions, data quality is key to their ability to
provide consistent and quality reporting in a timely manner, forcing organizations to have strong data governance
practices in place.

3. Volcker Rule (Title VI)
The Volcker Rule prevents banking institutions from participating in speculative investments, such as proprietary
trading and sponsoring or investing in hedge and private
equity funds. The Volcker Rule will require banks to report
on their compliance efforts and on any impermissible trading activity initiated by their customers. Key technology impacts include assessing the data reporting needs against
existing data design and warehouse structures. Institutions will need to gather risk analytics to be used for reporting internally and externally, and specific metrics that
may not be part of the existing data reporting by financial
institutions will need to be collected going forward.
Suggestions
Financial institutions will need to determine the data requirements for necessary metrics, such as revenue-based
metrics, revenue-to-risk metrics, and inventory metrics.

They will need to evaluate existing data warehouses/repositories to determine if available data meets reporting
requirements. Finally, exception reporting will be needed
for analysis and reporting to the FSOC.

4. Derivatives and Swap Trading (Title VII)
Title VII intends to regulate and provide transparency to
Over-the-Counter (OTC) derivatives trading. Key stakeholders that trade and clear derivatives will be significantly impacted as a push is made for electronic trading of derivatives and centralized clearing of swap contracts. Existing
applications will require modifications and enhancements
to comply with new requirements. As a part of this compliance, centralized clearing will have a significant impact on
dealers who will potentially have direct interface points
with their new systems and applications. Institutions will
need to ensure front-end systems for prices and backend
systems for trade information are accurate and ensure systems for managing the flow of information for trades and
clearing processes are working as intended. Additionally,
overall there will be significant reporting requirements and
systems will need to have high reliability and consistent
data quality.
Suggestions
Financial institutions will need to evaluate their systems
versus the new requirements and determine if the data
requirements are flexible in their reporting solutions to
meet DFA information requirements and any partner information requests. They will need to determine where their
interconnectivity and interfaces will need to be tightened
to ensure controlled and secured systems. Middle-office
software will need to be installed or enhanced to monitor trade breaks and potentially to make corrections on
trades. Additionally, system changes will require rigorous
project management to ensure required timeframes are
met. Finally, financial institutions will need to make sure
their business continuity and disaster recovery plans appropriately cover new risks presented by any new systems
and data-handling processes.

5. Consumer Protection (Titles IV and X)
The Consumer Financial Protection Bureau (CFPB) will
be reviewing business practices to make sure financial
institutions are following required laws and will set rules
for governing consumer financial products. The oversight
will require key practices in improved data analytics and
levels of reporting and providing additional risk analysis
information and metrics required by the FSOC. Organizations will be required to assess the profitability of their
products and services and mortgage-specific needs will
require new governance processes and documentation
tracking. Additionally, financial institutions may see their
disclosures modified and expanded, requiring institutions
to ensure availability of increased amounts of data that
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can be digestible for widespread consumption. Finally,
project management will be required to manage all of the
direct impacts within its IT priorities roadmap.
Suggestions
Financial institutions should enhance their risk analytics
to utilize data from across the organization and potential linkage to existing risk management activities. They
should review their data design and data governance
required for CFPB reporting and any consumer product
and services applications that process information for
CFPB requirements, and resulting changes should be built
into IT roadmaps. Additionally, organizations may want to
implement project management offices (PMOs) or create
a subgroup under existing PMOs to focus on the newly
identified requirements.

6. Privacy and Information Security Requirements
(Various Titles)
All organizations are utilizing an increased use of data and
ability to access it for reporting purposes. This has a direct
impact and increase in security and privacy risk. Financial
institutions should consider these security and privacy
risk issues and validate that information is appropriately
identified as being sensitive if needed. Their data needs
will increase potential dispersion of sensitive information
and data may need to be exchanged across business units
within a company. Increasing data touch points will increase the potential for more personnel to require access,
thereby increasing the risk of inappropriate access. Finally,
vendors may be required to submit more information and
data for reporting purposes and organizations will have to
ensure that data is safeguarded and appropriate vendor
risk analysis is performed.
Suggestions
Financial institutions should revisit data classification
processes and categorization and establish clear responsibilities and ownership for data. They should revisit data
repository security and data warehouse designs and
review vendor risk analysis and potential reporting needs
to determine where gaps are present and need to be corrected. Furthermore, these gaps, once identified, should
be built into the IT roadmaps.
Once an organization has determined its gaps and the
enhancements or changes needed in its IT roadmaps, it can
begin to focus on the “how we get it done.” Organizations will
need to review their roadmaps in relation to organizational
goals, resources and budgetary concerns to determine the
most efficient way of executing their IT roadmaps.

IT Adoption and Implementation
There are three main considerations for determining the
impact of IT adoption and implementation within financial
institutions. These include project governance structures,
alignment of DFA requirements with IT roadmaps and general
IT considerations.

1. Project Governance Structures
Organizations will need to have a variety of capabilities
to address DFA requirements, including utilizing existing
project management capabilities. The activities required
by DFA will need to be coordinated across the organization
and included in resource demand management efforts,
prioritization queues and monitored by a cross-section of
stakeholders. Coordinated testing across a variety of platforms and applications, including interfaces with business
partners, will need to be properly designed and managed
to ensure requirements are met and information integrity
maintained. Additionally, quality will need to be integrated
into the project delivery work, including review and signoff by stakeholders. Finally, project status will need to be
actively maintained and monitored with timely resolution of
issues/risks. All of these activities will challenge financial
institutions to make sure their project system development
lifecycles are followed rigorously and coordinated with
change management activities for business users.

2. Alignment of DFA Requirements with IT Roadmaps
Financial institutions will want to review their organization’s project portfolio management process to determine
if it is sufficient to ensure prioritization of initiatives and
assignment of resources across the IT roadmaps. Organizations will want to review their technical architecture standards
and foundations to potentially identify opportunities to utilize
more flexible models, such as service-oriented architecture.
Potential application changes needing modifications for
DFA requirements should be analyzed in regard to other
initiatives and coordinated with other changes. Additionally, data governance will need to validate the data designs,
ownership and ongoing reporting needs of the systems to
meet requirements.

3. Additional IT Considerations
There are various other IT considerations that fall into different IT buckets, including business continuity planning,
disaster recovery, system adaptability, application architecture and security access and infrastructure. However, it is
important for each of these to be considered in conjunction
with the themes above. These IT considerations include:
• Business continuity planning will need to account for
the new requirements from DFA and help dictate the
recovery objectives.
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• Disaster recovery capabilities must be in place to meet
high-availability requirements and tested to validate
their operating effectiveness.
• Data retention needs will need to be aligned with existing data structures and data governance practices.
• IT data reporting will need to be scalable and adaptable
to accommodate future business growth and required
regulatory changes.
• Logical security access and infrastructure should be
reviewed prior to implementing new capabilities into
production to ensure that systems are adequately secured and inappropriate access is removed.

As financial institutions strive to meet the goals set out by
the legislators and regulators, they must be cognizant of how
each regulation will affect their organization across all facets
and lines of business and look for ways to merge the compliance with regulation with the continued business efforts and
growth. Changes may lead to opportunity for more robust
technical capabilities and overall process efficiencies enabled
with a revised technical environment.
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